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Introduction

FXXOne is a Remote Monitoring and Management (RMM) platform that allows real-time
management of work devices. It offers tools for task automation, security control, and
employee experience analysis, ensuring comprehensive remote management and

supervision service.

It comes with many features, such as Flexxible Remote Assistance, detailed diagnostic
data collection, system status notifications, self-repair of known issues, and unattended

support procedures application.
FXXOne includes:

e Portal
¢ Workspaces

e Analyzer

Once the subscription is created, the following steps will be needed to start enjoying the

service:

1. Access Portal.
2. Create a reporting_group.

3. Download and install FlexxAgent on the devices you want to manage.
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From there, the devices will report to the service and be ready for management from Portal

and Workspaces; they will also provide analytics of applications, user experience, and

other devices through Analyzer.

Documentation in PDF

The documentation for FXXOne for this version can be downloaded here in PDF format.

The downloaded file is an export of the content of this website for the selected version as of the version's
publication date. It is recommended to periodically check for new versions on this page.
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FlexxAgent

FlexxAgent is the local component of the solution. It collects information about devices
and applications and sends it to the service's web consoles. It is a binary that, once

installed, establishes end-to-end encrypted and secure communications.

FlexxAgent is compatible with Windows, Linux, macOS, ChromeQOS, and Android operating

systems.

Fle>cdble @i

B3 Foxne Agent -

k&
= Fle>ecible

Settings Downloading FlexxAgent...

mr I

Acchin
*,

Sel Capyright © Femh‘: T Ver detalle Descargar agente
vIP Inderactivo 1 Ver detalle Descangar ageribe

Eamilia IEractihve T Ver detale Dreacargar agente

Features

¢ |tis a mandatory component of the solution, so to see and manage a device in the

consoles, it must have FlexxAgent installed.

¢ |t allows remote and automatic actions on demand to improve the efficiency of

support teams.

e |t simplifies user self-service with the possibility to perform support actions

autonomously without leaving the session.
¢ |t gathers data about the device's status, usage, and errors.
¢ |t reports on resource and application usage.
¢ |t executes self-remediation actions.

e |t provides a secure remote assistance interface to users and unattended access to
administrators.

e |t can perform operations on devices, such as waking them on the network via Wake
on LAN (Wol).
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Functionality

The operational details, installation, diagnostics, or specifics of FlexxAgent for each

operating system are described in their corresponding article. The global functionalities of

FlexxAgent, along with its operational capacity for each supported operating system, are

defined in the following table:

Functionality Windows Linux macOS Android ChromeOS

Storage
information

Network

information

System hardware

information

System
performance

information

User session
performance

information

Diagnostic

information

User notifications

Installed apps
FlexxAgent auto- Managed  Managed by
update by Google Google Play
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Functionality

Session and

power actions

Proxy support

OS update

information

Microservices

execution

OS update

application

User processes

System

processes

System event

collection

Applied GPO

collection

Plug & Play
devices and

errors

Custom fields

Windows Linux macOS

N/A N/A
N/A
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Android

Play

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

ChromeOS

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A
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Functionality

Compliance

information

Wake on LAN

System services

End user

microservice

Flows

CrowdStrike

integration

Application and

system errors

User experience

surveys

Interactive
(attended)
Flexxible Remote

Assistance

Unattended
Flexxible Remote

Assistance

Dynamic
Flexxible Remote

Assistance

Windows Linux macOS
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Android

N/A

N/A

N/A

N/A

N/A

ChromeOS

N/A

N/A

N/A

N/A

N/A
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@® INFO

¢ Collected data levels:

Basic

Medium

. The functionality is available for that operating system.

Advanced
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* n/a The functionality is not available for that operating system.

Data retention

The data collected by FlexxAgent is sent to the service with retention times by data type,

as defined below:

Type

Alert

Connection

Logs

Boot duration

Sessions

Workspaces

Information

Monitoring alerts generated on the

devices

Includes information on when users log
on, disconnect, reconnect, or log off on
their device.

Device uptime

Session performance information and

counters

Device information, statistics, and details

Copyright © 2024 Flexxible. Todos los derechos reservados.

Retention

Indefinitely

30 days

31 days

2 hours of statistics

3 months of

statistics
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Type

Unreported

workspaces

Events logs

Plug and Play

events

Jobs

Notifications

Information

Since a device stops reporting, how many

days until it is removed from the console

Log retention time for default and
additional system logs, defined in

FlexxAgent settings

Peripheral information and events

Log of actions performed in the

environment

Log of historical notifications generated in

the environment
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Retention

Controlled by a
setting, default 31
days

7 days

7 days

90 days

3 months
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FlexxAgent / Supported Systems

The agent is available in the support cycle for the following operating systems.

¢ Microsoft Windows

e ChromeQOS
e Android
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FlexxAgent / Supported Systems /
Windows

FlexxAgent supports 64-bit Windows operating systems; it cannot be installed on 32-bit
systems. The installation binary is available with or without a graphical interface, so it

supports both unattended deployment methods and installation via wizard.

Administrador de tareas Q@ Busgue un nombre, publicador o P..

Procesos ‘:H Ejecutar nueva tarea IZ:' Finalizar tares § modo de eficiencia

hd FlexzAgent

€} Flexclgent

FlexxAgent Anakyzer

Service Architecture

FlexxAgent consists of a Windows service named FlexxAgent Service, which coordinates

two processes:

* FlexxAgent, executed at the system level

* FlexxAgent Analyzer, started for each user session.

This architecture allows FlexxAgent to manage devices with multiple sessions (such as
terminal servers, Citrix, or AVD) and obtain detailed metrics to enhance diagnostic

capabilities.
Example:

* On alaptop, FlexxAgent (at the system level) and FlexxAgent Analyzer (under the

user's identity) run.

e On a device with multiple sessions, besides FlexxAgent, a FlexxAgent Analyzer

process will run for each session.
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Consumption

FlexxAgent is optimized to minimize resource usage. The approximate values are:

¢ Disk space: < 200 MB
e CPU: <05%
e RAM:100-200 MB

FlexxAgent Process (system)

e Collection of performance information, hardware, sessions, profiles, disks, partitions,
and Windows services: every 60 seconds.

e Sending event log error events: every 10 minutes.

e Updating user profile information: every 15 minutes.

FlexxAgent Analyzer Process (user)

¢ Analyzes application usage, diagnostic data, and user experience.
e Local data collection: every 15 seconds.

e Sending reports to the service: every 5 minutes (this metric may change in specific

functionalities).

Supported versions

FlexxAgent is compatible with Windows operating systems currently in support cycle by
Microsoft. Although it can be installed on unsupported versions, some features might not
be available.

Full Compatibility

¢ Microsoft Windows 10 or later

¢ Microsoft Windows Server 2016 or later
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Limited Compatibility

Windows 7 SP1
Windows 81 SP1

Windows Server 2008 R2 SP1

Windows Server 2012

Software Requirements

FlexxAgent requires the following components:

e NET Framework 4.6.2 or later (recommmended: .NET Framework 4.8).

¢ Windows PowerShell 4.0 or later (recommended PowerShell 531).

o Note: The execution policy for Azure PowerShell must be set to Unrestricted.

Considerations for Windows versions in EOL

On End-Of-Life (EOL) systems, FlexxAgent may exhibit limitations or lack of compatibility

with certain features.

Unsupported Features

When using FlexxAgent on older Windows operating systems that are out of support, the

following features are not supported:

¢ Collection of GPU consumption metrics.

* Flow execution.

¢ Execution of microservices by the end user.
* Obtaining information from storage units.

* In the case of virtual devices, detection of broker and hypervisor (limited according to
provider).

e User Input Delay (UID) (only available from Windows Server 2019 and Windows 10
version 1809).
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Mediator detection may not work for everyone. There is no user input delay performance

data as this counter does not exist in Windows 7 or Windows Server 2008 R2.

Windows 7 and 2008 R2

FlexxAgent can be installed on Windows 7 x64 or Windows Server 2008 R2 SP1 under the

following conditions:

 Install the update KB4474419: (SHA-2 code signing support update for Windows
Server 2008 R2, Windows 7, and Windows Server 2008: September 23, 2019).

* Install the update KB3140245: (Update to enable TLS 11and TLS 1.2 as default secure
protocols in WIinHTTP in Windows) and follow the instructions in the How to enable
TLS 11and TLS 1.2 as default secure protocols in WinHTTP in Windows section of the

Microsoft support page.
e Requires at least .NET Framework 4.6 (recommended: 4.8).

* PowerShell 2.0 with Windows 7 is not compatible with TLS 1.2; install Windows

Management Framework 5.1, which includes PowerShell 51.
Windows 8 and 2012

FlexxAgent installation supports Windows 8 under the following conditions:

* Requires .NET Framework 4.6.2 (Microsoft blocks the installation of later versions on
Windows 8.0).

¢ All Windows security updates must be applied to ensure compatibility with TLS 1.2 and
SHA-2 code signing.

Download

The installation binary download for FXXOne is available with and without graphical

interface.

INSTALLATION BINARY DOWNLOAD WITH GRAPHICAL INTERFACE

BUTTON TO DOWNLOAD FLEXXAGENT
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In Portal -> Home, the Download agent button will allow you to download FlexxAgent to
the device. This option is available for all Organization Administrator users of any type of

organization.

If the organization has more than one reporting group, clicking on the Download agent
button will change the interface to the Report groups section to download FlexxAgent in

the chosen report group.

Fle>ccible :i:

Inicio

@ & AR

Workspaces Analyzer Descargar agente

Tus productos

ERtarna Tipa de produsts BAeciin

Faoxire Fronne [ Var datale

A few seconds after the installation, the device will be visible in the Workspaces module.
All functionalities for controlling, monitoring, and automating tasks on your devices will be

activated from that moment.

BUTTON TO GENERATE A MAGIC LINK

The Generate magic link button optimizes the access to download FlexxAgent on the

devices. Allows users with the Organization Administrator role within a partner-type
organization to generate and send a link to users so they can download the agent on their

devices without being logged in.
Create magic link

The Generate a magic link button is located on the home page of the Portal for users

with an Organization Administrator role within a partner-type organization.
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Flexcdble ik — Ongaréztion, Adein

s (&
\Workspaces Analyzar Download Agent Generate magle link
Your produchs
Enwircnment 7| Product typs 1| MAction
OME Fi0na 7 Wierws Dretusi

Clicking the button opens a form where you should specify which reporting group the link

will be assigned to and for how long it will be active.

Create magic link

Raporting groug ™

Saloct reporting grour
Expiration *
Salact

1k

2 chpn
3 derys
6 days
7 days
14 day

30 days

% Cancel + Create

Next, a window will indicate that the link has been created. And it will allow you to copy it
directly to share it.
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Magic link created

(01 This g bk will seion or: VM, RO BA

hittps:fonefeoible.comdmagic-ink They=-ba3FO0T-8778-deBo-Bddo )
5IfGaedB

By clicking Accept, the console will automatically go to the detail view of the selected

reporting group. From there you can check the magic link just created, as well as others
that have been created earlier.

Cwgamization Admin 1
—
Beporingorouss VI
VIP
& Flows Duotaily  Foles  Usars  Magis Links
& Tenants
Create ©F Export ) Refresh
Workspatoes
rch by e, Filter

Craatod at Craated by Magic Enk Expires at Revolod at | Last used ol 1| Downleads 11 Action
@  seltings

122, $0224 | [ Pt s sl conmrfFrasgic bk Thesry =6 120024, 10224 - - 0 (5 Revoks

Information
123024, 03 - [T bt e Mevexiba comfrragic-lrikThey-S1b 120424, 120833 - 12324, 1218401 1 ) Ryt
23024, M0em - rr‘ e fore Mediblo comirmagic -nk They-a2 12824, 1080 - 1203724, HORET 1 J Fivtdag

Use a magic link

To use the link just copy and paste it into the browser's address bar. At that moment,

FlexxAgent will show the following screen, indicating that it has been downloaded on the
device.
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Fle>ccible

Revoke a magic link

A Magic Link can be revoked from Portal -> Settings -> Report Groups.In the list
view, click on the reporting group where the Magic link you want to revoke is located.

And then, in the Action field of the table, choose the Revoke option.
A window will appear to confirm the action.

Flexccible :i Orgarization Adseie |

Pt groes - VIP
viP

Dotais Rols  Users  Magic Links

4 Croate @ Export () Rafrach Revoke magic link <
[,Dmbyum_. ]

Createdat || Created by 1/ Revokedat || Lastusedal 1) Downlosds . Action

T28, TOR24F —— - - 0 &) Revake

/24, 12:08:30 —— - 1273724, 121843 | 1 5 Revake

/3724, THOE01 . e — [P Mtps-fone Becdbie comimegic-in - 2/B24, ROB01 . - 1273724, 0BT 1 5 Revake

By clicking Accept, a message will appear for a few seconds in the reporting group table

informing of the action: "The magic link has been successfully revoked."

It is not possible to use a Magic link that has been revoked or has expired again.

BINARY WITHOUT GRAPHICAL INTERFACE
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Steps to download:

1. Access Workspaces -> Level 2 -> Reporting_Groups.

2. In list view, select the reporting group you want to download the agent for and click

Download FlexxAgent.

Fle>c<WORKSPACES Q . Log Of

Reporting groups

G ﬁ Dordarikzad Flexafgenl.. I

0]

Name Tenant

O 0O

B

Cowrn=3

1. A window will open with the Generate standalone installer (offline) option, to

download the FlexxAgent installer:

Download FlexxAgent Installer . OK ) Cancel
Download a .zip file to install or repair _|E-'Jif-1_‘_£+""_ an machines communicating r'“'l'll_.%f' his messaging service

Target processor architecture ®64 - Generate standalone installer (offline)

Please refer to hitp.//5fbe840348819.helpdocsonline.com for information on the FlexxAgent-Installer.exe command line arguments.

¢ |f the option is selected: during installation, the binary will not require internet access
for checking or downloading binaries.

¢ If not selected: the minimal installation package will be downloaded, which will access

the internet to obtain the latest binaries.
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Unattended Deployment

FlexxAgent supports unattended deployment via GPOs, Intune, SCCM, or other distribution

tools.

Installation

The unattended installation of FlexxAgent is done via PowerShell.

Start-Process "<ruta>\FlexxAgent-Installer.exe" -ArgumentlList "<agregar
parametro>" -WindowStyle Hidden -Wait

Supported Parameters

Parameter

proxyAbsoluteUri

proxyUser

proxyPass

proxyPersistConfig

configFilePath

DebugMode

RepairAgent

Type

[string]

[string]

[string]

[switch]

[string]

[switch]

[bool]

Caption

Proxy URL and port.

User for authenticated proxy.

Password for authenticated proxy.

If specified, the configuration is persisted in the

registry.

Alternative directory for the FlexxAgent-

Configuration.conf file.

When specified, creates a text file in the same

folder with the script execution transcription.

Removes the preexisting configuration of

FlexxAgent when it is reinstalled on a device.
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Parameter Type Caption

) Lists the supported parameters, with type and
Help [switch] o
description.

Uninstall

To uninstall FlexxAgent unattended:

"C:\Program Files\Flexxible\FlexxAgent\VDIServiceUpdater.exe" /Uninstall
"C:\Program Files\Flexxible\FlexxAgent\FlexxAgent.exe" /quiet

The Windows installer does not remove all files, folders, keys, or registry values created
during the installation. For a clean system image, you can manually remove:

Files

* C:\Windows\Prefetch\FLEXXAGENT.EXE-XXXXXXXX.pf — where XXXXXXXX is a string

of letters and numbers

* C:\Windows\Temp\FlexxAgentInstallation.log
Folders

® (C:\Program Files\Flexxible

e (C:\ProgramData\Flexxible

Reinstallation

To reinstall FlexxAgent on a device, removing its previous configuration must run:

FlexxAgent-Installer.exe -repairAgent

For example:
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Start-Process "<ruta>\FlexxAgent-Installer.exe" -ArgumentList
repairAgent true" -WindowStyle Hidden -Wait

Uninstallation Protection

This functionality prevents a user from uninstalling FlexxAgent. The configuration can be

applied at the Product level or Report group level.

Requirements

¢ The configuration can only be performed by a user with the Organization Admin role.

e Minimum version of FlexxAgent: 25.4.2.

This functionality is disabled by default.

Configuration at Product Level

1. Goto Portal -> Settings -> Organization.
2. In the menu, select the Products tab.

3. In the table, choose the environment where you want to execute the functionality, and

in the Action field click on Agent Settings.
4. In the form, enable or disable the Uninstallation Protection button.

5. Click on Save.

Configuration at Reporting Groups Level

The feature can be executed on one or several reporting groups.
Enable protection for a reporting group

1. Goto Portal -> Settings -> Reporting Groups.

2. In the table, choose the reporting group where you want to execute the functionality,

and in the Action field click on Agent Settings.
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3. In the form, edit the Uninstallation Protection functionality (pencil-shaped

button) to choose between enabling or disabling it.

4. Click on Save.

@® INFO

Reporting groups inherit the configuration made at the Product level; however, they

can overwrite their own configuration.

Edit FlexxAgent settings

m Uninstall protection (7}

Enable protection for multiple reporting groups

1. Goto Portal -> Settings -> Reporting Groups.
2. In the table, select the reporting groups where you want to execute the functionality.

3. Click on Edit uninstallation protection. Three options will be displayed:
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¢ Enable uninstallation protection. Protects the reporting groups against uninstallation of
FlexxAgent (this option will not be available if the feature is already enabled in
Product).

* Disable uninstallation protection. Allows users to uninstall FlexxAgent (this option will
not be available if the feature is already disabled in Product).

* Reset uninstallation protection. Applies the configuration that the Product has to

which the report group belongs, whether enabled or disabled.

f- Create / Edit auto-update ~ ¢ Edit uninstall protection ~ /7 Edit Session Analyzer execution

+/" Enable uninstall protection

| Search by term...
e y

£93 Reset uninstall protection

Tenant || Name T] Environment 7] Product T/

(] G e e — S e FlexxClient
(V) — — — o e— FlexxClient
FlexxClient

A device will have FlexxAgent Uninstallation Protection enabled in the following cases:

e The feature is enabled in the reporting group to which it belongs.

e The feature is deactivated in the reporting group (it is neither enabled nor disabled),

but it is enabled at the Product level.

Ways to uninstall FlexxAgent with protection enabled

If a user has the feature enabled but needs to uninstall FlexxAgent, they will have two

options:

1. Move the device to a reporting group that does not have protection enabled.

2. Via a token:

e Goto Portal -> Workspaces and select the device.
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* Execute the action Reveal uninstall token which will display a unique token for
that device valid until 23:59:59 UTC the next day.

¢ Go to the Windows Control Panel and uninstall FlexxAgent by entering the token.

'::: FlexxAgent urninstallation L

Fle>odble

Please enter the uninstall token for this device 1o procesad with the

uninstall process

Show B

Uninstall Cancel

Before managing the uninstallation of FlexxAgent through tools like Intune or custom
scripts, move the desired devices to a reporting group that does not have protection

enabled.

@® INFo

Flexxible recommmends having a reporting group with Uninstall Protection disabled to

facilitate the uninstallation of FlexxAgent on devices.

Known Issues

FlexxAgent installation
Issue 1 - Windows Management Instrumentation (WMI)

If the device has issues caused by the Windows Management Instrumentation (WMI)
service during installation or reinstallation, the process may report these errors in the CMD

window:
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Solution

Run the following commands:

Stop-Service winmgmt -Force

winmgmt /resetrepository

Start-Service winmgmt

Issue 2 - PowerShell process restriction

Some security solutions do not allow the installation and/or self-update of FlexxAgent to

be performed effectively. The installer might return the message:

The process was terminated with errors. A corrupted installation was detected due to
external processes. This is usually caused by antivirus activity. Please check your antivirus
settings.
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Solution

Exclude the following files:
C:\Windows\Temp\FlexxibleIT

C:\Windows\Temp\UpdateFlexxAgent.psl

FlexxAgent uninstallation
Issue - FlexxAgent remains in the service list

It might occur that FlexxAgent still appears in the list of services, even though it has been

uninstalled and all files have been deleted. This would prevent reinstallation.
Solution

Run the following command as administrator in the CMD window:
sc delete "FlexxAgent service"

Then, restart the device.

Proxy Configuration

FlexxAgent supports transparently configured proxies at the system level, with or without
authentication. Proxy configuration can be done via the command line or by modifying

registry keys that control this configuration.

Proxy Configuration via Command Line

Installation with parameters:

FlexxAgent-Installer.exe -proxyAbsoluteUri ip.ad.dre.ss:port -
proxyPersistConfig:$True
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Where ip.ad.dre.ss:port corresponds to the IP or DNS and the proxy port.

Or including credentials:

FlexxAgent-Installer.exe -proxyAbsoluteUri ip.ad.dre.ss:port -proxyUser
ProxyUserName -proxyPass ProxyUserPassword -proxyPersistConfig:$True

@® INFO

FlexxAgent may not have access to the proxy applied in its configuration if it is
outside the corporate network. To determine its accessibility, FlexxAgent tries to
resolve the DNS record and makes a TCP request to the corresponding port. If the

proxy is not accessible, FlexxAgent will report it directly (without proxy).

Proxy Configuration through Registry Keys
The registry keys that store the proxy configuration are located in:

Computer\HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Flexxible\FlexxAgent\Communica

tions
Registry keys related to the proxy configuration:

e Key Proxy_URL

e Key Proxy_User

e Key Proxy_Pwd

Key Proxy_URL

e Path:
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Flexxible\FlexxAgent\Communications

e Name: Proxy_URL
e Type: REG_SZ

e Supported values: the URL and port; for example 'http:/19216811:3128" or
'https://192.168.11:3128'
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Key Proxy_User

e Path:
HKEY_ LOCAL_MACHINE\SOFTWARE\Policies\Flexxible\FlexxAgent\Communications

¢ Name: Proxy_User
e Type: REG_SZ

e Supported values: the username to authenticate to the proxy; for example

‘Administrator’. It can be bypassed for unauthenticated proxies.

Key Proxy_Pwd

e Path:
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Flexxible\FlexxAgent\Communications

¢ Name: Proxy_Pwd
e Type: REG_SZ

e Supported values: The password to authenticate to the proxy. It can be bypassed for

unauthenticated proxies.

The value of the Proxy_Pwd key can be set in plain text (not recommended) or base64

encoded and enclosed by «&&&».

For example: &&&VGhpc@1zTjArQCQzY3VyZVBAICR3MHIk&&& for the “Proxy_Pwd” value.

In either case, FlexxAgent encrypts the value as soon as it starts or attempts to transmit
information. You can generate a Base64 encoded string from

https://www.base64encode.org/.

@® INFO

Since FlexxAgent triggers a process at the system level (FlexxAgent.exe) and another
at the session level (FlexxAgent Analyzer.exe), it may be necessary to define different

proxy types for each, depending on how the proxy acts at one level or another.

The Proxy Type can be defined from the FlexxAgent Settings in Products.

Manual Update
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To update FlexxAgent manually:

1. Go to Workspaces -> Level 1 -> Workspaces -> Operations -> FlexxAgent ->

Update FlexxAgent.

Workspaces

Custom operations - }

My Filters v} {F\ ter by tag J {F\ ter by workspace group J { ! Q ,O J

06 @@dmu|/[a=c om0

Platforms Machine T  Powerstate  Last user Sessions CPU % RAM Uptime Status Connection

No data to display

Count=0

2. The different installed versions are in the dropdown option for My filters ->

Predefined filters -> FlexxAgent version summary. This will generate a view of

all devices grouped by version.

3. Once the update operation is executed, a Job with all the details of the operation will

be generated in the corresponding section.

Logs
Logs provide information and help diagnose issues during installation.

e |nstallation and update logs

e FlexxAgent Analyzer logs

¢ FlexxAgent service logs

Installation and update logs
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Location: %LOCALAPPDATA%\Flexxible

Contains information on the installation or update process, dependencies, and process

details.

FlexxAgent Analyzer logs
Location: %LOCALAPPDATA%\FAAgent\Logs
They can be configured to include or not information by criticality levels.

From Workspaces, the log level can be modified for one or several devices using the

options available in the Operations button.

Fle>cCcWORKSPACES -Q Log OFF

. o - | | e o | < 5
Power and conne ctions B

Hame Summary status Pamer siate Flexxhpers wersion FlexuAgent status Aexxigent last repor
on o 24534 @ working 12032024 12:41:1

Connetion Subnet ML address Network changed

= 1921068.1.0/24 S8-FC-BS-E5-02-Fd

Sessions Last user Connected from ‘Connection time Diomain

1 130972024 1116

Wireless netwerk Metwark signal Code (0
o5 H

Description (1

Tags

Extended

FlexxAgent service logs

Available in the Windows Event Viewer, under the Application branch.
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Origen: FleesAgent service Registrada: 29/08/2024 12:37:32 H Ayuda »
Id. ded 1001 Categoria detarea:  Minguno Evento 1001, FlexxAgent 5. =
Mivel: Informacion Palabras clave: Clasico ] Propiedades de evento
Usuario: Mo dispanible Equipo: FedenicoZ E Adjuntar tarea a este ...
Cédigo de operacidn:  Informacion 44 Copiar r
bas informacion: Ayuda Registro de eventos |l Guardar eventos selec...
|G Actuslizar
E Ayuda ]

FlexxAgent Health Status

The FlexxAgent Health Status process runs periodically (every hour) to evaluate whether
FlexxAgent is functioning correctly. For this, it checks its heartbeat and analyzes various
internal metrics that allow determining whether it is operating adequately or if a recovery

process is necessary.

During this evaluation, external factors that might affect the agent's communication, such

as:

e The device's connectivity at that time (it may or may not have WiFi or Ethernet

connection).

e The interference of a firewall or proxy in the communication.
On the contrary, the following aspects are considered:

e That the service is running.
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e That the service is not disabled; if it is, it is interpreted that an administrator has

decided to take this action.

Verification of the FlexxAgent self-repair process
The self-repair of FlexxAgent can be confirmed in the following ways:
1. Through the Last auto repair column:

o Access the Workspaces -> Level 1 -> Workspaces module.

o Inthe table, check the Last auto repair column.If it's not visible, use the

Column Selector to add it.

FIe>CCWORKSPACES
Q
PRV \Vorkspaces
My Filters -
00  0@r | A=EC@
(O Platforms Machine RG Tenant ‘Lastau[orepair ‘ Power state
0O B e E@ 28/07/202514:07:39  On
0O a8 0 l 02/07/2025 7:45:17 on
OO ! 24/06/2025 8:08:59 on

2. FlexxAgent leaves traces in the event log with the following entries:

e Source: FlexxAgent Service

* Log name: Application

e Event 1001 Checking FlexxAgent health / <servicename> is up and running. No

action required
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e Event 1002 Disabled service. No action required / Backup not found.

<serviceName> not recoverable

e Event 1003 Service <serviceName> restored from previous backup / Error

<message> found when starting <serviceName> with restored backup
¢ Event 1004 Service failed to start and will be repaired
e Event 1005 Service did not report for a long time and will be repaired
e Event 1006 Service was started

e Event 1007 Error found when restarting service after not reporting for a long time

Information obtained from the device

FlexxAgent collects data locally from the device and sends it to the service consoles.

General information

* Name. Device Name.
* Device Status. Device power state. It can be On, Off, or Not reporting.

e Summary status. If the device status is Off, it can indicate if it is Under maintenance or

just Off. If the device status is Unreported, it can indicate if the reason is Unknown.
* FlexxAgent Version. Version number of FlexxAgent installed on the device.
* FlexxAgent Status. Running or Stopped.

¢ Last FlexxAgent report. Date and time of the last FlexxAgent report on the device. This
date might not be recent if the FlexxAgent service is stopped or the device is off.

¢ Connection Type. Indicates if the device is connected via Wireless LAN, Mobile
Network, Ethernet, or Unknown.
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@ INFO

When the connection is made via a wireless LAN network, a message may appear
indicating that the device has a 0% signal or that FlexxAgent is not sending reports.
This occurs because the Windows location service is disabled on the device. Please

check this link to learn how to enable it.

Connection

Signal 0% - Wireless LAN

¢ Network. Network addressing of the device and public IP for internet access. These
networks are created automatically when more than four devices are connected to

the same network.
e Subnet. Device's network addressing.
e MAC Address. Unique identifier of the device's network card.
* Network Changed. Date and time of the last network change.
e Sessions. Number of user sessions established on the device.
e Last User. Last user logged into the device in domain\account format.

¢ Connected From. When the selected device is a VDI or similar, shows the device

name from which the virtual device is accessed.
¢ Connection Time. Date and time when the session started.
e Domain. Domain to which the device belongs.

e Code. Lets identify the device with a personal code. This code must be manually filled

in individually using the Edit option in the Operations menu of the workspace details.
e OU. Organizational unit of the domain where the device account resides.

» Description. Allows the user to identify the device with a personal description. This
field must be assigned manually and individually using the Edit option in the

Operations menu of the device detalils.

Extended Info
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RAM. Total amount of available RAM.

Cores. Number of processor cores.

IP Address. Device's |P address on the local network.
OS. Type of operating system.

Operating System. OS version.

OS Build. Operating system build number.

Uptime. Time the device has been running since the last boot or reboot. If fastboot is

enabled, the device is only off when it is restarted.

Idle time. Indicates the time elapsed since the last input event was received in the
FlexxAgent user session. Shows O if the user is effectively using any input device

connected to the device.

Last Windows update. Date of the last updates applied on the device.
Last boot duration. Duration of the boot of the last start.

Pending reboot. Shows whether the device requires a reboot for updates.
Type of Windows. Type of Windows operating system: Client or Server.
System disk. Amount of free disk space relative to the total capacity.

ISP Public IP. The ISP is obtained using the public IP. It might not be accurate if

connected to a corporate network or using a VPN.

Region. Obtained using the public IP. It might not be accurate if connected to a

corporate network or using a VPN.

Broker type. If detected, shows the session broker used.

Hypervisor. If virtualization is detected, shows the hypervisor used.

Delivery group. For VDls, shows the delivery group to which the device belongs.

Subscription / Broker. Microsoft Azure or Citrix service that manages user connections

to the device.
Registration status. Indicates the status of the virtual device registration.

Maintenance mode. Indicates if the maintenance mode of the virtual device is On or
Off.

Virtual machine type. Indicates the type of virtual device.

Session Analyzer. Indicates whether or not it's configured to launch session Analyzer

in all user sessions.

Session Analyzer Version. Version number of Session Analyzer.
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¢ Report Group. Reporting group to which the device belongs.

* BIOS manufacturer. Name of the device's firmware manufacturer.

* BIOS version. Version of the device's firmware.

e SMBIOS version. Version of the System Management BIOS of the device.

¢ BIOS serial number. Unique number assigned to the device by its manufacturer.

Available only if the manufacturer decided the device needed one.
e Google Chrome version. Build number of Google Chrome, if installed.

* Microsoft Edge version. Build number of Microsoft Edge, if installed.

Information in tabs
FlexxAgent groups information about the following aspects of the device:

Sessions

Displays a table with the log of user sessions established on the device and timely

information about the session type, connection status, or start date.
Performance

Displays graphs of the device's main performance counters, based on data collected over

the last two hours. The following are included:

Sessions  Performance  Jobs  Alerts Eventlog Connection logs  Windows services  Disks  Boot history  Maotifications  Security  Compliance  Group Policy (GPO)  PrP Devices  Syst )

For more detailed information click here or visit the session analyzer portal

Mernory :

1
il

| | Al I

Il | A al fl fol | B
A a1 o e e | Al e (10 R
\ '...I Wiy e \_J'\. Tl R Wl by fl.ll ..l I\.'I Wy | "ul i

A
mokes |
‘I tl

e CPU. Percentage of processor usage
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e Memory. Amount of memory used and available
e Bandwidth usage. Amount of incoming and outgoing traffic

¢ UID. User input delay. Refers to the time lapse between the moment a user performs
an action, such as clicking a mouse button or pressing a key, and the moment the

corresponding response is displayed on the screen or executed.

¢ Connection signal. Percentage of signal reception when the device connects using a

wireless method.

At the top, a link grants access to the Analyzer module.

Jobs

All actions performed from the Workspaces module on one or more devices are audited in

the Jobs queue. This tab allows you to check the work done for the active device.

Sessions  Performance  Jobs  Alerts  Eventlog  Connection logs  Windows services  Disks  Boot history  Notifications  Security  Compliance  Group Policy (GPO)  PnP Devices  Sysix b}
= | 6 -
nfa Status Creation date | Start ime | End time owner
° Completed ZEN2024 1B 22056 2592024 183956 250572024 18:30:05
@ completed 1940712024 10:38:47 1970742024 10:38:47 15/07/2024 10:38:57
° Completed VRAGTFA024 9:30:45 1902024 S35 19073024 93102
unt=3
1
- Page 20
Alert

Presents a table with the list of all active alerts on the device. When an alert is logged, a

notice is displayed at the top of the page.

Operaticns = | 4 | | >

Q
.M.,

Active alerts:
[Critical] Law storage free space % for Workspace: Drive: € Free space: 2 GB, Used Percentage: 8%

General

Event Logs
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Information about the events present on the device. By default, errors are filtered and only
those with severity level Error or Critical are shown. FlexxAgent obtains this information at

10-minute intervals.
The available settings allow you to modify the sampling time or include events by their ID.

Connection Log

Presents a list of the connections established with the device, including each instance

where a user logs in or reconnects a previously disconnected session.

Connections  Performance  Logoninfo  Motifications  Group Policy (GPO)

DicRCa—

[ seart | Emd Endpoint Reconmection

D 10 VEDZE4 14:07:10 A WENE4 0710 W

Court=1

The session end date is recorded only for sessions that have been disconnected or

closed. While the session remains active, this field will remain empty.

Windows services

This option displays the status of services and performs start, restart, or stop operations

on Windows services.

Sessions  Performance Jobs  Alerts  Eventlog Connection logs Windows services Disks  Boot history Motifications EDR Compliance Group Policy (GPQ)  PnP )
‘ D.—. | | Export to - Service operation -
Start service
B Display mame 1 Slatus Startup type Log on as AD Stop Service
Restart service
Actualizador de zona horaria
D . . - Sopped Disabled NT AUTHORITY\LocalService (1o
automatica
Administracidn de aplicaciones stopped manual Localsystem Mo
Disks

Displays a list of all partitions present on the disks identified in the system, as well as

statistics of their capacity and occupancy levels.
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Sessions  Performance Jobs  Alerts  Eventlog Connection logs  Windows services Disks  Boot histery  Notifieations  Seeurity  Compliance  Group Poliey (GPO) PP Devices  Syste h)

@) ]

[ Devicex t Name T Valume label Tatal size Lsed size % Lised as Locanon Partitien Phiysical disk size

Integrated : Bus 0
Device 14 : Function 0
:Adapter0: Port3:
Target 0 LUN D

D = — 250 MB aME 0% Disoo #0, particidn #0  MB

Integrated : Bus 0:
Denige 14 ; Funclion O
Adapterd: Porc3d:
Target 0 LUND

D = - 1.333 MB OME 0% Disco #0, particién 42 MB

Integrared : Bus 02
Device 14 : Function O
cAdaprerd:Porr 3 -
Target 0 : LUK O

O S i— 143 ME oM 0% Disco #), particidn #3 MB

Boot history

Displays a graph showing the duration of the last ten boots of the device.

Alerts Eventlog Connectionlogs Windows services Disks Boot history  Notifications  Security Compliance  Group Policy (GPO)  PnP Devices  System Summary

Boot duration ®

I5:.5ep- 240703
24 Sep.24 0703

Notifications

Allows you to see if the device has any active notification. When there is one, a message is

displayed at the top of the page.

Seslones  Rendimlento  Trabajos Alertas Registro de eventos Registros de conexlones  Servicos deWindows Discos  Historlal de arrangue  Motificaciones  Seguridad  Directiva de grupo (GPY 3

M - [A:t'rur-&.s.chedulnd -

Gravedad Fecha de inicio Solicitar aceptacién  Mensaje
Se realizaran tareas de mantenimiento en los senvsdores de ficheros a partrr de las 170, por favor guarda los cambios pendientes y derra las
(s e E
. MariEnimEnte e TeaE archivas ablertos, de otra forma se perderdn los cambios no guardados,

Security

From this section, you can view information about the installed antivirus, as well as graphs
on RAM and CPU usage.
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¢ Antivirus. Name of the antivirus solution installed or integrated into the system. If more

than one is detected, Multiple is indicated.
¢ Antivirus version. Installed version number.

¢ Antivirus status. Operational state of the solution.

@® INFO

Antivirus detection is automatic only on the Windows Client operating system
(Windows 7 or later). On Windows Server, only Bitdefender and Windows Defender
will be detected, and these will be the only ones to show RAM and CPU usage.

If FlexxAgent detects CrowdStrike as an Endpoint Detection and Response (EDR) solution,

the same information fields will be displayed:

* Endpoint Detection and Response (EDR). Name of the endpoint security solution; in

this case, CrowdStrike.
¢ CrowdStrike version. Installed version number.

* CrowdStrike status. Operational status of the solution.

Sessions Performance Jobs Alerts Eventlog Connectionlogs Windows services Disks Boot history Notifications Security Group Policy (GPO) PnP Devices OS Patching Reporting groups history

EDR & CrowdStrike version CrowdStrike status Antivirus Antivirus version Antivirus status
Crowdstrike 6.46.16010.0 ° Installed and working windows Defender 4.18.1807.18075 ° Installed and working
® ®
CPU Memory
100% 300 MB
0% s
200 MB [ |
50% “
N 100 MB H
20% , l |
|
0% omB —
S E D DD eSS D PRSPPI o P HE P LL P I REL L OIS H DD DS LD DE NS P
FIPTEFFF ST FTFIIPILTFTFIEITIIEL & FFFF T IS T TEFFTIIELILTFLEIFITIIEL

FlexxAgent synchronizes CrowdStrike alerts every minute.

Additionally, if CrowdStrike integration has been carried out via Portal, a table will be

displayed with information about the detections, including the following fields:
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& | | E -
[ severity Created Username Stanus Display name Description Command line
. SRR e . - . A process assodiated with "C\Program
g F10/2025 9:30:5 “live ansomwareFilesh dinformations . - -
D o High 40025 G305 Active Rarsomareilestodiliedinformstional ransarmware madified files.  Files\DellSARemediatiomagentiDellSuppaort

A process appears to have

"C\Program Files
O o Critical 14/10/2025 9:30:51 = Active UmppcBypassSuspected performed a system

{xB6J\MicrosoftiEdgeWebViewApplicationt14

bypassing UMPPC hooks. —-Lype=r
User hashes from SAM hive
. 0I5, B0E, - - . — accessed from signed "CAProgram
O o High JATLI2Ds Gt Ative HashDumpsAMUntrusted executable with untrusted  Files\DellSARemediationtagent\DellSuppart

roat authority

» Severity. Criticality level assigned to the detection according to the potential impact or

risk of the threat.
¢ Created. Date and time the detection was generated in the system.
e Username. User associated with the activity or process that triggered the detection.
e Status. Current status of the detection.

* Display Name. Descriptive name assigned to the detection, summarizing the type of

threat or behavior identified.
* Description. Expanded information about the detection.

e Command line. Command or instruction executed on the appliance related to or that

generated the detection.

Compliance

Allows viewing the status of the compliance policy configured for the active device. To

update this field on demand, click on Operations -> Enforce compliance.

Sessions  Performance  Jobs  Alerts Eventlog  Conmnection logs  Windows services Disks Boothistory  Notifications  Security Compliance  Group Policy (GPO}  PnP Devices  Syste b)

J:..c Compiant 2110712024 12:29 Compliance Test
Tl

Group Policy (GPO)

Displays information about the group policies applied on the active device. Allows you to

see the names of the policies as well as the verification time.

PnP Devices
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Displays Plug and Play (PnP) devices that are in an error state, which may be due to

hardware failures or incorrect driver or device configuration.

Sessions  Performance  Jobs  Alerts Eventlog Connection logs  Windows services Disks  Boot history Matifications Security Compliance Group Policy [GPO) PP Devices

Device manager entries with error state

TRATIE02A 1 505044

| = | Operatic -l pE -
[ Mame | Detection date Class Dewiga 10
[ CiscoAnyConnect Virbeal Miniport Adapter for Windows x64 27172023 13:51:47 Met ROCOTNETWO000

Count=1
R —
FnF events
"NEE

] Action Date | Lisor Caption Dewice 10
[ Plugsedin 1700772024 16:01:37 Generic PnP Monitor DISPLAYCTROMBE 281 2301 CADEDELND
O Unplugged 1700702024 14:80c72 Generic PP Manitor DISPLAVCTAIME6\ 281 2201 CADEDALIDY

At the bottom of this view, a table shows all events related to PnP devices, creating an

entry each time a peripheral is connected or disconnected.
System Summary

Displays system information for Windows devices. Includes:

Field Detail

OSVersion Operating system version number

Additional description of the current operating system

OtherOSDescription _ _

version (optional)

Nombre del fabricante del sistema operativo. In the
OSManufacturer case of Windows-based systems, this value is

"Microsoft Corporation”
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Field

SystemModel

SystemType

SystemSKU

Processor

BIOSReleaseDate

EmbeddedControllerVersion

BaseBoardManufacturer

BaseBoardProduct

BaseBoardVersion

PlatformRole

WindowsDirectory

SystemDirectory
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Detail

Product name given by a manufacturer to a piece of

equipment

System running on the Windows-based equipment

Stock keeping unit (SKU) product information (optional)

Name, number of cores, and number of logical

processors of the processor

BIOS Release Date

Primary and secondary firmware versions of the

embedded controller, separated by ".

Name of the organization responsible for

manufacturing the physical device

Manufacturer-defined part number for the

motherboard

Version of the physical device

Type of chassis where Unspecified = O, Desktop =1,
Mobile = 2, Workstation = 3, EnterpriseServer = 4,
SOHOServer = 5, AppliancePC = 6, PerformanceServer

=7, MaximumValue = 8

Operating system's Windows directory

Operating system's system directory
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Field Detail

Name of the disk drive from which the Windows

BootDevice )

operating system starts

Name Identifier of language used by the operating
Locale

system
TimeZone Name of the operating system time zone

) Actual amount of disk space allocated for use as a
PageFileSpace o
page file, in megabytes

PageFile Name of the page file

BIOSMode Device boot mode (BIOS or UEFI)

SecureBootState Secure boot mode status (Off, On)
Reporting groups history

Allows you to see which reporting groups the device belongs to, the date of incorporation,

and if it has been assigned to the group manually or automatically.
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FlexxAgent / Supported Systems / Linux

The Linux agent allows the inclusion of devices with this operating system in the service
consoles, enabling support teams to have complete visibility of all devices in use within the

organization.

Linux support includes distributions like Fedora, Debian, and its derivative, Ubuntu. Both

physical and virtual devices on VMware as a hypervisor and VDIs published with Citrix as a

broker are supported.

= — = B

e — )= & o a=] =
Maombre del proceso ~  Usuarlo H%CPU | ID Memarla  Lecturs tatali Escr
ey — — —
o dn_buifio_cache oot 0,00 103 el W A deanf-service cdo-test-fedo 000 3696 6554 kB A2BkB 4096k ’
rocac-polier oot 0,061 a8 e A A dleyna-rendererservive edolest-fedo 000 5218 LTMBE NT L
o extd-rav-conver roct 0,00 EST WD Wi A evalution-addressbook-factory cdo-test-fedo 000 1214 30MB 1,TME 85,01
i firewalld root 0,00 BEE B rualution-alarm-natity cdo-fest-fedo Doa 2295 13,5MB 205k

Flatpak-systedi- 4 [ 0,00 3557 evalution-calendar-factary cdo-test-fedo 0oa 2180 3,5MB 3,0ME L
[Pk System-Fripe: | 3 3 ¥

Fleéngert 8,0 MB

o fusermeountd roct 0,00 FE0E 530 B2k
i Fusermountd roct 0,00 4415 WD WA edo-test-fedol 000 1826 3B3,1KB NT Ny
Pl [ 0,00 2685 B3, TMB 6,7 MB soo-test-fede 000 2347 51MB N Ny
Qm rect 0,00 1116 TBGAEB 1,1ME cdo-test-fedot 000 2231 4 8B N My
i gom-session-var roct 00 1877 2,0MB EEEEAY 4, M gneme- boes-search-provider edo-lest-fede 000 4964 1,1 MB 36,9 kB N
b crome-keyring-daeman roct 000 4458 917,5kB 4,148 16,4 @ grome-cakulator-search-provi cdo-test-feder 017 4365 SIMB E7ESKE iy
W greoene - system-menitor roct 084 4370 145MB 118,8B 3 T grome-catendar cdo-test-fedo 000 4866 140MB J3EME Ny
rock 0,00 3684 266,2KB (] L @ grome-characiers cdo-test-fedo 2,34 4868 B2IMB 4,7 MB Ny

root 0,00 %14 TELINR 340,068 @ grome. docks edo-lest-fedo 443 4875 10EMB 258,0kB K

roct 0,00 2437 G55,4kE WA A g nomme- Contacts-sear ch-provid odo-test-fedo 0o0 4870 4,EMB 9216kE L)

roct 0,00 44423 G554kB WD A qrome-control-cenier-search- cdo-test-fedo 008 4974 TTMB 24,6 kB M

e = gnome -disis cdo-test-fedel 000 5056 6 EMB ML 4kB U
e A grome-keyring-daeman coo-test-fedo 000 1772 1imMB 35,9 kB 20,54

| gnome - session-binary edo-lest-fedo 000 1938 30ME Z00,TkB

.qr‘we-se;sion-bii\ar', odo-test-fedoi D00 1B4E 2,1 MBE 102 4 kB
@ gnome-session-ctl cdo-test-fedel 000 1933 393,0kB 8.7 kB

Finalizar prozesn

FlexxAgent is composed of a process of the same name, which runs at the system level

and obtains all device information: its consumption metrics, performance, and all

information visible in the consoles related to the device.

FlexxAgent-Session initiates an instance for each user session on the device. It gathers
information about the session, such as the applications in use and their consumption,

system resource usage by the session, and session delivery times.
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= Processes M s B File Systems

Tldevireg_ wy
=lecryptis-kihread
=ledac-poller ot 0, i3 i Ny [ Jevolution-addressbook-factorn cda-test 1619
=lextd-rsv-comer oot 0,00 Z j f [ levolution-alarm-natify cda-test 1705
1B Aexxagent 00 283 ZES, | Jevolution-calerdarfactary eda-test 1576
mermount3 oot 0,00 138 T | Jevolution-source-registry odo-test 1562
7 cdo-test | 11865
B gd m-sessionwor ool 0,00 13 T 3 cda-test Z B9,4 MB 766,0 kB
B aname-system-momtor oot 0, 6532 16,2 M cda-test 393,2 kB
cda-test 16,7 MB
eda-tesl 5.0MB
eda-test 5.4 MB
= grome<caloulatorsearch-prod cdo-test 7.1 ME A
B grome-calendar cdo-test Y 14,9 MB 1,5MB
* grame-cantrol-center cda-test 349MB 16,3 MB
Elgrome-<control-center-searchep cdo-test 6,9 MB A
S grome-keyring-daemon eda-test 46,2 kB 430,1kB
Lelgramie-session-binary eda-test 28mMB 6,6 MB
! i ) grome-sessionbinary cdo-test 1,8 MB 2IMB
pot_addrconf oot 0,00 =l gnome-session-ctl cdo-test 3832 kB 20,5kB

End Process 4 End Process

Supported versions

FlexxAgent supports the following distributions and versions:

e Fedora 37 or later
e Debian/GNU Linux 11 (bullseye) or later
e Ubuntu 22.04, 24.04

More distributions are regularly validated.

To include a distribution in the list of supported distributions, please contact Flexxible.

Requirements

Before installing, updating all system packages is recommended. The necessary

components will be installed, depending on the distribution.
Package dependencies for Fedora and Debian:

e dmidecode
e imvirt

e systemd
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Limitations

Certain features are not available for Linux, such as Flexxible Remote Assistance, user
microservices, or the execution of flows, as well as the collection of plug and play

peripheral data.

The on-demand execution of microservices from Workspaces supports Bash as a

scripting language.

Proxy Configuration

FlexxAgent for Linux supports communication through authenticated and unauthenticated
proxies. The proxy information must be provided to Flexxible to include it in the

configuration file mentioned in the next point.
Required data:

e For unauthenticated proxy, it will be necessary to provide URL and Port.

e For authenticated proxies, User and Password must be added to the above.

Download and installation

To install FlexxAgent, you must run the installation script using a preset configuration file.

Installation Scripts
Path to download the installation script on Ubuntu/Debian:

https://update.workspaces.flexxible.com/agents/FlexxAgent/latest/debian/
x64/flexxagent-install.sh

Path to download the installation script on Fedora:

https://update.workspaces.flexxible.com/agents/FlexxAgent/latest/fedora/
x64/flexxagent-install.sh
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FlexxAgent downloads its latest version when the script is executed before installation.

The configuration file should be downloaded from the Reporting_ Groups section in the

Workspaces module.

Installation steps

1. Download the installer from the URL.

2. Grant permissions to the script.

sudo chmod +x ./flexxagent-install.sh

3. Run the script.

sudo ./flexxagent-install.sh -c [configuration file]

4. Clean the files used.

Installation script parameters

Parameter Caption

-V, --version » .
Use a specific version, by default 1atest.

<VERSION>
The script automatically detects the DISTRO in use on the system it
-d, --distro is running on. This parameter helps force the FlexxAgent version
<DISTRO> installation for a specific DISTRO when working with derived or
similar distros.
--verbose, -
Displays diagnostic information.
Verbose
-c,--config Applies the configuration from a configuration file by default,
<CONFFILE> settings.conf.
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Parameter Caption

Installs FlexxAgent from a given package file, instead of

_O_, -
downloading it. Please check the Offline installation section for
offline )
more details.
I P
Shows help.
help, -Help
Examples

Install FlexxAgent with the configuration file:
flexxagent-install.sh [-c|--config <path/file.conf>]

Install a specific version of FlexxAgent:
flexxagent-install.sh [-v|--version <VERSION>]

Force the FlexxAgent installation for a specific distribution:
flexxagent-install.sh [-d|--distro <DISTRO>]

Access the help:

flexxagent-install.sh -h|-?|--help

Offline installation

Offline installation is available if there is some networking restriction in your environment.
To perform an offline installation, please ask your contact at Flexxible how to obtain the

package and installer for your distribution.

Installation packages provided according to the distribution

Debian: flexxagent.deb
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Fedora: flexxagent.rpm

Installation steps

1. Place the FlexxAgent package file, the configuration file, and the installation script in

the same folder.
2. Grant permissions to the script:

sudo chmod +x ./flexxagent-install.sh

3. Run the script with the -0 or --offline parameter and indicating the name of the

package file to install:

sudo ./flexxagent-install.sh -c [archivo de configuracidn] -o [paquete

de Flexxagent]

4. Clean the files used.

Uninstall

The uninstallation script can be downloaded from

https://update.workspaces.flexxible.com/agents/Linux/FlexxAgent/latest/f

lexxagent-uninstall.sh

Steps for uninstallation:
1. Download the uninstaller from the URL.
2. Grant permissions to the script.

sudo chmod +x ./flexxagent-uninstall.sh

3. Run the script.

sudo ./flexxagent-uninstall.sh
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4. Clean the files used.

Uninstallation script parameters

Parameter

-d,--distro

<DISTRO>

-c,--cleanup

<VERSION>

_?)__?)_hJ__

help, -Help

Examples

Caption
The script automatically detects the DISTRO in use on the system it
is running on. This parameter helps force the FlexxAgent version

uninstallation for a specific DISTRO when working with derived or

similar distros.

Cleans configurations and logs; default is false.

Shows help.

Uninstall and clean up configurations and logs:

flexxagent-uninstall.sh [-c|--cleanup]

Force the uninstallation for a DISTRO:

flexxagent-uninstall.sh [-d|--distro <DISTRO>]

Access the help:

sudo ./flexxagent-uninstall.sh --help

Update

There are two ways to update FlexxAgent to its latest version:
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* From Workspaces, select the device and perform: Operations -> FlexxAgent ->

Update to the latest version.

* Re-running the installation script to download and install the latest version.

Logs
FlexxAgent can generate two types of logs:

* FlexxAgent log (system): located in the /var/log/flexx/ folder

* FlexxAgent Session log (user session): located in the

/home/[user]/.config/flexx/logs/ folder

Information obtained from the device

FlexxAgent collects data locally from the device and sends it to the service consoles.
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General information

¢ Name. Device Name.

* Device Status. Power status of the device, can be On, Off, or Not reporting.

* FlexxAgent Version. Version number of FlexxAgent installed on the device.

* FlexxAgent Status. Running or Stopped.

* Last FlexxAgent report. Date and time of the last FlexxAgent report on the device. This

date might not be recent if the FlexxAgent service is stopped or the device is off.

¢ Connection Type. Indicates if the device is connected via Wireless LAN, Mobile

Network, Ethernet, or Unknown.

¢ Network. Network addressing of the device and public IP for internet access. These
networks are created automatically when more than four devices are connected to

the same network.

* Network Signal. Network reception percentage.
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e Subnet. Device's network addressing.
¢ MAC Address. Unique identifier of the device's network card.
* Wireless Network. Name of the network.

* Connection signal. Percentage of signal reception when the device connects using a

wireless method.
* Network Changed. Date and time of the last network change.
» Sessions. Number of user sessions on the device.
e Last User. Last user logged into the device in domain\account format.

¢ Connected From. When the selected device is a VDI or similar, shows the device

name from which the virtual device is accessed.
¢ Connection Time. Date and time when the session started.

¢ Code. Lets identify the device with a personal code. This code must be manually filled

in individually using the Edit option in the Operations menu of the workspace details.

* Description. Allows the user to identify the device with a personal description. This
field must be assigned manually and individually using the Edit option in the

Operations menu of the device detalils.

Extended Info

* RAM. Total capacity of available RAM.

e Cores. Number of processor cores.

* |IP Address. Device's |IP address on the local network.
e OS. Type of operating system.

¢ Operating System. OS version.

* Region. Obtained using the public IP. It might not be accurate if connected to a

corporate network or using a VPN.
* Broker type. If detected, shows the session broker used.
» Delivery group. For VDlIs, shows the delivery group to which the device belongs.
» Subscription. If detected, subscription in use for Citrix Cloud, Azure services, etc.
* Hypervisor. If virtualization is detected, shows the hypervisor used.

e Session Analyzer. Indicates whether or not it's configured to launch session Analyzer

in all user sessions.
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* Session Analyzer Version. Version number of Session Analyzer.

* Report Group. Reporting group to which the device belongs.

Information in tabs

FlexxAgent groups information about the following aspects of the device:
Sessions

Displays a table with the log of user sessions established on the device and timely

information about the session type, connection status, or start date.
Performance

Displays graphs of the device's main performance counters, based on data collected over

the last two hours. The following are included:

e CPU. Processor usage percentage.
e Memory. Amount of memory used and available.

e Bandwidth Usage. Amount of incoming and outgoing traffic.

At the top, a link grants access to the Analyzer module.
Jobs

All actions performed from the Workspaces module on one or more devices are audited in

the Jobs queue. This tab allows you to check the work done for the active device.

Alert

Presents a table with the list of all active alerts on the device. When an alert is logged, a

notice is displayed at the top of the page.

Q
M.

Operations = | 4 | >

Actrve alerts:
[Critical] Low storage free space % for Workspace: Drive: C: Free space: 2 GB, Used Percentage: 98%

General
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Connection Log

Presents a list of the connections established with the device, including each instance

where a user logs in or reconnects a previously disconnected session.

The session end date is recorded only for sessions that have been disconnected or

closed. While the session remains active, this field will remain empty.

Disks

Displays a list of all partitions present on the disks identified in the system, as well as

statistics of their capacity and occupancy levels.
Notifications

Allows you to see if the device has any active notification. When there is one, a message is

displayed at the top of the page.
Reporting groups history

Allows you to see which reporting groups the device belongs to, the date of incorporation,

and if it has been assigned to the group manually or automatically.
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FlexxAgent / Supported Systems / macOS

The macOS agent allows Mac devices to be included in the service consoles, enabling
support teams to see all devices used within the organization.
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Supported versions

Support for macOS includes version Monterey 12 and later. Regarding architectures,
FlexxAgent supports both Intel processors (amd64 architecture) and Apple processors

with arm architecture (arm64).

Limitations

Certain functionalities are not available for macOS, such as Flexxible Remote Assistance,
running microservices on demand from Workspaces or user microservices and flows, as

well as sending notifications.
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Due to how the operating system functions, the expected behavior on macOS is that
when the device screen is locked, the operating system stops background processes,
causing the device to stop reporting information to the consoles or receiving actions until

the screen is unlocked or the session is started again.

Proxy Configuration

FlexxAgent for macOS supports communication through both authenticated and
unauthenticated proxies. The proxy information must be provided to Flexxible to include it

in the configuration file mentioned in the next point.
Required data:

e For unauthenticated proxy, it will be necessary to provide URL and Port.

e For authenticated proxies, User and Password must be added to the above.

Download and installation

To install FlexxAgent, you must run the installation script using a preset configuration file.

Installation Scripts
Path to download the installation script for x64 architecture:

https://update.workspaces.flexxible.com/agents/FlexxAgent/latest/macos/x
64/flexxagent-install.sh

Path to download the installation script for ARM architecture:

https://update.workspaces.flexxible.com/agents/FlexxAgent/latest/macos/a
rm64/flexxagent-install.sh

The configuration file should be downloaded from the Reporting_ Groups section in the

Workspaces module.
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Installation steps

1. Download the installer from the URL.
2. Grant permissions to the script, open the terminal, and execute:

sudo chmod +x ./flexxagent-install.sh

3. Run the script.
sudo ./flexxagent-install.sh -c [configuration file]

4. Clean files.

Installation script parameters

Parameter Caption

-V, --version . )
Use a specific version, by default, latest.

<VERSION>

--verbose, - ) ) o ]
Displays diagnostic information.

Verbose

-c,--config Applies the configuration from a configuration file by default

<CONFFILE> settings.conf.

Installs FlexxAgent from a given package file, instead of
downloading it. Please check the Offline installation section for

-0, --offline

more details.
_?J-_?J_h)--
Shows help.
help, -Help
Examples

Install FlexxAgent with the configuration file:
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flexxagent-install.sh [-c|--config <path/file.conf>]

Install a specific version of FlexxAgent:

flexxagent-install.sh [-v|--version <VERSION>]

Access the help:

flexxagent-install.sh -h|-?|--help

Offline installation

Offline installation is available if there is some networking restriction in your environment.
To perform an offline installation, please ask your contact at Flexxible how to obtain the

package and installer for your macOS device (ARM or x64).

The package file will be provided in "pkg" format.

Installation steps

1. Place the FlexxAgent package file, the configuration file, and the installation script in

the same folder.

2. Allow the Terminal application to access the disk where the files are located:

Go to System preferences -> Security and Privacy -> Privacy.

Select Full disk access.

Add the Terminal application to the list.

Close the Terminal application i it was running and open a new one.

3. Go to the folder where the FlexxAgent files are located, and grant permissions to the

script:
sudo chmod +x ./flexxagent-install.sh

4. Run the script with the -0 or --offline parameter:
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sudo ./flexxagent-install.sh -c [archivo de configuracién] -o [paquete

de Flexxagent]

5. Clean the files used.

Uninstall

The uninstallation script can be downloaded from

https://update.workspaces.flexxible.com/agents/MacOS/FlexxAgent/latest/f

lexxagent-uninstall.sh

Steps for uninstallation:

1. Download the uninstaller from the URL.

2. Grant permissions to the script.

sudo chmod +x ./flexxagent-uninstall.sh

3. Run the script.

sudo ./flexxagent-uninstall.sh

Uninstallation script parameters

Parameter Caption
-c,--cleanup <VERSION>  Cleans configurations and logs; default is false.

-?,--?,-h,--help, -Help Shows help.

Examples

Uninstall and clean up configurations and logs:

flexxagent-uninstall.sh [-c|--cleanup]
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Access the help:

sudo ./flexxagent-uninstall.sh --help

Update

The agent can be updated to the latest version in two ways:

* From Workspaces, select the device and perform: Operations -> FlexxAgent ->

Update to the latest version.

* Re-running the installation script to download and install the latest version.

Information obtained from the device

FlexxAgent collects data locally from the device and sends it to the service consoles.

FlECC W ORKEPACES
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General information

¢ Name. Device Name.

* Device Status. Power status of the device, can be On, Off, or Not reporting.

* FlexxAgent Version. Version number of FlexxAgent installed on the device.

* FlexxAgent Status. Running or Stopped.

* Last FlexxAgent report. Date and time of the last FlexxAgent report on the device. This

date might not be recent if the FlexxAgent service is stopped or the device is off.

e Connection Type. Indicates if the device is connected via Wireless LAN, Mobile

Network, Ethernet, or Unknown.

* Network. Network addressing of the device and public IP for internet access. These
networks are created automatically when more than four workspaces are connected

to the same network.
* Network Signal. Network reception percentage.
e Subnet. Device's network addressing.
* MAC Address. Unique identifier of the device's network card.
* Wireless Network. Name of the network.

e Connection signal. Percentage of signal reception when the device connects using a

wireless method.
* Network Changed. Date and time of the last network change.
e Sessions. Number of user sessions on the device.
e Last User. Last user logged into the device in domain\account format.

¢ Connected From. When the selected device is a VDI or similar, shows the device
name from which the virtual device is accessed.

e Connection Time. Date and time when the session started.

¢ Code. Lets identify the device with a personal code. This code must be manually filled

in individually using the Edit option in the Operations menu of the workspace details.

» Description. Allows the user to identify the device with a personal description. This
field must be assigned manually and individually using the Edit option in the

Operations menu of the device details.

Extended Info
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* RAM. Total capacity of available RAM.

e Cores. Number of processor cores.

* |P Address. Device's |P address on the local network.
e OS. Type of operating system.

e Operating System. OS version.

* Region. Obtained using the public IP. It might not be accurate if connected to a
corporate network or using a VPN.

e Session Analyzer. Indicates whether or not it's configured to launch session Analyzer

in all user sessions.
e Session Analyzer Version. Version number of Session Analyzer.

¢ Report Group. Reporting group to which the device belongs.

Information in tabs
FlexxAgent groups information about the following aspects of the device:

Sessions

Displays a table with the log of user sessions established on the device and timely

information about the session type, connection status, or start date.
Performance

Displays graphs of the device's main performance counters, based on data collected over

the last two hours. The following are included:

e CPU. Processor usage percentage.
¢ Memory. Amount of memory used and available.

e Bandwidth Usage. Amount of incoming and outgoing traffic.
At the top, a link grants access to the Analyzer module.

Jobs

All actions performed from the Workspaces module on one or more devices are audited in

the Jobs queue. This tab allows you to check the work done for the active device.
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Alert

Presents a table with the list of all active alerts on the device. When an alert is logged, a

notice is displayed at the top of the page.

Operations - | ( | )

Q
M'

hetive alerts:
[Critical] Law storage free space % For Workspace: Drive: C: Free space: 2 GB, Used Percentage: 08%

General

Connection Log

Presents a list of the connections established with the device, including each instance

where a user logs in or reconnects a previously disconnected session.

The session end date is recorded only for sessions that have been disconnected or

closed. While the session remains active, this field will remain empty.
Disks

Displays a list of all partitions present on the disks identified in the system, as well as

statistics of their capacity and occupancy levels.
Notifications

Allows you to see if the device has any active notification. When there is one, a message is

displayed at the top of the page.
Reporting groups history

Allows you to see which reporting groups the device belongs to, the date of incorporation,

and if it has been assigned to the group manually or automatically.
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FlexxAgent / Supported Systems /
ChromeOS

The ChromeOS agent allows the inclusion of devices with this operating system in the
service consoles, thus enabling complete visibility for support teams, both desktop and

mobile devices of users.

Requirements

To deploy FlexxAgent on Chrome devices, it is necessary to have a mobile device
management (MDM) platform, such as Google Admin, which allows centralized distribution

and installation of the application.

Once the MDM solution is configured, FlexxAgent can be installed from Google Play.

Supported versions

FlexxAgent runs on ChromeOS devices version 112 or later. The Chrome0S Flex edition is

not supported.

Limitations

Due to restrictions of this operating system, some functionalities are not available on this
type of devices. These include: execution of power actions, Flexxible Remote Assistance,

workflows, user microservices or execution of microservices from Workspaces.

Some devices, to save battery, stop services or cannot connect to the internet while their
screen is locked. When this happens, the device may stop reporting for a while until its
screen is unlocked. This behavior varies depending on the manufacturer and the version of

the operating system.

Download and installation
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FlexxAgent is available as a private Android app on Google Play.

Flexxible will grant access to FlexxAgent in the Managed Google Play console during the

onboarding process.

FlexxAgent requires a managed configuration to be deployed. This configuration will be

provided in JSON format by a Flexxible contact during the onboarding process.

Installation
In broad strokes, the procedure is as follows:

1. Goto Devices -> Chrome -> Apps and extensions -> Users & browsers and

select the organizational unit (OU) in which you want to deploy the app.

2. Add the app from Google Play (search for FlexxAgent), assign the managed

configuration (JSON), and mark it as Force install.

Please review the MDM documentation on how to deploy Google Play applications for

managed users.

Please review the linked links for more information on registering apps or deploying

them to managed users in Google Admin.

To ensure FlexxAgent configuration applies correctly, the app must be manually opened

on each device at least once after installation. It is recommended to follow these steps:
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1. Access Google Play and go to Manage apps and device.

X

| Gestionar tu cusrta de Google |

Accienes recomendadas

Gestionar apps y dispositive

Motificaciones y of ertas

Pagos y suscripciones

Flay Protect
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Play Peints
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2. Go to the Manage tab and click on the FlexxAgent application.

& Gestionar apps y dispositivo

Resurmen Gestianar

+ Instalades = actualizaciones disponibles Juegos | Archivadas

Apl icaciones (2) Actualizadas recientamente =
[+ ] Spasch Recognition & Synthesis . 0O
1202+ Actualizado hace 1da

Flexxigent
° v 0O
&5 MB + Actualizads el 18 jul.

o € »mEQ

1 @ 9deage a5z WE

3. On the application's detail screen, click open. A window will appear next, confirming

that the application has been correctly configured.
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4. Close the window.

When running FlexxAgent on a ChromeOS device, the fixed notification indicates that the

agent is installed and running.
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@ FlexxAgent « 10 min

FlexxAgent version: 24.07.02.097

Borrar todo

. 6deago 14:56 W [i

Update

FlexxAgent updates automatically from Google Play.

Information obtained from the device

FlexxAgent collects data locally from the device and sends it to the service consoles.
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General information

* Name. Device Name.

¢ Device Status. Power status of the device can be On, Off, or Not reporting.
* FlexxAgent Version. Version number of FlexxAgent installed on the device.
* FlexxAgent Status. Running or Stopped.

* Last FlexxAgent report. Date and time of the last FlexxAgent report on the device. This

date might not be recent if the FlexxAgent service is stopped or the device is off.

e Connection Type. Indicates if the device is connected via Wireless LAN, Mobile

Network, Ethernet, or Unknown.

* Network. Network addressing of the device and public IP for internet access. These
networks are created automatically when more than four devices are connected to

the same network.
* Network Signal. Network reception percentage.

e Subnet. Device's network addressing.
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* Network Changed. Date and time of the last network change.
» Sessions. Number of user sessions on the device.
e Last User. Last user logged into the device in domain\account format.

¢ Connected From. When the selected device is a VDI or similar, shows the device

name from which the virtual device is accessed.
e Connection Time. Date and time when the session started.

e Code. Lets identify the device with a personal code. This code must be manually filled

in individually using the Edit option in the Operations menu of the workspace details.

» Description. Allows the user to identify the device with a personal description. This
field must be assigned manually and individually using the Edit option in the

Operations menu of the device details.

Extended Info

e RAM. Total capacity of available RAM.

e Cores. Number of processor cores.

* |P Address. Device's IP address on the local network.
e OS. Type of operating system.

¢ Operating System. OS version.

e Uptime. Time the device has been running since the last boot or reboot. If fastboot is

enabled, the device is only off when it is restarted.

* Region. Obtained using the public IP. It might not be accurate if connected to a

corporate network or using a VPN.

» Session Analyzer. Indicates whether or not it's configured to launch session Analyzer

in all user sessions.
» Session Analyzer Version. Version number of Session Analyzer.

* Report Group. Reporting group to which the device belongs.

Information in tabs
FlexxAgent groups information about the following aspects of the device:

Sessions
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Displays a table with the log of user sessions established on the device and timely

information about the session type, connection status, or start date.

Jobs

All actions performed from the Workspaces module on one or more devices are audited in

the Jobs queue. This tab allows you to check the work done for the active device.

Alert

Presents a table with the list of all active alerts on the device. When an alert is logged, a

notice is displayed at the top of the page.

Q
M'

Operations = | L4 | )

hetive alerts:
[Critical] Law starage free space % for Workspace: Drive: € Free space: 2 GB, Used Percentage: 8%

General

Connection Log

Presents a list of the connections established with the device, including each instance

where a user logs in or reconnects a previously disconnected session.

The session end date is recorded only for sessions that have been disconnected or

closed. While the session remains active, this field will remain empty.
Disks

Displays a list of all partitions present on the disks identified in the system, as well as

statistics of their capacity and occupancy levels.

Notifications

Allows you to see if the device has any active notification. When there is one, a message is

displayed at the top of the page.

Reporting groups history
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Allows you to see which reporting groups the device belongs to, the date of incorporation,

and if it has been assigned to the group manually or automatically.
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FlexxAgent / Supported Systems / Android

The Android agent allows the inclusion of devices with this operating system in the service
consoles, enabling complete visibility for the support teams for desktop computers and

users' mobile devices.

Requirements

To deploy FlexxAgent on Android devices, you need a mobile device management (MDM)
platform, such as Google Admin or Microsoft Intune. These platforms allow centralized

distribution and installation of the app.

Once the MDM solution is configured, FlexxAgent can be installed from Google Play.

Supported versions

FlexxAgent runs on Android devices version 9.0 or later.

Limitations

Due to the restrictions of this operating system, certain functionalities are not available for
this type of device, such as the execution of power actions, remote assistance, user
microservices, or microservices from Workspaces or flows. These include: execution of
power actions, Flexxible Remote Assistance, workflows, user microservices or execution of

microservices from Workspaces.

Some devices, to save battery, stop services or cannot connect to the internet while their
screen is locked. When this happens, the device may stop reporting for a while until its
screen is unlocked. This behavior varies depending on the manufacturer and the version of

the operating system.

Settings
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FlexxAgent configuration is managed through Managed Configurations to ensure correct

operation.

This configuration will be provided by a Flexxible contact during the implementation
process, according to the app distribution solution used. For example, for Microsoft Intune
the configuration is provided in JSON format, but for Google Admin the configuration is

provided with separate values.

Distribution

Flexxible will grant access to FlexxAgent in the Managed Google Play console provided by
the client's MDM solution during the implementation process, as well as the necessary

data for its configuration.

For Flexxible to grant access to the app, the client must provide the Name and /D of their

Managed Google Play.

X Manage Android apps

B Google Play | Search n —— P
. Organization details
D3
4,5 % 0 més Seleccid dels editors Novetat Name
D
1
ave
‘e

Download and installation

o B

Learn more

[ 1]
+a

FlexxAgent is available as a private Android app on Google Play.

To ensure FlexxAgent configuration applies correctly, the app must be manually opened

on each device at least once after installation. It is recommended to follow these steps:

1. Go to Google Play and navigate to Manage apps and devices.
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30 @

X Google

CDO Test

cdo-test@flexxible.com

>
C

' ™
Gestionar tu cuenta de Google

Acciones recomendadas 1}

B @

Gestionar apps y dispositivo

Notificaciones y ofertas

Pagos y suscripcionas

Play Protect

Biblioteca

Play Points

Ajustes

e & & 0O @© O b

Ayuda y comentarios
Politica de Privacidad = Téarminas del Sarvicio
[ O L4

2. Go to the Manage tab and click on the FlexxAgent application.
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308 o, 49%E

«  Gestionar apps y dispositivo

Resumen Gestionar

+ Instaladas =« [ Actualizaciones disponibles J

Aplicacicn... Actualizadas recientemente =
Flexahgent
&4 MB - Actualizado o 29 jul

Google Calendar

53 ME = Actualizado ¢ 29 il

Gzl
209 MB + Actuslizads el 29 jul

Android Auto
15 MB *+ Actualizado o 29 jul

Google Meeat
176 MB » Actualizado el 79 jul

ChatGPT
T2 MB - Actualizaco of 29 jul

@ R > 2T 80

' Android Device Policy -
3 26 MB - Actualizado o 26 jul

<
o 0o 0o 0O 0 0o 0o 0O

* Microsoft Teams
288 MB + Actualizado of 26 jul

1 O <

3. On the app detail screen, click Open. A window will appear next, confirming that the

application has been correctly configured.
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23008 el 49%8

¢ :

o FlexxAgent

o
| Desinstalar ] Abrir
L A

Asistencia de la aplicacion w

g40 @@

FlexxAgent

Fle>ccible

FlexxAgent se ha configurado de forma
correcta. Puedes cerrar esta ventana.

CERRAR

@® INFoO

FlexxAgent requires some special permissions, such as access to the device's files. If
this permission is not granted in the app's configuration in your MDM solution, the
user will be prompted to provide it. When they do, a message will appear indicating

that the app has been successfully configured.
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4. Close the window.

When running FlexxAgent on an Android device, the fixed notification indicates that the

agent is installed and running.

14:08 £ 8Tl 64%m
mar, 6 ago
Control Salida multimedia

e FlexxAgent version: 24.07.02.098 1347

Ajustes notificaciones

Update

FlexxAgent updates automatically from Google Play.

Information obtained from the device

FlexxAgent collects data locally from the device and sends it to the service consoles.
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Fl@>oCWORKSPACES

--------

Samicra Ferfarmancs Jim dlem Comnecvioniop Dsia Boothiuory  Koofersora P=F Do

A

General information

* Name. Device model.

* Device Status. Device power state. It can be On, Off, or Not reporting.

* FlexxAgent Version. Version number of FlexxAgent installed on the device.

* FlexxAgent Status. Running or Stopped.

* Last FlexxAgent Report. Date and time of the last FlexxAgent report on the device.

This date might not be recent if the FlexxAgent service is stopped or the device is off.

e Connection Type. Indicates if the device is connected via Wireless LAN, Mobile

Network, Ethernet, or Unknown.

* Network. Network addressing of the device and public IP for internet access. These
networks are created automatically when more than four devices are connected to

the same network.
* Network Signal. Network reception percentage.
e Subnet. Device's network addressing.
¢ MAC Address. Unique identifier of the device's network card.

* Network Changed. Date and time of the last network change.
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e Sessions. Number of user sessions on the device.
e Last User. Last user logged into the device in domain\account format.

¢ Connected From. When the selected device is a VDI or similar, shows the device

name from which the virtual device is accessed.
e Connection Time. Date and time when the session started.

e Code. Lets identify the device with a personal code. This code must be manually filled

in individually using the Edit option in the Operations menu of the workspace details.

* Description. Allows the user to identify the device with a personal description. This
field must be assigned manually and individually using the Edit option in the

Operations menu of the device details.

Extended Info

* RAM. Total amount of available RAM.

e Cores. Number of processor cores.

e |P Address. Device's IP address on the local network.
e OS. Type of operating system.

e Operating System. OS version.

e Uptime. Time the device has been running since the last boot or reboot. If fastboot is

enabled, the device is only off when it is restarted.

* Region. Obtained using the public IP. It might not be accurate if connected to a

corporate network or using a VPN.

e Session Analyzer. Indicates whether or not it's configured to launch session Analyzer

in all user sessions.
» Session Analyzer Version. Version number of Session Analyzer.

* Report Group. Reporting group to which the device belongs.

Information in tabs

FlexxAgent groups information about the following aspects of the device:

Sessions
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Displays a table with the log of user sessions established on the device and timely

information about the session type, connection status, or start date.

Jobs

All actions performed from the Workspaces module on one or more devices are audited in

the Jobs queue. This tab allows you to check the work done for the active device.

Alert

Presents a table with the list of all active alerts on the device. When an alert is logged, a

notice is displayed at the top of the page.

Q
M'

Operations = | L4 | )

hetive alerts:
[Critical] Law starage free space % for Workspace: Drive: € Free space: 2 GB, Used Percentage: 8%

General

Connection Log

Presents a list of the connections established with the device, including each instance

where a user logs in or reconnects a previously disconnected session.

The session end date is recorded only for sessions that have been disconnected or

closed. While the session remains active, this field will remain empty.
Disks

Displays a list of all partitions present on the disks identified in the system, as well as

statistics of their capacity and occupancy levels.

Notifications

Allows you to see if the device has any active notification. When there is one, a message is

displayed at the top of the page.

Reporting groups history
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Allows you to see which reporting groups the device belongs to, the date of incorporation,

and if it has been assigned to the group manually or automatically.
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FlexxAgent / Network and Security

FlexxAgent, in its regular operation, requires a series of network requirements to connect
to cloud orchestration services and support proxies, as well as complex network

ecosystems.

Before deploying FlexxAgent on devices, it is recommmended to validate that these can

access the defined destinations in URL addresses and ports.

Bandwidth usage

FlexxAgent process

When FlexxAgent starts, it collects and sends an initial report of approximately 75 KB; from
that moment, it sends differential reports of approximately 3-4 KB. This process is
responsible for executing on-demand or automatic actions on the device. At those

moments, the network traffic could increase.

FlexxAgent Analyzer process

FlexxAgent Analyzer collects user session information every 15 seconds, such as
application consumption, resource usage, and more. And it adds this information into files
of approximately 35-50 KB, which are sent to the consoles every 5 minutes, although the

time could change in specific functionalities.

In multi-user systems, a single instance of FlexxAgent will run and as many instances of

FlexxAgent Analyzer as user sessions the system has.

Required URL addresses and ports

In terms of communications, FlexxAgent must be able to contact the orchestration layer of

the service hosted on the Internet, which includes:
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https://west-eu.agent-api.analyzer.flexxible.com

https://flexxibleglobal.blob.core.windows.net

https://api.ipify.org

https://ras.flexxible.com

https://update.workspaces.flexxible.com

https://agents-weu.one flexxible.net

https://west-eu-0l.agent-

api.one.analyzerflexxible.com

https://south-br.agent-api.analyzer.flexxible.com

(Brazil Only)

https://fixsbname\*\*\*servicebus.windows.net

https:/fixiothub\*\*\*azure-devices.net

Ambit

Agent

Agent

Agent

Agent -
Flexxible
Remote

Assistance

Agent

Agent

Agent

Agent

Agent

Agent
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Port

443

443

443

443

443

443

443

443

443

443

Region

West

Europe

West

Europe

West

Europe

West

Europe

West

Europe

West

Europe

West

Europe

Brazil
South

West

Europe

West

Europe
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@ NoTE

In the last two URLs, the three asterisks (***) represent a dynamic and unique

identifier with a length of 9 to 15 alphanumeric characters, provided by Flexxible.

Depending on the capabilities of the security device, URL exceptions can be

configured using regular expressions (RegEx) or wildcards.

Examples of exceptions using regular expressions (Regex)

“https://flxsbname[a-zA-Z0-9]{9,15}.servicebus.windows.net$

~https://flxiothub[a-zA-Z0-9]{15,24}.azure-devices.net$

Examples of exceptions using wildcards

https://flxsbname*

https://flxiothub*

Security

To ensure a good user experience, in some cases it will be necessary to configure
exclusions in the antivirus; however, if not managed properly, these exclusions can pose a

security risk.

For this reason, it is advised to periodically scan the files and folders that have been

excluded from antivirus scanning. Both Microsoft and Flexxible recommmend:

e Use a File Integrity Monitoring (FIM) or Host Intrusion Prevention (HIP) solution to

protect the integrity of the elements excluded from real-time analysis.
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e |If Azure Sentinel is used and Windows Defender is not configured correctly,

performance issues may arise. Disable Windows Defender with the following

PowerShell command:

Set-MpPreference -DisableIntrusionPreventionSystem $true -

DisableIOAVProtection $true -DisableRealtimeMonitoring $true -

DisableScriptScanning $true -EnableControlledFolderAccess Disabled -

EnableNetworkProtection AuditMode -Force -MAPSReporting Disabled -

SubmitSamplesConsent NeverSend

Antivirus exclusions

FlexxAgent should be able to function correctly without configuring exceptions, but in

more restrictive environments, it might be necessary to set some.

The items to exclude from antivirus analysis are as follows:
Folders

® C:\Program Files\Flexxible

® C:\Windows\Temp\FlexxibleIT\
Compute

®* FlexxAgent.exe
®* FlexxibleRA.exe

®* FlexxibleRemoteAssistance XXXX.exe
Files

* C:\Windows\Temp\FlexxAgentInstallation.log
e C:\Windows\Temp\UpdateFlexxAgent.psl

* C:\Windows\Temp\FlexxAgentHealthCheck.log

Deep SSL Inspection
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You should try to disable Deep SSL Inspection for the following URLs on devices that have
it as a security solution to ensure optimal functioning of FlexxAgent.

* https://fixsbname\*\*\*servicebus.windows.net

* https:/fixiothub\*\*\*.azure-devices.net

e https://agents-weu.flexxible.net

* https://rasflexxible.com

PowerShell process restriction

Some security solutions do not allow the installation and/or self-update of FlexxAgent to

be performed effectively. During the process, the installer might return the message:

The process was terminated with errors. A corrupted installation was detected due to
external processes. This is usually caused by antivirus activity. Please check your

antivirus settings.

To resolve it, Flexxible recommends excluding the following items:

C:\Windows\Temp\FlexxibleIT

C:\Windows\Temp\UpdateFlexxAgent.psl

Wake on LAN (Wol)

Wake on LAN (Wol) allows devices to be powered on by sending a Magic Packet that
instructs the network card to power on. The following is required in order to use this

functionality:

e Compatible network card
e Activate WolL in BIOS/UEFI
e Configure Wol in the operating system

* A bridge device —with FlexxAgent installed and reporting— on the same network as

the device to be powered on.
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Wol typically operates within a local network. It can work between subnets as long as
there are no restrictions imposed by firewalls or network devices blocking the transmission
of the magic packet. In environments with subnet segmentation, it's necessary to
configure network-level exceptions that allow the magic packet to be routed between

those subnets.

Configure Wake on LAN (Wol) in Windows

To configure the Wake on LAN (Wol) functionality on a device with Windows operating

system, follow these steps:

1. Check if WoL is On

In the CMD window, execute the following command:
powercfg /devicequery wake programmable

2.0n WolL

Run the command:
powercfg /deviceenablewake "Realtek PCIe GbE Family Controller"

Replace "Realtek PCle GbE Family Controller" with the name of the corresponding

driver.

Flexxible Remote Assistance through a proxy

For remote assistance, FlexxAgent will use a proxy when it is configured and accessible.

If configured with a proxy but it is not accessible at that moment, Flexxible Remote
Assistance will run with the "auto detect" option, using the outgoing internet settings

configured by the end user.

vPro
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If an organization wants to activate vPro, it will require the Flexxible Intel EMA server's

hostname to be resolvable from all their devices.

URL Ambit  Port Region

https://iagent flexxiblecom Agent 443  West Europe

Requirements for vPro operation via a proxy

e The dynamic host configuration protocol (DHCP) must provide a DNS suffix (DHCP

option 15) matching the domain of the certificate.
¢ The proxy must allow the HTTP CONNECT method to the used ports.
e Exclude the Flexxible URL to avoid deep SSL/TLS inspection in Client Initiated Remote

Access (CIRA) connections.

¢ The proxy must not modify the HTTP headers during the CONNECT phase.

Q mr

For more information about vPro, please refer to the Integrations section.
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FlexxAgent / Wake on LAN (Wol)

Wol is a network standard that allows devices to be powered on remotely via Ethernet, as

long as the hardware and system configuration support it.

In Portal and Workspaces, WolL allows automatic, scheduled, or on-demand powering on
of physical devices, using another device with FlexxAgent installed on the network as a
bridge. This will be responsible for sending the magic packet necessary to activate the

target device within the local network.

Requirements

e Compatible network card.
e Enable WolL in BIOS/UEFI.
e Set up Wol in the operating system.

e A bridge device — with FlexxAgent installed and reporting — on the same network as

the device you want to turn on.

@® INFO

WoL normally operates within a local network and can work across subnets as long
as there are no restrictions imposed by firewalls or network devices that block the
transmission of the magic packet. In environments with subnet segmentation, it's
necessary to configure network-level exceptions that allow the magic packet to be

routed between those subnets.

Set up Wol in Windows

To set up WolL on a Windows operating system device, you should follow these steps:

1. Check if Wol is active.

In the CMD window, execute the following command:
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powercfg /devicequery wake_programmable
2. Enable WolL.
Run the command:

powercfg /deviceenablewake "Realtek PCIe GbE Family Controller"

Replace "Realtek PCle GbE Family Controller" with the name of the corresponding

driver.

Available actions

When the functionality has been correctly enabled and configured, the following actions

will be available:

e Power on devices on demand from Workspaces

e Schedule power on using Workspace Groups

Power on devices on demand from Workspaces

1. Access the Workspaces module.
2. Select one or more devices you want to execute the power-on operation on.

3. Click Operations -> Power and connection actions -> Turn on (Wake on LAN).
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Fle>ccWORKSPACES el Log OfF
Workspaces Turn or Power and connedtion actions s
S| Shut don TaEs  —_—
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Schedule power on using Workspace Groups

1. Access Portal -> Workspaces -> Workspace Groups
2. Select the workspace group you want to schedule the power on for.
3. Click on the Schedule tab.

4. Click the New button and fill out the form.
o Action. Allows you to choose between Wake on LAN or Shut down. If the first

option is selected, you can activate Use specific Workspace for WoL atthe
bottom of the form to schedule the power on for a specific device.

o Day of the week. Day of the week when the action will be performed.

o UTC time. Exact time to start the action.

5. Click on New.
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Mew scheduled action

Action *

" Wake On LAN |

Week day *

Select week day v

UTC Time* @

m Use specific Workspace for Wol

Workspace

Select the Workspace |

[’;-u.;':." the Workspace J

Type at least 3 characters to load workspaces

The data entered will be reflected in the table, along with the email of the user who
created and updated the schedule. From View details you can edit and delete the

scheduled action.

Schedule power on after applying updates

1. Access Portal -> Workspaces -> Patch -> Targets.
2. In the table, choose the recipient.

3.Inthe Details tab click on the Edit button.

4. Activate the Wake on LAN (WolL) option in the form.
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5. Click on Save.

Edit patch policy target =
Name

[Target—[}ﬂcs ]
Reporting Groups *

[ RP Training X j
Microsoft patch policy

[Select Microsoft patch policy ‘v’]

0 Restart after patching

0 Wake on LAN (@
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FlexxAgent / FlexxAgent Guides

B Fxxtine Agent D€ =
L]
] E I | b I :
/
Downloading FlexxAgent... p
Hg . Acckin
Usuasios e e ? Ver datalle Descargar agente
Productos i Ineractheo 1 Ver detalle Descangar agente

Mddulos Eamily Interactive T er detals Descangar agente

This section offers resources designed to maximize the use of FlexxAgent. It includes
detailed instructions on deployment and installation, as well as advanced configuration
options that allow FlexxAgent to be tailored to specific needs.

Each guide has been created to facilitate understanding and application, regardless of the

user's level of experience. In addition to step-by-step instructions, you will find procedures
and solutions to common problems.
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FlexxAgent / Guides / Validate FlexxAgent
connectivity

To validate the connectivity of FlexxAgent with the service's SaaS instances and ensure its
correct execution, follow the procedure defined here on a test device. This must be part of
the same corporate network where the devices that will receive the future deployment of

FlexxAgent are hosted.

Note: This procedure only applies to Windows systems.

Creating a scheduled task

1. Access the Run menu (Windows + R) and type the command taskschd.msc. This

opens the Windows task scheduler management console.

= Ejecutar >

@ Escriba el nombre del pregrama, carpeta, documento o
recurso de Internet que desea abrir con Windows.

Abrir: | v

Aceptar Cancelar Examinar...

2.Inthe Actions panel, select the Create Basic Task option and name the task (it
can be FlexxAgent check connectivity). You can write a description if desired, and

click Next.

3. Next, select One Time and click Next. A date picker will appear, but it is not relevant

because the task will be executed manually. Click Next .
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Create Basic Task Wizard X
@ Task Trigger

Create a Basic Task When do you want the task to start?
) baty

One Time o
Wi
Action eekly
Finish O Menthly
(®) Onetime

(_) When the computer starts
(C) When | log on
() When a specific event is logged

< Back || Nect> || Cancel

4. Select the Start a program action and click Next.
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Create Basic Task Wizard
’ @ I Action

Create a Basic Task
Tigger What action do you want the task to perform?

Cne Time

Finish

(@) Start a program
() Send an e-mail (deprecated)
] Display a message (deprecated)

X

< Back || Nect> |

Cancel

5. Inthe Program/script field, type or browse to the path C:\Program

Files\Flexxible\FlexxAgent\FlexxAgent.exe.In Additional Arguments, type

/TestMessagingEngine. Click Next.
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Create Basic Task Wizard
@ Start a Program

Create a Basic Task

X

< Back

Trigger Program/script:

One Time |C:\ngram Files\Flescxible\Flexx Agent\FlexxAgent.exe ‘ | Browse...
Action
—— [retresagingingine ]
Finish Start in (optional): “

|| Mext » | Cancel

6. Select Open the Properties dialog for this task when I click Finish and

click Finish. The task properties dialog will open.
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Create Basic Task Wizard X
’ () I Summary

Create a Basic Task
Trigger Mame: fh

One Time
Action
Start a Program

Description:

Trigger  |Onetime; At 1:32 on 28/08/2024 |

Action: |Siart a program; "C:\Program Files\Flexxible\Flexx Agent\FlexxAgent.exe” ,’TE|

Open the Properties dialog for this task when | click Finish
When you click Finish, the new task will be created and added to your Windows schedule.

< Back || Finish | Cancel

7. Click on Change User or Group. In the text box of the pop-up window, type SYSTEM
and then click Check Names. This action will check that the SYSTEM group exists to
run the task under its identity. Hacer clic en Aceptar (OK) para cerrar la ventana
emergente. En la ventana de propiedades, se debe seleccionar Ejecutar con los

privilegios mas altos en el checkboxy pulsar Aceptar.
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(%) fh Properties (Local Computer)

General Triggers Actions Conditions Settings History

x

Marme: fh

Location: %

Author FLEXXIBLE\fzani
Description:

Security options

When running the task, use the following user account:

MT AUTHORITY,SYSTEM Change User or Group...

Run only when user is logged on
Run whether user is logged on or not

Do not store password, The task will only have access to local computer resources,

Run with highest privileges
[] Hidden Configure for: | Windows Vista™, Windows Server™ 2003

Ok

Cancel

8. In the Windows task scheduler management console, search for the newly created

task FlexxAgent check connectivity. Right-click on it and select Run. It will appear

as Running in the task list.
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(%) Task Scheduler - ] *
File Action \iew Help
o= 25 HF
@ T?.sk Scheduler (I.ov:?IJ Name Status  Triggers Actions
~ % Task Scheduler Library _
» 5 Lenovo (% Adobe Acrobat Update Task Ready Multiple triggers defined Task Scheduler., +
s [ Microsoft WSl FloocAgent check connechjpgas R ead, Lol op 38 /08/2024 E Create Ba...
1 Mozilla r.E'r FleccAgent Health Check Run ry day - After triggers: B Creste Tas..
5 MicrosoftEdgelpdateTaskl End jgers defined
= MicrosoftEdgelpdateTaskl Disable J day - After triggered, Import ...
(2 OneDrive Per-Machine Sta Export.. 1/05/1992 - After trigg [E Display Al..
Properties &1 Enable All..
General Triggers Actions Delete ary (disabled) [7] Mew Fold..
Name: FlexxAgent check connectivity View ’
Refresh
Location: \ L
7
Author:  FLEXXIBLE\lsanchez Help
Description:  description Selected ftem &
B FRun
®m End
4 Disable
Export...
Security options pe
: t  Properties
‘When running the task, use the fellowing user account:
x Delete
| = |

9. Select the History tab to see the progress of the task until you see the Task

completed event. In case the history is disabled, it can be enabled with the Enable

history for all tasks option in the right panel of the console.

Validation of results

To review the FlexxAgent messaging engine information, access the Event Viewer and

check for informational messages with the source service of FlexxAgent Service:

1. Access the Run menu (Windows + R) and type eventvwr.msc. This command will

open the Windows event viewer. On the left side, select Windows Logs ->

Application.

Copyright © 2024 Flexxible. Todos los derechos reservados.

Pagina 125/ 652



|8 Event Viewer

File Action View Help
e« 2@ B

& Event Viewer (Local)
» [ Custom Views
| Windows Logs
|| Application
[ Security
B Setup
=] System
] Forwarded Events
» P Applications and Services Lo
(73 Subscriptians

Application  Mumber of eves

Level
(1) Informaton
(@) Inforrmateon
(i) informnation

Information
(i) Infemmation
(1) Infemmation
(1) Informetion

Dste and Time Sownce
28/08/2024 121736 Securty-5FF
28/00/2024 12:16:39 Secunty-5PP

284082024 12:16:33

FlesxxAgent Service
FlesxAqent Service

FlesxAgent Service
FlaxxAgent Sarvice
Flexxdigant Service

28/08/2004 12:16:29

28,/08/202¢ 121638
26/08/2024 121515
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EvertiD Task Category
16384 Mone
16380 Mone
0 MNone

0

0 Mane
0 Mane
o

Mane

Event 0, FlmacAgent Service

Gerersl  Details

Log Name:
Sowsrce
Event I
Level:
User:

OpCode:

12:16:23 Start checking messaging serdice connectivity
-Primary loT Hub connection string ok
-Secendary 6T Hub connection string ok

Application

FlexzAgent Senvice Logged: 20/08/2024 12:16:30
0 Task Category: Mone

Information Keparords: Clazsic

MNA Computen LAPLSAN-PCI21
Info

Mare Information:  Event Log Onling Helg

2. In the list, search for the FlexxAgent Service event. If there are several, select the

one reporting connectivity. This event reports the status of all connections:

Event 0, FlexxAgent Service

General Details

12:16:23 Start checking messaging service connectivity

-Prirnary loT Hub connection string ok
-Secondary loT Hub connecticn string ok
-Prirnary service bus connection string ok
-Secondary service bus connection string ok
12:16:30 Messaging service checking finished
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FlexxAgent / Guides / Install FlexxAgent by
configuring a proxy server

In many organizations, users connect to the internet using a proxy server. This guide

explains how to configure it to install FlexxAgent.

Example

In the installation of FlexxAgent, the proxy server configuration can be included using the

following command line options:

FlexxAgent-Installer.exe -proxyAbsoluteUri http(s)://ip.ad.dre.ss:port -

proxyUser ProxyUserName -proxyPass ProxyUserPassword -

proxyPersistConfig:$True
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Explanation of the options

e proxyAboluteUri. The proxy server address, expressed as a complete "URL"; for
example https://192.168.1.1:3128.

e proxyUser. The user identifier for authentication on the proxy server; for example
Administrator. This parameter is optional if the proxy server does not require
authentication.

* proxyPass The password for the previous identifier. This parameter is optional when

the proxy does not require authentication.

The value can be plain text (not recommended) or base64 encoded, preceded and
followed by the string “&&&"; for example &&8&VGhpc@1zTjArQCQzY3VyZVBAICR3MHIk&&&, iN

any case, FlexxAgent encrypts this value at startup.

For base64 encoding, you can use any generator, such as

https://www.base64encode.org/.

proxyPersistConfig

This parameter must be specified to persist the proxy configuration entered in the other
parameters. If not specified, the proxy configuration will only be used in the installation

process and will not affect subsequent executions of FlexxAgent.

For Windows operating systems, the proxy configuration data will persist in the registry,

within the following keys:
Key Proxy_URL

* Key path:
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Flexxible\FlexxAgent\Communications

e Key Name: Proxy_URL
e Key type: REG_SZ

e Supported values: the URL and port; for example 'http:/192.16811:3128' or
'https://192168.1.1:3128'

Key Proxy_User
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e Key path:
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Flexxible\FlexxAgent\Communications

¢ Key Name: Proxy_User
e Key type: REG_SZ

e Supported values: the username to authenticate to the proxy; for example

'‘Administrator’. It can be bypassed for unauthenticated proxies.
Key Proxy_Pwd

e Key path:
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Flexxible\FlexxAgent\Communications

e Key Name: Proxy_Pwd

e Key type: REG_SZ

e Supported values: The password to authenticate to the proxy. It can be bypassed for
unauthenticated proxies. The Proxy_Pwd key value can be set in plain text (not
recommended) or base64 encoded and enclosed by «&&&; for example
&8&8&VGhpc@1zTjArQCQzY3VyZVBAJCR3MHIk&&& for the “Proxy_Pwd” value.
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FlexxAgent / Guides / Set up a proxy server
through group policies (GPO)

In many cases, the organization's connectivity goes through a proxy; it could be for
security, performance, or other reasons. This proxy configuration in FlexxAgent can be

done in two ways: using a group policy (GPO) or during the agent installation. To configure
the proxy using a group policy, follow these steps:

1. Access the domain controller's group policy management console. Create a new
policy using the New option from the menu that appears when you right-click on

Group Policy Objects.

|54 Group Policy Management Group Policy Object!
v _l&._ F?rest: FIij:cLab.com Contents Delegation
w |5 Domains
W -JF'j FlexxLab.com MName
= Default Domain Pelicy \=[ Defautt Domain Cantrol
» 2| Domain Controllers \=[ Default Domain Policy

5 4| LabComputers

Back Up All...
» [ WMI Filters Manage Backups...
7 L5 Starter GPOs Open Migration Table Editor
> L@ Sites

i85 Group Policy Modeling View #

[+ Group Policy Results Mew Window from Here
Refresh
Help

2. Give the new policy an appropriate name and click the oK button.
3. Select the policy with the right mouse button and edit it (select Edit...)

4. In the edit window, expand Computer Configuration, Preferences, and Windows

Settings. Select Registry and then New -> Registry Item.
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*e

-+ Registry

Mame Order Action Hive

- s
Processing £
There are no items to show in this view.

» Collection ltem

Registry Wizard

Paste

5. Add the following information and click 0OK.

o Action: Update

(o]

Key path:

HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Flexxible\FlexxAgent\Communicati

ons

Value Name: Proxy_URL

Value type: REG_SZ

Value data: The proxy address (URL) and port. For example
https://192.168.1.1:3128.
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Mew Registry Properties >

General  Common

Py

Action: |L|pdate W |
Hive: HKEY_LOCAL_MACHINE v|
key Path: | Jolicies \Flexxible \FlexxAgent\Communications || |
Value name
[ ]Default | Proxy_URL |
Value type: |REG_SZ w |
Value data: | http:/f192.168.1. 1:3128 |

Cancel | | Apply | | Help |

selecting New -> Registry Item.

Fay

Mame Cirder Bction Hive
Proxy_URL 1 Update HEEY _LOCAL MACHIME

=1 [

All Tasks » Collection ltem
Refresh Registry Wizard
Export List...

View 5

Arrange lcons ¥

Line up lcons

Help

7. Add the following information and click OK.

o Action: Update
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6. In the right panel, add a new registry entry again with the right mouse button,
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o Key path:
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Flexxible\FlexxAgent\Communicati

ons
o Value Name: Proxy_User
o Value type: REG_SZ

o Value data: The username to authenticate on the proxy server. For example
Admin.

8. In the right panel, add a new registry entry again with the right mouse button,

selecting New -> Registry Item.
9. Add the following information and click OK.

o Action: Update

o Key path:
HKEY_LOCAL_MACHINE\SOFTWARE\Policies\Flexxible\FlexxAgent\Communicati
ons

o Value Name: Proxy_Pwd

o Value type: REG_SZ

o Value data: The password to authenticate on the proxy server for the user

configured in the previous step.
= The Proxy_Pwd key value can be filled in plaintext (not recommended) or

encoded in base64 by putting the string &&& before and after it. Example:
&&&VGhpcB1zTjArQCQzY3VyZVBAIJCR3MHIK&&S: .
= |n any case, FlexxAgent encrypts the value of this field at startup.

= To encode the password in base64, you can use a web service like

https:/www.base64encode.org/.

10. Three registry entries will have been created in the group policy.

| Campeber - Configers Flassfgent Peowy [FUEKLARDE
8 Compuber Cenliguration
| Poicies

Hame Owder  Action  Hive Ky ValueMa. e  Vahoe Dot
e ey Pot B Upsste WKLY LOCAL MRCHING  SOF TWARD Posicies Flessibie Fless Agent Communications  Prosy Ped  BEG ST SASVCRpelt QO Qv IVG IV RA ORIV RS BE:
A7 Fles [8MRraey UL 1 Updste  MKEY_LOCAL WASCHING  SOFTWARE Podicies’ Flessibie e dgent Communicatons  Prowy LBL  REG ST hinpe/ 192 168.1. 7008

O Felden |=99p ey User 2 Updabe  HEKEY_LOCAL MECHNE  S0F TALEE Polices’ Hexnible' Heo dgent Comemunications  Prowy_Lker  FEG SE Admensirebar

11. Close the editor.
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12. With the right mouse button, select the list of devices that will receive this
configuration within the domain controller (under the domain or organizational unit)

and select Link an Existing GPO.

|54 Group Policy Management
w _'é:. Forest: FlexxLab.com
v 55 Demains
v 3 FlexLab.com
=) + COMPUTER Set Time Settings on all Domain Members v1.0
@ Default Domain Policy
v (3 CheStuff

Llomain [ ontrollers

2| LabComputers

ST Create a GPQ in this domain, and Link it here...

> L5t Group Pelicy C Link an Existing GPO...

? :_W WMI Filters Elock Inheritance
) ) | 5] Starter GPOs Group Policy Update...
» [ m Sites

13. Select the previously created group policy.

14. The policy is linked to the devices selected in the domain controller.

34 Group Policy Management
w _ﬁ Forest: FlexxLab.com
v 55 Domains
v 3 FlexxLab.com
@ + COMPUTER Set Time Settings on all Domain Members v1.0
@ Default Demain Pelicy
v 4| CheStuff

» [ 5 Group Pelicy Objects
s [ WMI Filters
» :ﬂ Starter GPOs

» [ Sites

&% Group Policy Modeling

4, Group Policy Results

15. Optional step. If you want to verify on a device that the group policy has been applied
correctly, you need to restart the device. Once it starts, you can go to the registry

editor and check that the entries were created correctly.
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B Registry Editor
File Edit View Favorites Help
| Computer\ HKEY_LOCAL_MACHINESOFTWAREPolicies\Flexxible'Flexx Agent\Communications
B Computer Mame Type Data
» || HKEY_CLASSES ROOT
» | HKEY_CURRENT_USER
~ | HKEY_LOCAL MACHINE
¢ 3 || BCDOO0OODDD
| DRIVERS
- 5 | HARDWARE
Sl sam
1 secuRy
v | | SOFTWARE
15 Classes X 2023-02-21 15:44:39

SRR Ghpciz TIArQCQzY VY IVEAICRIMH kRS
Adrministrator
http://192.168.1.1:3128

L)
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FlexxAgent / Guides / Deploy FlexxAgent
via group policy (GPO)

FlexxAgent can be deployed on Windows using group policies (GPO). You need access to
the agent installation package, which can be downloaded from the Flexxible portal.

Deploying
1. Create a Powershell script called Install.ps1l with the following content:

Start-Process Path to the file\FlexxAgent-Installer.exe

Example: Start-Process C:\Temp\FlexxAgent-Installer\FlexxAgent-

Installer.exe

Note: Make sure that, apart from the executable, the line includes the necessary

installation parameters, such as the proxy, if needed.

2. Save the file for later use.

3. Run the group policy management console in a domain controller that has remote
computer management tools installed.

4. Create a new group policy within the group policy container.
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3 Group Pelicy Management
e ﬁ Forest: AzurelabDomain.com
v 55 Demains
A jj AzurelabDomain.com
E=5j' + COMPUTER 5et Time Settings on all Domain Members +1.0
=i Default Domain Policy
» 2] Domain Controllers

Back Up All.. L G
=] + SERVER Set T Manage Backups... rs
(= Default Domai Open Migration Table Editor
=] Default Domai
» [ WMI Filters View ’
> |3 Starter GPOs Mew Window from Here
» [@ Sites
I_;-:E G . . Refresh
si Group Policy Modeling
4 Group Policy Results Help

5. Give the new policy a name. Choose one that is meaningful.
6. Right-click on the group policy and select Edit.

7. Expand the tree Computer Configuration -> Windows Settings and select Scripts
(Startup/Shutdown)

w Al Computer Configuration
w [ ] Policies Startup
" Software Settings

w || Windows Settings

| PBlarmce Hecolutims Dalies
=] Scripts (Startup/Shutdown)

» Policy-based Qo5

:EJ Computer Startup Script - Install the Flexxible FlexxAgent [

Display Properties

Description:
Contains computer startup scripts,

8. A dialog will appear in a new window. Select PowerShell Scripts init. Next, click on
the Show Files.. button
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&y

Startup Properties ? >

Scripts.  PowerShell Scripts

Windows PowerShell Startup Scripts for Computer Startup
Script - Install the Flexxible FexAgent

Mame: Parameters Up

For this GPO, run scripts in the following order:

| Mot corfigured e

A

PowerShell scripts require at least Windows 7 or Windows Server
2008 R2

9. The network folder where the group policy scripts are stored will open.

| A [ = satup - o x
n Heme  Ghge _Vies (]
+ Metwork » AzurelabDomaincom » Sysvol » AmurelabDomasincom o Folicies » (14502DDD-42E5-4E86-897C-21T85FDEAGI3} » Mechine > Scripes » Startup v B s
W Dektap ey Tate modmed TFe o=
Downlaeds  #
f This Falder is empty.
I:‘ Decumerts
= Pictures *
[ s C
i Hetwork
v
O iterna Mh’

10. Copy the file Install.ps1 that was created at the beginning and paste it into the

network folder for storing Group Policy scripts.

|

#F CQuick access
I Desktop -+

= | Startup
Home Share View

YK » Metwork * AzurelabDomain.com » SysVol » AzurelabDomain.comn * Policies » {146D2C

Fat

Mame Date modified Type Size

| &y Install.ps1  2/1§/2024 9:06 AM Windows PowerShell Script 1 KB

A

b ~ ' ' =
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11. Close the Windows Explorer that accessed the folder with the group policy scripts.

12. The startup script properties modal window will be visible again. Click on the Add...
button.

13. A file selection dialog will appear. Find the script to use by clicking on the Browse..
button.

14. The previous path will open, where the file created at the beginning of the procedure

will be. Double-click on it or select it and click the Open button.

15. Once the file is selected, select 0k to close the dialog. The file will appear in the

configuration modal window.
16. Select oK to close this window. You'll return to the group policy editor. This window

can be closed.

17. Find the organization branch within the domain controller that contains the devices
where you want to install FlexxAgent. Select the branch and right-click on it. Select

Link an Existing GPO.

|3 Group Policy Management Comput
W _-é._ Forest: AzureLabDomain.com Linked Gr
v £ Domains -

v F3 AzureLabDomain.com
@ + COMPUTER Set Time Settings on all Domain Members v1.0 Lo

@i Default Demain Pelicy o

» 2| Domain Controllers

hd : b

) e Create a GPO in this domain, and Link it here...

» (2] Users Link an Existing GPO...

» [ 5t Group Policy O Block Inheritance
s [ WMI Filters
% _ﬁ Starter PN

Group Policy Update...

18. A selection dialog will appear where the previously created policy will be selected.

Once selected, click OK.

Verification

To validate the installation of FlexxAgent on a domain computer, it's necessary to restart at

least one of the devices within it so that the group policy takes effect.
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After the restart, you should access the Event Viewer, in the Application Log section, where
you can check the events generated during the installation and the first execution of
FlexxAgent.

@ Event Properties - Event 11707, Msilnstaller *

General Details

Product: FlexxAgent -- Installation completed successfully.

Leg Mame: Application

Source: Msilnstaller Logged: 2/12/2024 2:22:33 PM ¥
Event 1D: 11707 Task Category: Mone

Lewvel: Information Keywords: Classic

Uzer SYSTEM Computer: W10-22H2-5U-0.AzureLabDomain

OpCode: Info

More Information:  Event Log Online Help

Copy Close

After a few minutes, you will see the new device registered in the Workspaces module and
in the Workspaces view of the Portal.
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The installation log can be seen in detail in the file

C:\Windows\Temp\FlexxAgentInstallation.log.

Fmaabgmat s

B woing

Whdia Type
iYL QAR

| Fles Agentirstallaban.log - Notepad

Fle Edit Format

034-p2-12
2Rr4-g2-12
2024-82-12
2024-82-12
2834-82-12
2824-82-12
2B14-82-12
2834-82-12
2p34-82-12
2pr4-82-12
2pr4-82-12
2034-82-12
2px4-82-12
pr4-82-12
0r4-82-12
20r4-82-12
0x4-82-12
rata-ga-12
rara-g2-12
2024-82-12
20r4-82-12
or-g2-12
2034-82-12
20k-82-12
2024-92-12
203-82-12
20k4-92-12
2024-82-12
2034-92-12
034-p2-12
2Rr4-g2-12
2024-82-12
2024-82-12
2834-82-12
2824-82-12
2B14-82-12
2034-82-12

14:1%:55
14:1%:59
14:1%:59
59
59
159
159

prbhhkEhbbnbE

EERERRRRRER
FEEESESS88800008b000E

EEEEEEEERZEEEEZEER

Wiew Hep
14:1%:54 - Flexxfgent wersion:

installer

Required free space is 589 MB and current free space i1s 95bbb.328125 M3
Path of current execution: \\azurelabdc\Software\Flexsdgent-Installer

Configuration file path: ‘hazurelabdc\Software\Flexxigent-InstallertFlexxfgent-Lonfiguration. conf

harurelabdohSoftwarehF lexxdgent - Installer Flexsdgent - Installer . exe
Preparing temp folder...

Getting 05 data...

Windows version: 18.8.19345

Windows 05: Microsoft Windows 18 Enterprize

05 Architecture: 64-bit

0% language: 1833

Portable 05 system: False

Total memory: BI88148

Total logical processors: 2

Temporary folder: C:\Windows\TempiFlexxibleIT

Checking .Net Framework version

Checking 05 architecture

Gd-bit

Logen server;

Detecting if Flexwfigent is already installed

Flexxiigent is not installed

Conflguring TLS 1.2 connection

Flexxiigent online installation

Dewnloading file

Conflguring Fleooigent communications...

Provided proxy configuration is not persistent for Flemwigent service
Configuring Flexccdnalyzer...

Uncomgressing install package...

Attempted to Install Flexddgent verslon: B23.006.000.001
Package detected version: @23.0906.088.001

Flexxfgent status: uninstalled

Installing Flexsfgent...

M5 file: CiVWindows\Temp'FlexxiblelTyFlaxsfgent Setup.msi
Log file installation: C:\WindowshTemp\FlexziblelT\FlexcigentInstallation. log
Installation completed.

Process completed.

Ln 38, Call 0% Windwas [CRLF)
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FlexxAgent / Guides / Deploy FlexxAgent
with Microsoft Intune

FlexxAgent can be deployed using Microsoft Intune. Before doing it, you need to check

that you have the following requirements:

¢ Microsoft Windows 10 version 1607 or later

e The devices must be enrolled in Intune and added to the active directory in one of the
following configurations:
o Registered in Azure Entra ID (especially in Bring your own device

environments)
o Joined to Azure Entra ID (also known as Joined device)
o Associated with a hybrid environment (AD / Azure Entra ID)

e The Microsoft Win32 Content Prep Tool is required.

It is recommended to have the 'offline' installation package of FlexxAgent; that way,

you will have all the files necessary for installation from Intune itself.

Once you have the installation package and the previous requirements, the procedure to

install the agent using Intune is as follows:

1. Unzip the installation package to some folder. You will see the files:

Local Disk (C:) » Temp > FlexxAgent-Installer > v O Search Fle
A Name Date modified Type
; FlexxAgent.zip 20/03/2023 14:32 Compressed (zipp...
F FlexxAgent-Configuration.conf 20/03/2023 14:32 CONF File
E FlexxAgent-Installer.exe 20/03/2023 14:32 Application

2. Download the Microsoft Win32 Prep Tool. For more information, see Prepare a

Win32 app to be uploaded to Microsoft Intune.

3. Create an empty folder; for example: C:\Temp\FlexxAgent-Installer-output.
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4. Create the FlexxAgent installation package (in this example, it was extracted to

C:\Temp\FlexxAgent-Installer). And convert it into an Intune package using the

IntuneWinAppUtil.exe tool (Microsoft Win32 Content Prep Tool).

EX Administrator Windows PowerShell - ] -

5. Confirm that the package has been created correctly.

Local Disk (C:) » Temp » FlexxAgent-Installer-output v O Search FlexxAgent-Insta
T
g Name Date modified Type Size
|_| FlexxAgent-Installer.intunewin 20/03/2023 14:43 INTUNEWIN File 1.475KB

6. The created package is used to deploy an application within Intune.

7. Go to the Intune admin center.

8. Select Apps and then A1l Apps.
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9. Select + Add and choose Windows app (Win32) for the application type.

Select app type X
Create app

App type

I Windows app (Win32) e |

Windows app (Win32)
Add a custom or in-house Win32-based app. Upload the app's installation file in Jntunewin
format.

Learn more about Win32-based apps

Validate your applications using Test Base for Microsoft 365

Test Base is a cloud validation service that allows you to easily onboard your applications
through the Azure portal. You can quickly view deep insights including test results
performance metrics, and crazsh/hang signals. Through a Microsoft managed environment, you
can gain access to world-class intelligence about the performance and reliability of your
applications.

Get started on Test Base

10. On the application information tab, click Select app package file and browse for
the previously created package (in this example, it's in the folder C:\Temp\FlexxAgent-

Installer-output).
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App package file X

App package file * @
"FlexxAgent-Installer.intunewin®

Name: FlexxAgent-installer.exe
Platform: Windows

Size: 40.5 MiB

MAM Enabled: Mo

11. On the application information tab, enter the information for FlexxAgent.

o Name: FlexxAgent-Installer standalone
o Publisher: Flexxible

o App version: This information is provided in the file properties of FlexxAgent-

Installer.exe.
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Caloct file * (D) FAexzagent-installerintunewin
Mame™® (0 Flef-:mge"l-ln5faller standalone
Description ® () FlexcAgent-installer,eue
Ediit Description
Publisher * (T | Flesible
App Version (I | 23.3.00
Category @ 0 selected "
Show this as a featured app in the wes “
Company Portal
Information URL 1) | Enter 3 valid ur
Privacy URL (i} Enter 3 valid wr
Developer 2
Cwner (D)
MWotes ()
Loge @ Select image

12. On the Program tab, you need to include information about the install command,

uninstall command, and other data.

o Install command: FlexxAgent-Installer.exe

Note: If necessary, proxy values could be entered in this command.

o Uninstall command:
%ProgramFiles%\Flexxible\FlexxAgent\VDIServiceUpdater.exe /uninstall
"C:\Program Files\Flexxible\FlexxAgent\FlexxAgent.exe" /quiet

Note: Double quotes are mandatory.

o |nstall behavior: System

o Device restart behavior: No specific action
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@ Appinformation € Program

Specify the commands to matall and uninstall this app:

Install command = O [ FlenxAgent-ingtalierene -
Uninstall command * (D) | sProgram#ibes s \Fleomble Fleoclgenn VDI Senacel pdaterexe uninstall “Cyro...
Install behavior (0 I e

Device restart behawior (5 | Mo ipecific action W

Specily retum oodes 1o ndicale post-irstallation behavior:

Beturn code Code type

[0 | | sworess v | @
10T | SLCOEES w | E]
o | [ soft reboot v @

[M1841 | | Hiand reboot v | @

(o | ey ‘@

+ Agd

13. On the Requirements tab, you need to include information about the operating

system architecture:

o Operating system architecture: 64-bit

o Minimum operating system: Select according to the version used in the current

installation (device fleet). For example, the minimum: Windows 10 1607.
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0 App information 0 Program o Requirements 4 ) Detection rules 5 | Dependencies 6 ) Superseder

Specify the requirements that devices must meet before the app is installed:

Operating system architecture * () | 54-bit R |

Minimum operating system * (O | Windows 10 1607 e |

Disk space required (MB) & | |

Physical memory required (MB) & l J

Minimum number of logical processors | |
required (@

Minimum CPU speed reguired (MHzZ) @ | |

Configure additional requirement rules

Type Path/Script

Mo requirements are specified.

+ Add

14. On the Detection Rules tab, select Manually configure detection rules and

click on the link +Add . In the rule you are going to create, fill in the following fields:

(o]

Rule type: File

(o]

Path: %ProgramFiles% \Flexxible\FlexxAgent

(o]

File or folder: FlexxAgent.exe

[e]

Detection method: File or folder exists

o

Associated with a 32-bit app on 64-bit clients: No
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Detection rule

Create a rule that indicates the presence of the app.

Rule type (&

Path* (O
File or folder * &

Detection method * @O

Associated with a 32-bit app (_ Yas

on 64-bit clients (@
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X
| File v |
| %ProgramFiles%\Flexxible\Flexxagent |
’ FlexxAgent.exe |
| File or folder exists e |

15. On the Assignments tab, create an Azure Entra ID security group containing the

devices on which this package is to be installed.

Assignments  Beview + save

0 drey Wind2 spp depliyed using Intune wil not be ssamatally removed frorm the dence when the devioe i3 resred The apw and the dats % comsaird wil neman oo the devce. B the age o net remced pror 1o retining the dence. e end wser wll need to

B explid it SCON B e SEiCe 10 TEmave B 5P

Required &
Group mode Group Filter mode
() inctudes ARA-Fleagent-installer.. None

= add group (O + Add a8 uses () + Acd ol devaces (O

Available for enrolied devices

Group mods Grosp

o ugnmanty

+ Add group (@ + Add o users @ + Add all devices

Uninstall ©

Group mode Group Filter mode
NO ssignmants

» Add group (0 = Add ol users () » Add all devces

Filter End user notifications  Availabality
Shew all toast
None . &3 5000 a5 possible A3 $00n a5 possible
possi possi
Filtesr Endl usar notificatians Aailutsliny
Filter End user notifications  Availability

Inilalateon deadine Restart grace period Delivery optimizatio .,

Contert downicad m

Dusabled
backaround

Rostart grace period  Delivery optimazatie...

Instalation deadine  Restart grace pericdl  Delivery optimzatio...

16. At this point, make sure to select the appropriate notification for the end user.
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Edit assignment X

>'< Remaoye

Assignment settings

ired. The app and the data it containg w Mode Included RS-
App settings
End user notifications ] Show all toast notifications e
End user notifications  Awvailabi "{_;
Shaw all toast Delivery cptimization prigrity | Content download in background s
! : As so0n
naotifications

ﬂ This application will be available as soon as it has been deployed, unless you specify an
weailability tirne below. If this is a required application, you may specify the installation
deadline

End user notificati
Time zone Dewvice time zone

App availability As s0ON as possible o

App installation deadline AL SO0N a5 possible e

17.Click on +Add all devices so that it is deployed on all devices enrolled in Intune.

18. Once you click Review+Create, the deployment will begin. You need to allow at least

one hour for it to take effect and complete.

i Microsoft Intune Management Extension

Microsoft Intune software distribution

nt-Installer standalone was installed

Microsoft Intune software distribution
| | nd installin -
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FlexxAgent / Guides / Deploy FlexxAgent
for Android with Microsoft Intune

To deploy FlexxAgent on Android devices with Microsoft Intune, the latter must have an
active connection with Android Enterprise. The linkage should be established by following

this procedure.

Activate app visibility in Google Play

Flexxible will provide access to FlexxAgent in the Managed Google Play console, along
with the necessary configuration data. For this, the client must provide Flexxible with the

Name and ID of their Managed Google Play.

App configuration in Microsoft Intune

1. Select the app and sync it:

Select app type X

Create app

App type
Select app type W

Store app

Android store app
Managed Google Play app
Other

Web link

Built-In app
Line-of-business app

Android Enterprise system app
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Home > Apps | Android » Android | Android apps >

Managed Google Play

Q sync e
€« l Search ‘“

B

o FlexxAgent

Flexxible

+" { APPROVED

Unrated

& This app offers managed configuration
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@ This app is only available in certain countries

Select

FlexxAgent is the Flexxible solution's local component, responsible for collecting information about
the devices and applications, and sending it to the service's web consoles.

2. FlexxAgent will appear in the app list:

Heme > Apps | Androwd

i Android | Android apps

O Search | + add O mretresh T Fimer & Bpont =Z Columes

B Android apps Filters appiiect: Platform App type
i fleriage
Name 1. Type Status
Flexagent Nanaged Google Play prvate app

3. Configure the app:
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Home » Apps | Android Android | Android apps FlexxAgent | Properties

Edit application

Managed Google Play private app

App information Review + save
Mame (O Flexxagent

-

Description (0 FlexxAgent es el componente local de la sc

Publisher (O
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Appstore URL (@

| hitps://play.google.com/work/apps/details?id=com.flexdble flexxagent.appée... ﬁ|

Logo mange

Available licenses

Total icenses

Asgnments  Beebe © Live

Bcreirgas - sk Dt

Configuration policy management

Managing a configuration policy in Microsoft Intune will send the necessary data for the

proper functioning of FlexxAgent.
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Home > Apps | App configuration pohces > Properties >

Edit app configuration policy

._luiu Z) Review + save

Name * I _ P W

Description

Device enroliment type | Managed devices v
Platiorm O | Android Enterprise v
profile Type O [ All profile Types v]
Targeted app * ©
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Home » Appi | App configuration policed > | Propertses >

Edit app configuration policy

Mot configuied

Configuration Settings
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Configuration tettings format ) 'I..Hlm'lﬁgumaduw

Use the /SON editor to configure the drsabled configurateon keys.

[ oAdd |
Configuration key

o7 Hub Name

3

Serace Bus CONNECTION §...
Serade Bus Queus Mame
Device Connection String
Reporting Group

Sagnad-wn users emad a...

Sagned-in users doman .
Farst part (pant before &).-
Device's derectony 1D
Device's senal number
Asset ID asugred o 3 4.
Location assigned to 3 d..
Ernaronement

$333331333%111

Connected apps

Enable users 1o comect ths app acress (D

Configuration value Description

Mot configured

e

the work and personal profiles O

Q@ NFo

For more information about FlexxAgent for Android, please refer to its documentation.
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Analyzer

Analyzer is a comprehensive solution for managing the digital experience (DeX),
responsible for collecting analytical data from devices and evaluating application

performance.

Fle>ccaMALYZER 7 Q WemmEuope @

APPCATALOG & DLAGMOSIE GREEN IT USER EXPERIENCE WORKSPACES
INVENTORY

ooao 'y O R
0oo o\ a7 (A A
Shaw less (6] -~
APF GROUPS APPS VERSION POLLS USERS USERS GROUPS
00
— e ra)
J [ F r eS| 0
- : 80
L

Included tools

With Analyzer, you can have a series of tools that allow you to perform a thorough analysis

of user experience, both individually and organizationally.

It also collects information about paper printing and the organization's carbon footprint, as

well as cataloging and inventorying installed applications.

It allows conducting surveys to obtain a subjective evaluation of users' perception, as well
as detailed diagnostics of resources consumed per user session or per application in each

session.

Tools included in Analyzer:
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¢ App Catalog & Inventory. Offers an inventory of applications and their versions within

the organization.

¢ Diagnosis. Enables a diagnostic view and allows you to see the details of resource and

application usage by devices in configurable time slots.

e Green IT. Allows evaluating the carbon footprint generated by printing and the

electrical consumption of devices and their peripherals.

» User experience. Helps detect and solve problems by analyzing device performance

and user sentiment.

* Workspaces. Offers an inventory view of the devices and collects information on

detected issues.
* App Groups. Allows creating groups of applications for joint analysis.

* Apps version. Offers a condensed view of the applications with more versions over

time.

¢ Polls. Allows configuring the sending of surveys to capture user sentiment and use
this data to build the experience index (UXI).

¢ Users. Contains information on the detected users and for each one details the

applications and devices used historically.

* User Groups. Allows creating groups of users.

Web Interface

List Views
List views allow filtering and selecting items in the different options of the module.

Results will appear in a list format, where you can make use of filters or navigate between

different result pages.
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When an item is selected from the list view, you access the detail view, which allows

consulting data of the selected item in more depth.

FlexccANALYZER
% Back to Previous Page

APP CATALQOG & INVENTORY APP DETAILS

@ Microsoft PowerPoint

Froduct Name Cacegory Exe File
Micrasaft PowerFont Commencial - powarpnLEse
App Groups Product Cwners

M Mecessary KL Produchiy

Erd

Versions History

Warkspaces History

Users Histary

Usage History Last 60 Days

Waorkspaces Without Usage In The Last 30 Days

Search options

a5

From any of the list views, you can access search options that allow locating a record

within all results offered in the list.

Column filter
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List views contain a series of filters with several logical operators (also known as boolean

operators) that allow comparing values, depending on the information shown in the

column.
Avg GPU R Max GPU
@LES -
1 =
0% 0%
0% 0%
B o Max GPU
0% 0%
Equals -
0% 0% [k
Equals
0% 0% Nt equal
_ Le==than r
0% 0% 1
Le== than or eguals
0% 0% ¥ Grester than
_ Greater thanor eguals
1% 52% 1

In range

Logical operators that can be operated with:

Condition Caption

The condition for filtering results must be equal to the value
Equal to

stated.

The condition for filtering results must be different from the value
Not equal to

stated.

The condition for filtering results must be greater than the value

stated.

Greater than

The condition for filtering results must be less than the value
stated.

Less than
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Condition Caption

Greater or equal The condition for filtering results must be greater than or equal to

to the value stated.

The condition for filtering results must be less than or equal to the
Less or equal to
value stated.

The condition for filtering results must be between the values
In range

stated.
Start with The condition for filtering results must start with the value stated.
End with The condition for filtering results must end with the value stated.

Page navigation

At the bottom of any list view is the page navigator. It's useful for navigating between

pages of results.
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Analyzer / App Catalog & Inventory

From App Catalog & Inventory you can see a list of all applications that have been
discovered by FlexxAgent. At the top, next to a dropdown menu, there is a search bar that

filters categories and application groups.

heeratps

Azure MO dmnegcrd sEagrrzens

Susmatric Freibmess Heat

List view
In the list view you can see the following information:

¢ Product Name

¢ Application unique identifier

e Operating system for which the application is designed

* Number and percentage of devices running the application

e Users and percentage out of total who have run it

e Number of versions

e Date of last record where activity of this application was found
e Discovery date

e Category

e Application group

¢ Average and maximum values on CPU, RAM, GPU and IOPS usage

Detail view

When accessing the desired application, it is possible to see more specific information and

assign Product Owners to the application.
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APP CATALOG & INVENTORY APP DETAILS

@ Microsoft PowerPoint

Froduct Name Categary

Micrasaf PowerPomni Crmmencial

App GrOURS
B Mecaszary -Q- Producty

verslons History

Workspaces History

Users History

Usage History Last 60 Days

Workspaces Without Usage In The Last 30 Days

The fields Product Name, Category

Version History

application. Here you can check:

Workspaces history

contains:

Device Name
e Reported version

e Report date
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* Image. Version architecture type (32 or 64 bits).
e Discovery Date. Date of first record of this version.

¢ Last Report. Date of the last recorded report.
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o5

or App Groups, at the top of the list view, can be

edited, and saved through the Save changes sliding button on the right side.

From Version History you can access the different registered versions of the selected

¢ Product Version. The registered version or versions of the product.

It provides details of the recent usage of the application on devices, each application
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Users History
It provides details of recent user usage, each application contains:

e Username
e Reported version

* Report date

Usage History Last 60 Days

From this section, you can see a list of different user sessions that have used the selected

application during the last 60 days, it contains:

¢ Username. User session where the execution of this application was recorded.
e Workspace. Device where the execution of this application was recorded.

¢ Days. Number of days, within the last 60, the application was detected running in this

user session.

e Last Report. Date of the last recorded report in the user session.

Workspaces without usage in the last 30 days

This list shows the devices that have the application installed but have had no usage in the

last 30 days, which helps identify opportunities for license optimization. Includes:

¢ Device Name
¢ |nstallation date

¢ Last detection report
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Analyzer / Diagnosis

From Diagnosis, you can perform a detailed analysis of a device's resource consumption,

as well as the applications and processes used in the user's session.

o
FlE30C AMALYZER 9 vt @

L] DESKTOR - B 0702 - HP4-07-08

RAM i Rkl
o 78

GPU
e e

Metwork Latency

Web Interface

The Diagnosis dropdown menu allows searching for a device and the user's session you
want to analyze. If you start typing a username, the dropdown menu will filter to show only

devices that match that name.
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[ DESKTOP. ~

( Q desl-:b:ud )()

DESKTOR-

o

DESKTOP-
C DESKTOP-
DESKTOP-
U DESKTOP-
DESKTOR-
DESKTOP-
DESKTOP-

DESKTOP-

It's possible to select a one-week date range for the analysis; by default, data from the last
seven days will be shown, although you can select a custom period by clicking the

dropdown list. Only the devices used in the selected period will appear.

When you want to explore a different time span, the calendar will mark the days the device

wasn't used with a lighter color.

F] 2024-02-15 - 2024-02-21 Q]

February 2024 L4

P
i
B
—
LA
(53]
)

@
o
=

ral

Once the selections are made, the resource consumption information for the selected

period, device, and user will be displayed.

Timeframe selection
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Once the device, user, and dates on which you want to see the data analysis are selected,

a chart will appear at the top, with a six-hour zoom window.

You can drag and drop the selection area on the chart to view the resource consumption

data for a more specific period.

You can also click on a point on the chart to see the resource consumption data for that
specific moment without manually dragging the selection area. The rest of the page data

will reflect the selected period, device, and user.

Resource consumption charts

After placing the time window at the exact point that needs to be analyzed, five resource
consumption charts will be displayed at the bottom area: CPU, RAM, GPU, Network
Latency, and Disk Usage. Each chart will show six hours corresponding to the selection

area in the timeline chart.

Fle>oCANALYZER ® 9 ~
DIAGNOSIS

O PC-pat im0 L v () Last 7 days v

1

iy NEECL)

2024-02-23 2024-02-24 2024-02-25 2024-02-26 202402-27 2024-02-28)

CPU % CPU v

D 10:00 11:00 12:00 13:00 1400 o002 2615610 0

______________

0%

RAM % RAM v

¢ 7 ’ ¢ "
o 10:00 11:00 12:00 13:00 V0D | —— 0

Max Ag
INEENN N LA L L __51% 51% B

P v v
B 10:00 11:00 12:00 13:00 1400 | 00100 2615410 0

Max  Avz

The charts show the total resources consumed by the device. If more than one user was
using the device during that period, the charts will show the resources consumed by all

users.
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Hovering over any of the charts will display a box with the resource consumption for that
specific moment. You can click on any point of any of the charts to see which applications
and processes were running at that specific moment; by default, the most recent data for

the selected period will be displayed.

Performance Counters

Each counter on the screen includes several display options.

CPU

* % CPU. Total CPU usage on the system, equivalent to what the task manager shows.

* % User Time. Percentage of CPU time used by applications and processes running in
user mode.

* % Privileged time. Percentage of CPU time used by the operating system and system
services in privileged mode.

* % Processor time. Total CPU time used in all system processes and activities.

RAM

* % RAM. Total memory usage on the system, equivalent to what the task manager
shows.
¢ Available RAM. Amount of free memory in the system to run new applications without

causing performance issues.

e Committed MB. Amount of virtual memory actively used by running processes and

applications.

GPU

* % utilization. Total GPU usage on the system, equivalent to what the task manager

shows.

Network Latency
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* Network Latency. Shows the system latencies.

Disk Usage

* Total IOPS. Total IOPS (input/output operations per second) generated by applications
and processes on the disk.

* IOPS read per second. Sum of all read IOPS, per second.

* IOPS write per second. Sum of all write IOPS, per second.

Applications and Processes Tables

At the bottom, you will find the application and process tables, which show all the
applications and processes that the user had running on that device at the time marked

with the time frame selection.

For each application, the name, the executable, and the resources it consumed are shown.

Apps <

q,

Hame Process Hame B TP e RAM Mg GPU g Tata, g Bead., Poeg irit Max Mermork Latency ¥

E! Configuracion 0 b
W Micresedt Calo 0% L
e [rr—— - e [ LS
e e oo huout A
ﬂ Microsaft Dutiaak = ™ A
ofj  Microsoft Tesms (w ms-tearm ] o kS
W Microssdt MedinPl m . medis pl n s
ﬂ Wisual Svadic Cod [} 5 ol t ES
Windows_ DM _vE1 1 A

You can filter the table results using the search bar at the top of each one. You can also

sort the results by clicking any of the columns in the table.

If you select a point on the chart to see the resource consumption data for a specific
moment, the tables will automatically sort to show first the programs that consumed the

most resources in the selected chart.
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Analyzer / Carbon footprint analysis

Green IT is an approach that aims to minimize the environmental impact of information and
communication technologies. One of the areas where it can make a significant difference

is in the management and optimization of resource usage, such as energy and paper.

This Analyzer option presents a series of metrics and data related to paper printing and
the electrical consumption of devices and their peripherals, which are essential for

understanding and improving energy efficiency and sustainability in the work environment.

Web Interface

This dashboard view is divided into three tabs:

* Overview. Unified data of the entire carbon footprint generated.

¢ Printed copies. Shows information about monthly prints in the organization, in black
and white or color, as well as metrics of the users and printers generating the most

prints.

¢ Energy. Shows energy consumption generated by the use of devices and their

peripherals, as well as data on radioactive waste resulting from energy generation.

@® INFO

Carbon footprint data for electrical consumption and printing are only recorded for

physical devices, not for virtual ones.

Overview
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FIE>CCAMALYZER a

Gvarview adl cogie sry [ Rt er musics |

’ Carbon Feotprint Tips
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Configure a power-saving policy in all woekspaces to anter into desp made or hibernation when not in use 1o shorm peried of imes

carben foatprint of ardinary activities
A trave] by an average fossd-fusled car between Madrid and Barcelana [525,8km) equals to 68 kgCO2e

Tetal carbon featprint in July 2024 Carbon foclprint in 2024

1 8, 73 kg CO2e ~* 109,58%

Frinted copics carbon footprint in July 2024 2

6 ,97 kg CO2e »2 4539%

Energy carbon footprint in July 2024

1 1 ,76 kg CO2e ~* 181,52%

The overview view groups the collected data regarding both energy consumption and

prints, to show monthly information.
Data contained in the view (current month):

e Total generated carbon footprint

e Carbon footprint generated by prints

e Carbon footprint generated by electrical consumption

¢ Amount of radioactive waste generated in the current month

¢ Graphical view of the monthly evolution of the generated carbon footprint

Printed copies

The adoption of Green IT practices for the management and optimization of resource
usage in the field of printing involves taking measures that lead to a reduction in paper and

energy consumption, as well as the carbon footprint associated with printing devices.

This section presents a dashboard view with information about the prints made and the

carbon footprint generated by this activity.

The carbon footprint of the printed copies is calculated using the following estimates:
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e 10 g of CO2e per A4 black and white copy
¢ 15 g of CO2e per A4 color copy

FIE3OCAMALYIER il

Carben footprint of ordinary activities
& direct flight MAD-ECH equals o 138 kgfoZe

Total printed copies in July 2024 Printed copics in 2024

599 ..

Equivalent carbon foatprint Awcrage copics por user

6 r 97 kg CO2e 7 45,39% 5_' 5 coples ~* 79,35%

Tep printed copies by printer Top printed copies by usar

» Total printed copies in [current month]. Displays short-term paper usage trends. Helps
identify areas of intensive use, as well as opportunities to reduce the number of prints

or promote duplex printing.

e Equivalent carbon footprint. Provides a direct idea of the environmental impact of
printing activities. It can motivate the adoption of policies to reduce the carbon

footprint, such as digitizing documents and implementing paperless initiatives.

* Top printed copies by printer. View of printers sorted by the number of prints in the

current month.

* Printed copies in [Current year]. View of the total black and white and color prints

made month by month during the current year.
* Average copies per user. Average prints per user in the current month.

* Top printed copies by user. List of users sorted by the number of prints during the

current month.

Energy
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FIE>CCAMALYZER a

Carbon footprint of ardinary activities
A direct flight MAD-BCN equals to 139 kgtoze

Total energy radiaactive material in july 2024 Radivactive material per day in july 2024

60,21, . s

Avarage radloactive materlal par workspace In July 2024

1 '04gCOZE A 190,45%

Top workspaces by uptime

The carbon footprint of energy consumption is calculated by multiplying the energy
consumption of the device, showing the average kgCO2e per kWh in Spain, which is 0.1
kgCO2e/kWh.

The radioactive material from energy is calculated by multiplying the device's energy
consumption and is shown with the average kgCO2e per kWh in Spain, which is 0.512
g/kWh.

This section presents a dashboard view with information about the carbon footprint and

radioactive waste generated by the electric consumption of the devices.

Using the selector on the top right, it is possible to select the view of radioactive material

or generated carbon footprint.
Radioactive material

* Total energy radioactive material in [Current month]. Shows the total grams of
radioactive material generated during the current month.

» Average radioactive material per workspace in [Current month]. Shows the average

radioactive material per workstation in the current month.

* Radioactive material per day in [Current month]. Graph estimating grams of

radioactive waste generated in the current month.
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Top workspaces by uptime. Top 10 devices by uptime in the current month.
Top workspaces by inactive time. Top 10 devices by inactive time in the current month.

Top workspaces by radioactive material generated. Top 10 devices generating the
most radioactive material. Radioactive material calculations are made using the
averages of CPU and screen consumption by the average radioactive material
generated per kWh in Spain (0.512 g).

Top workspaces by inactive time and radioactive material generated. Top 10 devices
generating the most radioactive material while inactive. Calculated using the averages
of CPU and screen by the average radioactive material generated per kWh in Spain
(0512 g).
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Analyzer / User experience

In an organization, user experience measures how employees interact with the digital
ecosystem of their organization. This includes evaluating the performance of the hardware

and software they use in their workday, as well as their emotional perception.

@ .
Fle>ccANALYZER o e
USER EXPERIEMCE

UXI Average Tendency R Tatal users evaluated |: Total warkspaces

321 Megative 138 233

oll UXI Average }l UXI Tendency

30
2: l l I I
I: .

1 F 3 4 5

Basic concepts

Analyzer builds the UXI (user experience indicator) based on the weighting of two others:
e Workspace Reliability Index (WRI)

e User sentiment

Workspace Reliability Index (WRI)

The Workspace Reliability Index, or device reliability indicator, allows for an objective
performance score for a device based on the collection and analysis of detected issues.
Multiple indicators are considered which, if certain issues arise in devices, reduce the

score from an initial 5-star rating. These metrics include:
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Indicator

HIGH_CPU

HIGH_RAM

BSOD

APP_CRASHES

APP_HANGS

TEAMS_PROBLEMS

PNP_ERRORS

WIFI_SIGNAL

LOGIN_DURATION

UPTIME

Severity

MEDIUM

MEDIUM

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

HIGH

LOW
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Threshold

Above 80% for
more than 5

minutes

Above 80% for
more than 5

minutes

Presence of a
BSOD (blue screen)

Presence of

application crashes

Application crashes

presence

Detected problems

in Microsoft Teams

Detected

peripheral errors

Signal below 40%
for 10 minutes

More than 60

seconds

More than 15 days
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Recurrence

5 min

5 min

Once per

day

Once per

day

Once per

day

Once per

day

5 min

5 min

Once per

day

Once per

day
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Indicator

RESTART_PENDING

CRITICAL_EVENTLOG

uiD

LOW_STORAGE

MULTIPLE_EVENTLOGS_ERRORS

UNAVAILABLE

RAM_UNDER_MINIMUM

WINDOWS_UPDATES_POOLED

Severity

LOW

HIGH

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM

MEDIUM
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Threshold

More than one day

Presence of critical
events in the event

viewer

High system
response rate
(greater than 350

ms)

500 MB

More than 50
errors generated in
the event log in the

last hour

Session unavailable
for more than 5

minutes

Less than 1 GB of
free memory for

120 minutes

Windows Update
service running on

pooled machine
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Recurrence

Once per

day

Once per

day

5 min

Once per

day

Once per

day

5 min

5 min

5 min
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Indicator Severity Threshold Recurrence

Boot duration
BOOT_DURATION HIGH longer than 90

seconds

Once per

day

Where each severity deducts the following score from the initial 5-star rating.

Severity  Penalty
HIGH 0.2
MEDIUM 0016

LOW 0008
User surveys

User sentiment is captured through surveys. And the way to respond is by providing a

satisfaction rating based on a score between O and 5 stars.
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FlexxEmployee UX Experience

CA: Com ha anat la setmana amb el PC i I'escriptori virtual? | EN: How was your
experience with your computer and virtual desktop this week?

WWWWW

Please, click on a star to send your answer to this poll [k

G Snooze
This question will appear again in one hour

Decline to answer

No response will be collec

a Answer anonymously
our answer will be collected but it will not be linked

Web Interface

The dashboard view of the 'User Experience' section consists of the average information

of all devices and users in the organization; it is calculated daily.

Global view
The global numbers are offered at the top.

* UXI Average. Indicator of average experience for the entire organization. It can range
from O to 5.

¢ Tendency. Indicator that based on the evolution of the UXI average shows whether the

tendency is positive or negative.
* Total users evaluated. Total number of users evaluated.

¢ Total workspaces. Total number of devices evaluated.
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N MNegative
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Two charts are also included:
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R Total users evaluated |-- Total workspaces

138 233

FEG&1 FEB 1118 FZB 1825

LixI SCORE

e UXI Average. Shows the distribution of users by UXI level, along with the organizational

average.

¢ UXI Tendency. Shows the temporal evolution of the UXI for the last month.

At the bottom of the screen, by clicking on a user, individual cases can be evaluated. You

can also see tables containing information about users who require attention due to
sudden variations of this indicator or a very low score.

Individual view

This view provides the user data under analysis, including:
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Fle>ocANALYZER Q ¢
, Back to Previous Page
USER EXPERIENCE / UXI DETAILS

ISERMAME LAST REPORT

— e e 15/07/2024 13:35:49

Xl
3.55

id - Tendency
Lo SCORE 4.04 & Positive

Total workspaces

U

E Total poll answers processed
3

e Username. Username reported in the user's session.
e Last report. Date of the last report received for this user.
e UXI Average. Experience indicator for the user; can range between O and 5.

¢ Tendency. Indicator that, based on the evolution of the user's UXI average, shows

whether the user's trend is positive or negative.
* Total workspaces. Number of devices the user has worked on.

» Total poll answers processed. Number of surveys the user has responded to and are

considered in this evaluation.
At the bottom of the screen, detailed information is included in a table format.

e Polls in the last 30 days. Surveys answered by the user in the last 30 days. The detall
of this view offers the user's survey scores compared to the organization's average for

the same period.

* Workspaces in the last 30 days. Provides a table containing all devices the user
worked on in the last 30 days, as well as the number of times worked on each, the

operating system, and the WRI indicator for each.

* Issues in the last 30 days. Shows the list of problems detected on the devices used by

the user in the last 30 days, along with the date and score each had.
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Analyzer [ Workspaces in Analyzer

The list view of Workspaces provides global information about the device environment. It
shows through a table the names of the monitored devices, their session status, domain,
operating system, connected IP address, and other technical data such as CPU, RAM,

IOPS usage per device, and the installed version of FlexxAgent.

Fle>ocaANALYZER 07 Q wesmemEuwcpe (D

i

WORKSPACES

i e
H

e &

@

Name Seszion Status Last Uzer Comain o5 P Ussge Days Le

0O oo o

0O a o

a a

Above the table, there is a chart indicating key quantities: number of monitored devices,
registered domains, and operating systems detected on the network. And also a search

field, so that the user can easily find the device of their interest.
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WORKSPACES

= 20/ ©) 20

Total Total Domains Operating System

Workspace detail

To access more precise data of a device, you must click on it in the table. Next, the user

will see the following information:

Field Data
Name Text string containing the hostname
Last User Last user who used the device
Last Report Date of the last report sent by FlexxAgent
Domain Domain of which the device is a part
LogonServer Server that authenticates the user when logging in
Vendor Device manufacturer
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Field

Operating System

System Model

System SKU

System Type

IP

Processor

Total Workspaces Memory

WRI

Ram Usage

CPU Usage

CPU Usage

GPU Usage

IOPS Usage

FlexxAgent Analyzer Version

25.12 / FXXOne Documentation / FXXOne

Data

Device operating system

Device model

Manufacturer SKU identifier

System type, defines the system architecture

Device IP address

Commercial name of the processor

Total memory present in the system

Workspace reliability index of the device

Percentage of RAM used

Percentage of processor used

Processor usage in MHz

Percentage of GPU usage

Average IOPS of the disk

Running version of FlexxAgent Analyzer

Copyright © 2024 Flexxible. Todos los derechos reservados. Pagina 183 / 652



25.12 / FXXOne Documentation / FXXOne

€ Back to Previous Page

WORKSPACES / WORKSPACE DETAILS

- Active 9 2 Mo
MName Last User Last Repart Domain
LoganSerar Yengor aperaling System System Mo
Dl Inc. ‘Windows 11 Pra Latitude 3520
Systiem SKL System Type P Frocessar
ag1 ubd-based PC 192.1681.5% 1ith Gan Intal(R) Core(Th) i5-1145G7 @

2.60GHZ, 8 Logical Processans)

Total Warkspace Memory wal RAM Usage CPU Usage
8GE 45% 91.9% 3E.16%
CPU Usage Mha 10FS Usage: FleuAgent Analyzer Version

216GHL 1483 2106

Disgnose workspace

Below the listing, the Diagnose workspace button allows viewing usage data for the

device, which is the same information that can be obtained in the Diagnosis section.

Device analysis

The lower part of the device detail view consists of five tables that analyze very specific

device goals:

* Displays
¢ |nstalled Apps
e Running Apps

e |ssues in the last 30 days

e Usage history

Each of these sections has its own search field to facilitate access to the information.

Displays

It contains information about the screens connected to the device, their maximum

resolution, and size. This data becomes important because the electric consumption

generated by the screens is used to estimate the carbon footprint.
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Installed Apps

Shows a list of the applications installed on the device. Also the version number, category,

installation date, application group it belongs to, and the unique identifier assigned to it. For

The information about installed applications offered by Installed Apps is collected by

FlexxAgent Analyzer when its process starts. From there, the data will be updated every 12

hours.

Running Apps

Shows a list of applications running on the device. The table indicates the name of the

process running and the average resource usage for CPU, RAM, and GPU.

The information about the running applications provided by Running Apps is collected by

FlexxAgent Analyzer every 15 seconds and sent to the console every 5 minutes.

Issues in the last 30 days

This table includes the list of alerts sent daily to Analyzer. The table reports the score

deducted from the Workspace Reliability Index for each alert found on the device.

Usage history

Contains information about the device usage history. Indicates the user or users who use

it, as well as the days they do.
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Analyzer / App Groups

App Groups offers the ability to create application groups to display aggregated data on
analysis screens.

FIe>CCANALYZER o B v abaen S0 el £
APP GROUPS
Create App Group
2@ x a|
< CRITICAL DEPARTMENTAL INSTALLATION LOW USED NECESSARY SYSTEM >
MEDIA
Critical
g E -
= @3 @ B @@ e
Credential Manage  Microsoft Manage  Microsoft OneNoti  Microsoft Window  Task Manage Microsoft Edge
credentialuibroker mme.exe onenoteexe  systemsettingsex:  taskmgr.exe msedge.exe
Users Consuming Apps In Critical v

FlexxAnalyzer 2024

At the top of the main screen, three buttons allow you to filter by user applications, system

applications, or view all. And below, each application group is represented in a tile.

Group Types

e User App Group. Groups manually created from the Create App Group button.

e System App Group. Automatically generated groups. Created by Analyzer considering

the configuration assigned in the Settings option.

e All. Includes all groups.
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Users consuming applications in the selected
group

In the Users Consuming Apps In... section, you can see which users are using that

application group.

Creating a New Application Group

When creating a new application group from Create App Group, you must specify the
name of the group and, through the Add APP button, the applications you want to add.

Group Mama

Add APP

ADD APPS *

©
0
@
@

1 1 lobe Creal s ] load | nyDesk Is & secure Clien wehexstart.e: i Ciitrix Workspac
pa adobe deskto reader_instal arydeskuninst3o T c_ui webexstart & T e ficad2.e:
— e —
0 ] A =
o ® u !
Client Connector CrashingApp Credential Manage  Cshelllavalaunche  Deepldesplexe  easeofaccessdialo,  FlexxNotification fontview.exe GNU Image Manip
crashingappexe  credentialuibroker  cshelljavalauncher easeofaccessdialo,  flexxnotification. e fontview.exe gimp-2.10.exe
e - @& - B 0 &
EM Lotus Motes/T nstaller.exe Lenowo System Up  Logl Options+ Age magnify Microsoft Manage  Microsoft Office €I Microsoft Cutlook Microsoft Paint
ninotes.exe nstaller.exe tsukernel.exe ogioptionsplus_ag magnify.exe mmcexe officeclicktorun.ex outhook.exe nspaint.exe o

Finally, to save, click on the Save changes button.
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Analyzer / App Versions

App Versions allows you to quickly and visually obtain information about the different

versions of the same application installed on the organization's devices.

Graphical view

At the top, you can see a selector for the number of days you want to evaluate. By moving

it, you can see the different versions of the registered applications, depending on the

number of days selected.

APP VERSIONS

°

1 Day 15 Days 30 Days 60 Days 90 Days 120 Days
40
30
4
2 20
E
10
0
I B N~ BN S N S . R 3 Y S F RS E DD P e IO F LS E S P LN
e & S TR S & o & @ e & & F F S & RS & & F ¥ Y & F & S PN
FES T I ET TP L S S bfi&“t{f SIS EL LSS @“@}N FFF S L
& & & & 5 [ R I e U & & & & & o R i g gty F o
& & § TP EE S & T & & @ T O 3 & R o & g TS S &
F E & & O gty & FH T S F S o
5 <& & e & A &S & & & F o &
& e & & & &£ & & 5© & A g
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The graph below the day selector shows the number of versions per application: those

with more will be at the top and those with fewer, at the bottom.

Table view
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Q,
Versions ¥
App Nama App Expcutable Tatal Versions
Microsoft Edge mzadge.exe 30
Gonoge Chrome o gxe 28
Microsoft Windows System Sattings systemsettings.exe 22
Microsoft Teams jwerk preview) MS-LEarms. exe 17
Citrix Workspace cdviewer.axe 18
Microsoft Teams 12ams. exe 16
Microsoll Word winword e 15
Task Manager taskmgr.exe 14
Mizrosoh Fdge View msadpewelview?.one 14
Microsoft Outleok outlook exe 13

At the bottom, there is a table with detailed information:

¢ Application name
e Executable name

e Number of total versions

This data facilitates the task of unifying the different application versions.
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Analyzer / Polls

Polls allow us to get the user's sentiment or perception regarding very simple questions,
trying to simplify the response mechanisms as much as possible to maximize the user

response rate.

The information gathered from the polls is processed along with the data that make up the

WRI (Workspace Reliability Index) to build the UXI dashboard (user experience indicator).

Poll Settings

Polls allows you to create, modify, and delete surveys for users, schedule their execution,

specify which users will receive them, and more options.

List view

Fle>xccANALYZER a9
POLLS DASHBOARD
Q
Name Status Type Start Date Last Respa.., Responses Avg Score
In progress Recurrent 2023-03-D6 03 2024-07-12 151 533 o 2404 n r (]
Completed O shot 0FI-06-20 14, i ] f 0 ra ]

Flexeanalyzer 2024

By accessing the section, you can see a list of the configured surveys, if any, as well as a
preview of their configuration.

Detail view
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By accessing an already created poll to modify it or simply creating a new one using the

button at the top right, you can access the settings of a poll.

Fle>ccANALYZER a9

POLLS DASHBOARD / CREATE POLL

Hame

Cuestion

@ Crganization () Cussam

Oocurrence

(Z) Dneshot (8) Recurrent

Becurrence pattorr
O weesly

) Manthily

@3 Onge Year

Selectday Sarttime Endiime

Time pane = ROTHZA = o

@
@

() End date: 1700772024 i (® Meend nn{j

CANCEL FUBLISH POLL

Flexeanalyzer 2024

The configuration options include:

e Name

Question

Audience

Occurrence

Name

Define the name of the survey, as well as the title it will have when sent to users.
Question

Contains the question that will be asked to users; the response is determined on a scale

from 1to 5 stars.

Audience

The audience settings allow you to launch the poll to the entire organization, selected user

groups, or organizational groups.
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Occurrence

The occurrence options allow you to configure the poll to be launched to users either once

or on a recurring basis. If it is recurring, the options are as follows:

e Weekly
e Monthly

e Yearly

In all cases, it is possible to select the specific day of the poll launch and its end date. It is
also possible not to set an end date so that the poll runs indefinitely with the applied

configuration.

Poll Execution

FlexxEmployee UX Experience

CA: Com ha anat la setmana amb el PC i I'escriptori virtual? | EN: How was your
experience with your computer and virtual desktop this week?

WWWWW

Please, click on a star to send your answer to this poll [k

G Snooze
This question will appear again in one hour

Decline to answer

No response will be collec

Answer anonymously
our answer will be collected but it will not be linked to your userna

When the execution time arrives, the users defined in the audience settings will receive the
poll. They need to respond by clicking on the number of stars (from 1 to 5), according to
the rating. These data are processed together with the data that make up the WRI
(Workspace Reliability Index) to build the UXI dashboard (user experience).
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Analyzer / Users in Analyzer

Users provides information about all users detected by FlexxAgent on the devices. It allows

you to view the application and device resources used by the users in the organization.

To get more information about users, it is possible to integrate Analyzer with Active
Directory or Entra ID, which will allow obtaining data that FlexxAgent cannot capture from

the session, such as email address, manager, or user department.

List view

This view allows you to see condensed information about the total number of users and

domains, as well as data about all users:

e Username. Username used for login in the session.

¢ Name. User's "Display name".

e UPN. User Principal Name.

¢ Department. Department provided in Active Directory or Entra ID.

e Domain. Domain of Entra ID or Active Directory where the device resides.
e Manager. Manager provided for the user in Entra ID or Active Directory.

e Usage days. Total days the user has logged in.

* Profile size. Disk space occupied by the user's profile.

* Last report. Date of last report from FlexxAgent.

Detail view

Accessing any user enables the detail view:
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Fle>CCANALYZER :
®, Back to Previous Page

USERS / USER DETAILS

&
Bame Username
Warkspace Profile Size

MNBGE

User Principal Mame Domain

Department Ermail Acldruss

User data in the detail view
In this view, data related to the user is collected, including:

» Total number of applications used by the user.

¢ Username. Username used for login in the session.

e Name. User's "Display name".

e UPN. User Principal Name.

e Domain. Domain of Entra ID or Active Directory where the device resides.
e Department. Department provided in Active Directory or Entra ID.

e Email Address. User's email address.
On the right side of the screen a table shows the devices used by the user:

* Workspace. Device name.

* Profile size. Disk space occupied by the user's profile.

At the bottom of the screen, the 'Used applications' and 'Usage history' sections are

presented.
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Used applications presents a table view containing all the applications used by the user.

The table contains:

¢ Name. Application name.

e Workspace. Device where the application was detected.
* Version. Application version discovered.

e Last report. Date of last report from FlexxAgent.

* App Group. Group to which the application belongs.

e Category. Application category.

Usage history shows information about the devices used by the user. Contains:

e Workspace. Device name.
e Days: days of use.

* Last report. Date of last report from FlexxAgent.
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Analyzer / User Groups

Users Groups allows you to create user groups using the data of users discovered by

FlexxAgent.

List view

The list view presents the information of all existing groups and the button at the top right
of the screen allows you to create new groups.

Fle>ccANALYZER Q- e

USERS GROUPS

NAME MEMBERS

o

o

Flexxanalyzer 2024

Detail view

Within the details of a user group, it is possible to remove any user using the trashcan-
shaped button located on the far right. It is also possible to add new users to the group

with the Add button at the top right of the screen.
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Fle>ocANALYZER Q

USERS GROUPS / USERS GROUP

USERMAME -t

o

o o o o
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ol
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Portal

Portal is the central space of the platform, from where the available modules of the
Flexxible products are accessed. It allows you to create, modify, or delete users, assign
roles, and manage their permissions to perform and administer actions related to

microservices, workflows, patch management policies, and more.

Through Portal, you can view license consumption data by environment, manage report
groups, and activate features in FlexxAgent. It integrates with OAuth2, a framework that

facilitates user authorization so they can easily log in using their corporate credentials.

From the Home section, you can access the different modules that make up the solution

and check the active licenses for the Flexxible products included in the subscription.

Organization Admin

FI&)CCibIe My organization

v] Operations

Flows

Reports
Workspaces Analyzer Automate Monitor

Tenants
Workspaces

Patch View more (13) v

= Analyzer

Your products

Microservices
Environment 1| Product type 1| Action

Settings

Sidebar menu

It consists of the following sections:

¢ Home
e Operations
e Flows

e Reports

e Tenants
e Monitor

e Workspaces
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e Updates

e Analyzer

¢ Microservices

¢ Configuration

Menu collapse

The side menu of Portal can be collapsed to optimize screen usage and enrich the
navigation experience within the platform. If the user does not wish to use this feature,

there is an intuitive button available, shaped like a thumbtack, that pins the menu and

prevents collapse.

Organization Admin

= Flexxcible

@ Operations

Flows

Reports

Analyzer Monitor Automate

Tenants
Monitor
Workspaces

Patch

& Analyzer

Product type 1| Action
Microservices

Organization selector

At the top, to the right of the interface, is the organization selector. If a user has access to
multiple organizations, as in the case of Managed Services Providers (MSP), they can
select the one they want to manage very easily: just expand the list of organizations and
choose or type in the search box a string of text that matches the name of the

organization they want to find, select it, and press the Enter key.

You can also select an organization using the navigation bar, by pressing Ctrl + K or Cmd

+ K (on Mac).
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Fle>ccible

® Operations

Flows (/I"

Reports
‘Workspaces

Analyzer Automate

Tenants

Workspaces

-~ Patch View more (13)

@
RaZey Your products

To return to the default organization, you can repeat the same procedure or use the
shortcut Ctrl + D or Cmd + D (on Mac).

User Settings

In the user menu, on the right side of the interface, the name and role assigned in Portal

are displayed. By clicking, the following options are displayed:

e Operations log
* My logins

» Settings

e Log off

Operations List

The table contains the list of operations executed on the user's organization devices and

the devices of organizations they have access to, such as managed service providers
(MSP).

The fields provide information about the organization to which the device belongs from
which the operation was executed, the operation process ID, its status, the name assigned
to the process, if there was an error, what the operation consists of, the date and time it

was started and updated.

My logins

Copyright © 2024 Flexxible. Todos los derechos reservados. Pagina 200 / 652



25.12 / FXXOne Documentation / FXXOne

It provides information about the user's session connections, including IP address, name of
the Flexxible application accessed, user agent, and date and time of access. The data
comes directly from the authentication provider. You can view up to the last 30 days or the

last 1000 login sessions at most.

Settings

The left section, User Settings shows the general user data. On the right, in Preferences
you can manage the account preferences, and at the bottom, Authentication Security
Settings allows you to manage the security levels for email and password authentication at

the user level.

Preferences

¢ Default Organization. The default organization is the one the user will see by default
when entering the Portal. This option allows selecting it from the available
organizations shown in the dropdown list.

* Language. The language in which the interface will be displayed: Spanish, Portuguese,
English, Catalan, or Basque.

» Select Regional Settings. The chosen option will determine the platform interface
settings.

¢ Advanced Menu. Allows you to expand the Portal's side menu, adding shortcuts to

specific functionalities of the other modules.

Authentication security settings

From this section, you can manage the security levels for user authentication by email and
password. For more information, please refer to the Access and authentication

documentation.

Navigation bar

Allows you to go directly to specific sections and subsections of Portal or change the

organization to manage. For example, a user who wants to access the Microservices

section can do so efficiently by entering the characters of the word microservice in the
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search box; if the user wants to change the organization, they must type the characters

that match the name of the organization they wish to manage, and then press Enter.

RESULTS
Microservices
Microsoft patch policies

Microsoft Patches

Considerations about the navigation bar

e Accessitusing Ctrl + K (Cmd + K on Mac).

¢ Allows access to recent navigations. The history will change if the user switches

organizations.
e Searches must be conducted in the same language set in the Portal.

e To exit, press Esc.

Tables

They are a fundamental part of the Portal because they are used to display the data in all

sections of the application. They are generally structured as follows:

Top bar
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It is composed of the following buttons:

I~ Create £ Export () Refresh

r

‘ O Search by term... ‘ % Filter

N, A

New

Opens a form to enter data. The fields depend on the section of the Portal being viewed.
For example, if the user is in the Tenant section, the form will request information for the

new tenant.

Export

When you click Export, an Excel file with the table data will be downloaded.
Reload the table

It is an enhancement option, very useful when you want to update the list, especially when

new data has been created.
Search by term

Allows more precise searches. You must enter characters that correspond to the data you

are searching for.
Filter

It is a more complete alternative for making searches. Displays a menu to choose the table
field where the search will be conducted; once selected, the Value option is enabled to
enter a term by which you want to filter. You can create as many filters as there are field

options displayed.

Full screen
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4

Considering that tables are an essential part of Portal, the full screen button expands the

table size to improve data visibility and user experience.

I H b I oo Organization Admin 1
Fleseaole My organization —
Home Designer
Operations
|- Create 2 Export () Refresh e
Flows
‘ R Search by term... <7 Filter
Tenants \ J
Workspaces Name 1| Category Library Archived Actions
Patch L List Installed User Certificates &7 Certificates Flexxible Corp ® Unarchived
Microservices Borrar cache Teams &% Collaboration Flexxible Corp ® Unarchived
Enabled Windows Update - No restart (=3 Updates Flexxible Corp ® Unarchived
Marketplace Windows update - with reboot & Updates Flexxible Corp ® Unarchived
Clear Microsoft Edge Cache e Browsers Flexxible Corp ® Unarchived
Audit log Force Synchronization with SCCM R SCCM Flexxible Corp ® Unarchived
Intune - Enroll Device & Intune Flexxible Corp @ Unarchived
»
Page| 1 |of1 Showing 1 to 50 of 50 results Per page: | 50

Content

Table columns order the information according to fields. Its content can be sorted in
ascending or descending order, according to the alphabet. And the width of these can be

adjusted by placing the cursor between two field names.

Mame Product Policy Creation date Actlon

- FlesoeClient 72524 A View Detail

= 242824 7 View Detail

- E] FlesooCliesnt 72324 T View Detail

- B FlexdClinnt BI27/24 A View Detail

- a FlesoeCliesnt 725124 A View Detail

::. a FlesooClient 24 A View Detail

- a FleoorClient 81324 A View Detail

f - B Flendlient 7724 7 View Detail -

Page | 1 of 1 Showing 1to 9 of 9 resufts Perpage: | 50
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Bottom bar

All tables have a navigation bar at the bottom that allows you to select how many results

will be displayed per page and the page number you want to go to.

Page | 1 of1 Showing 1 to 44 af 44 results Per paga: B0
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Portal / Access and authentication

To access the Flexxible platform, users can authenticate using the following methods:

e Authentication with a Microsoft Entra ID or Google account

¢ Authentication with email and password

e Authentication with SAML

Authentication with a Microsoft Entra ID or
Google account

For Flexxible's single sign-on (SSO) system to validate Microsoft or Google accounts and
authorize access to the platform, an administrator needs to grant the following

permissions:

* Microsoft Entra ID. Enable the use of a Flexxible Enterprise Application in your tenant.

e Google. Enable the use of a Flexxible OAuth Client ID in your tenant.

This procedure is common in third-party applications that delegate authentication to
Microsoft Entra ID or Google. The tenant administrator can always check the data the
application has access to, see which users have utilized it, or revoke consent. If it's

revoked, users can no longer log in to Flexxible.

Depending on the organization's configuration and security policies, an administrator might

need to authorize these accounts the first time they are used.

Enterprise Application Consent and Permissions in Entra
ID

Access can be granted to individual users or groups. However, as explained earlier, there is
an option to simplify the process: an administrator can grant organizational consent for

using the Enterprise Application.
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This consent automatically registers the Enterprise Application in the Azure tenant and
allows the organization's users to log in to Flexxible using their corporate credentials. It's

enough for the administrator to attempt to log in to the Portal for the first time to trigger
the consent request.

a5 Microsoft

Permissions requested

-
N .

This application is not published by Microsoft.

This app would like to:
v Have full access to your calendars
s View your basic profile

\ Maintain access to data you have given it access to

D Consent on behalf of your organization

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

If consent is configured manually, the Enterprise Application must include the following
permissions:
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email

offline_access

openid

profile

User.Read
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Caption

Read directory data

View users' email addresses

Maintain access to data that has been granted access

LogIn

View basic user profile

Log in and read users' profiles

Authentication with email and password

By default, all users of the Flexxible platform have the option to log in with a Microsoft Entra

ID or Google account enabled.

Optionally, users with the Organization Administrator permission can enable login via email

and password for other organization members. This way, users can choose how to sign in.
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Fle>cable

Welcome

[ Continue with Google
]

g Continue with Microsoft

OR COMTIMNGE 'WITH ERMAL AND FASEWORLY

Login process

To log in to the Flexxible platform using email and password for the first time, you must

follow these steps:

1. Enable access to email and password authentication for the user. This step must be

done by an Organization Administrator.

2. Once enabled, the user will receive a welcome email with a link to create their
password. The link is for one-time use only. If they can't log in with it, they can always

authenticate with Microsoft Entra ID or Google.

3. Create a password; without it, they can't log in.

4. Set up two-factor authentication through an authentication app. The first time the
user attempts to log in with email and password, the platform will prompt them to do
SO.

5. Login.
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Access to email and password authentication

To activate this method for users, an Organization Admin must first enable the option for
email and password authentication at the organization level.

Then, the Organization Admin can enable access for the users within the organization. To
do this, Flexxible offers the following options:

e Enable access for a new user

¢ Enable access for a batch of users

¢ Enable access from the user table

Enable access for a new user
1. Goto Portal -> Settings -> Users.
2. Click on New. A form will open requesting the user's information.
3. Check the option Enable email/password login.

4. In the form, click on New.

Q e

You can find more information on how to create a user in Users.
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Create user

Name *

| Please enter text here

Surname *

| Please enter text here

E-mail *

| Please enter text here

User role *

| select user role

Enable access for a batch of users

~
Language *
| select language v
Department
| Please enter text here
Enable email/password login

For this action, it's recommended to first export the user list to get the Excel file with the

appropriate format:

1. Goto Portal -> Settings -> Users -> Export users.

2. Open the Excel file. In the Email login enabled column, indicate which users will have

access enabled: Y (enable) and N (disable).

Action -  Name F‘ Surname | - Ermail -] [:|l|:urtr|‘|.m'|'lT Rale [] Language -| Email login enabled -
AddfUpdate = = —— . e —— S Portal Admin en ¥
Add/Update i - e —— Custom Admin Rolc 2 en M
AddfUpdate e AT e Portal Admin En A
AddfUpdate — e T e - Custom Admin Rale 4 en ]
addfUpdate —_— e— e S e Custom Sdmin Role 5 es ]
AddfUpdate = - e Majaras en ]
Add/Update i — —— Custom Admin Role 6 es ]
AddfUpdate o m e g e gt R Custom Role 7 5 ]
AddfUpdate s — e Majaras en Y
ﬂdd.lrU|JdU (o —— == S — Custam A&dmin Rale 9 es 'l
Add/Update e e Majaras es M

3. Save the new file and return to the table with the user list:

Portal -> Settings -> Users

4. Click on Import users. Select the saved file.
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Import users

Selected file: Mo file selected

Summary

5. Click on Import.

Enable access from the user table
1. Goto Portal -> Settings -> Users.
2. Select the users you want to enable access for.

3. In the top menuy, click on Email login actions -> Enable email login or Disable

email login, as needed.

I H b I Organization Admin .
Fiescdole My organization
Patch
- .
%z Flexxible - Users
Analyzer
[ Framsaerias Create 7 Importusers &) Exportusers £ E-mail login actions v (O Refresh 7
/' Enable e-mail login
Settings (A« N )
C A2 Search by term ‘ Y X Disable e-mail login
Information
Full name 1 E-mail 7| Department | Role 1 E-mail login | Created by 7| Updated by 1 Action
a
Roles Disabled @ View Detail '
Products Disabled @ View Detail
Modules Disabled @ View Detail
Integrations Custom Role 21 Disabled [ View Detail
Reporting groups Portal Admin  Enabled & View Detail
Role QA Disabled 2 View Detail o
Page| 1 v Jof 1 Showing 1 to 39 of 39 results Per page: | 50 v

Reset the password from the user table

1. Goto Portal -> Settings -> Users

2. Select the users who will receive an email with the link to regenerate the password.

3. Select Email login actions -> Resend password reset email.
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Home
S Flexxible - Users
Operations
F:EFIZ-I'IE Create mport users @ Exportusers S E-mail login actions Refresh
= Resend password reset email
Flows
| " . Enable e-mail login
Tenants )
Dizable e-mail login
Full name E-mail | Department | Role 7 E-mail login 7
Custom Admin Role & Disabled
Disabled
Custom Admin Role 5 Disabled
Disabled
Custom Role 21 Disabled
& Portal Admin
Role Q& Disabled
Custom Admin Role 2 Disabled

Do you want to resend password reset
email for selected users?

@ INFo

This option is only available for users who have email and password authentication
enabled.

Authentication security settings

Flexxible allows managing security levels for email and password authentication, both at

user and organization level.

User-level authentication security settings
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From Portal -> User Profile -> Settings -> Authentication Security Settings,

users can set up three two-factor authentication methods and configure their password.

![user-menu] (pathname:///assets/images/portal/user-menu.png)

Authentication security settings

Manage your account security settings, including two-factor authentication and password.

Two-Factor Authentication

Two-factor authentication adds an extra layer of security to your account by requiring more than just a password to sign in.

Authentication Methods

~ Authenticator app  ® Active
© Last used Apr 24, 2025, 4:57 PM

Recovery code  ® Active
Not used yet

Email verification e Active
w Not used yet

Reset Two-Factor Authentication

If you've lost access to your two-factor authentication devices, you'll need to reset it.

& Reset Two-Factor Authentication
modified:  Apr 24, 2025, 4:57 PM

Password
Ensure your account stays secure by regularly updating your password.

= Resend reset password email

anged: Apr 16,2025, 1:17 PM

© Apr 24, 2025, 4:53 PM

Two-factor authentication

This security measure is available for users who log in using email and password, adding

an extra layer of protection to the account.

Authentication Methods

For two-factor authentication, Portal allows enabling three methods:

e Authentication app
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e Recovery code

e Email verification

Authentication app

An authentication app allows creating one-time verification codes. When this
authentication method is enabled, upon logging into the platform, the user will be
prompted to enter that verification code along with their usual password. For this, the user
must first download an authentication app, such as Microsoft Authenticator, Google
Authenticator, or any other preferred app.

To add this method, the user must click on Enable in the authentication security settings
panel. A modal window will display a QR code. When scanned, the user must enter the six-

digit verification code provided by the authentication app in the designated field.

Fle>cable

Secure Your Account

Code below using your preterned
authenticalor app Then enter The provided one-

lime: code below.
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Next, a recovery code will be shown, which the user should save in case they ever need to

log in and don't have access to the device where the authentication app is installed.

S [=hY%d|n](=]

Almost There!

¢ code and keep it somewhere
e o I|_|!:'| i veithout

your device,

Copy code

From then on, when logging in, the user will be prompted for the verification code in

addition to the password.

When a user first logs into the platform using their email and password, they will be asked

to set up this authentication method to enhance account security.

@® INFo

Verification Code and Recovery Code are not the same. The first is generated by the

authentication app, the second is provided by Flexxible as a precautionary measure.

From the authentication security settings panel, the user can see the date and time a
session was started using this method, as well as the date it was added as a two-factor

security method.

Recovery code
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When the use of the authentication app is enabled, Flexxible generates a recovery code
for the user to save and use when they don't have access to the device where the
authentication app is downloaded. The Recovery Code option allows regenerating this

code if it is lost, to verify the user's identity when they wish to log in.
Email verification

If enabled, it allows verifying the user's identity through an email if they forget their

password or don't have access to other identification methods.

Select a method to verify your
identity

Google Authenticator or similar

Email

Recovery code

To enable this option, the user must click on Enable in the authentication security settings
panel. From there, the user can also see the date and time of the last time the method was

used, as well as the last time it was added as a two-factor security method.

Reset two-factor authentication

Allows resetting the two-factor authentication methods when a user loses access to the
devices that enabled their identification. By pressing Regenerate, the two-factor

authentication methods are disabled.

The user can enable them directly from the same security settings panel. Or by logging out
and then logging back into the platform.

It also provides information about the date and time the two-factor authentication was last

reset.
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Password

From the same panel, the user can request the reset of their password. You must press the

Resend password reset email button to receive an email with instructions.

It also provides information about the last time the password was changed, the last login,

and the last IP address from which they connected.

Authentication security settings at the organization
level

An Organization Administrator can enable or disable the option to log in through email and
password for users of the organization and its sub-organizations. The functionality can

only be enabled or disabled from the main organization if suborganizations are available.

To do this, from the Portal, you must go to Settings -> Organization. And in the left side

menu, you must click on the Authentication tab.

Enable or disable the email and password authentication option at the organization level

The button Enable email/password authentication or Disable email/password
authentication, as applicable, allows enabling or disabling the possibility for users who
are members of an organization or sub-organization to be able to activate login with email

and password.

A\ WARNING

If this option is disabled, users will not be able to log in with email and password or
manage their account. All user credentials will be deleted. If this feature is re-enabled,

users will need to reset their password and two-factor authentication again.
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Disable email/password authentication

Login with email/password
enabled

Friabled

B Export (} Refresh

) Search b rm
Mame Tl = Email TL = Email/Password Login T =
'
w
User table

The user table in the Authentication tab shows the list of organization members. At a
glance, you can see which members have the option to log in via email and password

enabled.

User authentication detail

By clicking on a user's name in the table, you can access cards with specific information

about the authentication method they have enabled:
* Microsoft Entra ID. Position, Phone, Last login, Login count, and Last IP address
e Google. Last login, Login count, and Last IP address

* Email and password authentication. Last login, Login count, and Last IP address.

Additionally, from here, the administrator can manage the Authentication security

settings for that specific user, which includes Two-factor authentication and

Password.
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User authentication details s

| | e
s Microsoft Entra ID

Job title Phone Last login
. T 6 may 2025, 18:51

Login count  Last IP address

E&d Email and password

Last login Login count  Last IP address
6 may 2025, 15:56 T

Authentication with SAML

The Security Assertion Markup Language (SAML) is a single sign-on (SSO) technology that
allows organizations to connect their identity managers (Okta, Entra ID, among others) with

the Flexxible platform, delegating the authentication process to it.

To set up login with this method, you need to make adjustments related to recognizing the

organization's domain and integrating with the identity manager used.

Domains

From this tab, an Organization Administrator can register and verify the domains to be

used. You can also access the table with the domain list and consult its detail view.
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Fle>ccible
o I
Tenants o = Organization
Monitor P Eal Create Domain
% Branding
Workspaces
RUISPRCES % Microservices 3
’ @ Domains
Patch Authentication 2
Products
Analyzer
Modules Domains
Microservices Domains
- 87 Export () Refresh
&  Web Apps S50 Integrations

£ Settings

Domain Name T = Status Tl = Created At Tl = Created By Tl

verified 8/28/25, 2:40:30 PM

The table shows the following information:

e Domain name. Web address registered by the organization.

Status. Verified or Not verified.

Created on. Domain creation date and time.

Created by. User who registered the domain.

Create a domain

To configure a domain, it must first be registered and then verified.
1. Access Portal -> Organization ->
2. In the menu, select the Domains tab.
3. Click Create domain.

4. Enter the organization's domain (corresponding to the email of the users who will log
in with SAML).
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Add Domain

Configure domains for this organization. These domains will be used for 550 integrations.

Domain Name *

Ufnte r domain name (e.g., example.com)

Cancel

5. Click on New.

The domain will be added to the table with the status Not verified.

Verify the domain
1. In the Domains table, select the registered domain.

2. A window will appear with instructions to add a TXT record in DNS, necessary to verify

ownership.
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Domain Information

Status: Not Verified
Verification Attempts: 0
Created: Sep 9, 2025, 12:50 PM
Updated: Sep 9, 2025, 12:50 PM
Created By: e

Updated By:

DNS Verification Record

Add the following TXT record to your domain's DNS configuration to
verlfy ownership:

Type: TXT

MName:

Value:

(D After adding the DNS record, wait a few minutes for
propagation before clicking 'Verify Domain'. DNS changes can
take up to 24 hours to fully propagate.

i] Delete

3. Click verify now to complete the process.

Create an SSO connection

Creating an SSO connection allows users with specific domain email addresses to

authenticate through the organization's identity provider.
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Fle>ccible

Patch Organization

Analyzer p €5 1+ Create Connection
» Branding
Microservices

> Microservices

o} Connections

Web Apps Authentication
B Products
Settings
Modules S50 Integrations
Domains
_ 83 Export () Refresh
Users 550 Integrations

Roles

Integrations

Connection Name T = Strategy TL= Domains TL= Created At TL =

1. Access Portal -> Organization.
2. In the menu, select the SSO Integrations tab.

3. Click Create connection and follow the wizard instructions, which will guide the

Organization Administrator through the setup and testing according to the identity

manager used.

Available identity managers:

e QOkta
e EntralD
e Custom SAML

For each case, a wizard will guide you step by step in the specific setup within the selected

identity manager.
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Create 550 Connection

Configure a new SSO connection for your
organization. This will allow users with specific
email domains to authenticate through your
identity provider.

Connection Name *

.
| Enter connection name

This is the unigue identifier for your 550
connection. Choose a descriptive name that helps
you identify this connection.

(i) Connection Name Guidelines
When naming your connection, use only
letters, numbers, and hyphens. Avoid
spaces and ensure the name doesn't
start or end with a hyphen.

You need to add and verify domains in the Domains
section before creating S5O connections. Only
verified domains can be used for 550
authentication.
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55-550 - Work - Microsoft Edge

Setup ﬂ

Select Your Identity Provider

Choose the identity provider you plan to integrate with lo access step-by-step instructions for SS0 configuration

# Okta > EntraID L’:\ Custom SAML

Q e

Some of the requested data during setup may have different names depending on

the identity manager. For example, in Custom SAML:

* The Single Sign-On URL field may appear in the identity manager as Reply

URL (Assertion Consumer Service URL).

* The Service Provider Entity ID field may be called Identifier (Entity
ID) .

@ NoTE

If any doubts arise during the setup process, please consult with your contact at
Flexxible.

Once the process is completed, users from associated domains will be able to log in by

entering their email address in the appropriate field and clicking Continue with email.
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Fle>cable

Welcome

[ Continue with Google

= Continue with Microsoft

OR COMTIMNGE 'WITH ERMAL AND FASEWORLY

If the system recognizes the domain as enabled for SSO, it will redirect the user to the

organization's identity manager for authentication.

Edit an SSO connection

The platform allows editing an existing SSO connection either to update the configuration

or renew the certificate in case of expiration.
1. Access Portal -> Organization.
2. In the menu, select the SSO Integrations tab.
3. Select a record in the table.

4. Click Edit connection.
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(S SAML

Created At: Aug 26, 2025, 01:15 PM
Updated At: Aug 26, 2025, 01:15 PM
Created By User:

Updated By User:

Authentication Strategy: SAML

Associated Domains

®
Verified

SCIM Provisioning

Enable System for Cross-domain Identity Management (SCIM) to
automatically provision and manage users from your identity provider.

Enable SCIM user provisioning

SCIM Endpoint:
Co
« G [ ] Y
Authentication Token:
FEE B EERE R REgEﬂEratETDkEn ct)p}f
Edit Connection ] Delete

Checking the Enable SCIM user provisioning checkbox is optional. More information in

User provisioning with SCIM.
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Edit Custom SAML

1. Create Application
2. Configure Connection

3. Test S50

Remove domain
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Configure Connection

Establish a connection between your identity provider and Flexxible (Staging)

Automatic Manual

Metadata URL

Location to retrieve SAML S50 connection information for integration.

Advanced Settings

Back

1. Access Portal -> Organization.

2. In the menu, select the Domains tab.

3. Select the domain in the table that you want to remove.

4. In the detail window, click Remove.

By removing a domain, users associated with it will no longer be able to authenticate via

SAML until it is registered again.

Remove an SSO connection

1. Access Portal -> Organization.

2. In the menu, select the SSO Integrations tab.

3. Select the corresponding record in the table.

SCIM Provisioning

The System for Cross-domain Identity Management (SCIM) is a user provisioning and

management standard that complements authentication with SAML. It is optional and

automates the creation, update, and removal of user accounts in Portal, keeping
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information synchronized between the organization's identity manager (Okta, Entra ID, etc.)
and the Flexxible platform.

When SCIM is enabled, the identity manager can send basic user information (name,
email, group) to Portal, simplifying account management. This way, the user's lifecycle in

Portal is centrally controlled from the identity manager.

Enable SCIM in Portal

To use SCIM, it is essential to have previously set up authentication with SAML:

1. Access Portal -> Organization.
2. In the menu, select the SSO Integrations tab.
3. In the table, select the corresponding SSO connection.

4. Check the Enable SCIM user provisioning option.
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(S SAML

Created At: Aug 26, 2025, 01:15 PM
Updated At: Aug 26, 2025, 01:15 PM
Created By User:

Updated By User:

Authentication Strategy: SAML

Associated Domains

®
Verified

SCIM Provisioning

Enable System for Cross-domain Identity Management (SCIM) to
automatically provision and manage users from your identity provider.

Enable SCIM user provisioning

SCIM Endpoint:

Copy
« G [ ]
Authentication Token:
FEE B EERE R REgEﬂEratETDkEn ct)p}f
Edit Connection ] Delete

When the option is activated, the following will appear at the bottom of the configuration

window:

¢ SCIM endpoint
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e Authentication token

A\ WARNING

These details are confidential and should be stored securely.

@ INFO

In environments with sub-organizations, the SCIM integration must be defined in the

"parent"” tenant.

Configure SCIM in the identity manager

In the organization's identity manager, enter the SCIM endpoint and authentication token

provided in Portal.
Example with Entra ID:
1. Goto Provisioning.
2. Enter the SCIM endpoint and authentication token.
3. Select the authentication method: Bearer token or Bearer Authentication.
4. Click Test connection to validate synchronization.

5. Activate provisioning.
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e g =]

Home > Enterprise applications | All applications >

| Provisioning

O Overview (Preview)
© Ovenview Provisioning Mode
A Provision on demand Automat

~ Manage Use Microsoft Entra to manage the creation and synchronization of user accounts in LAB300 Flexxible Portal based on

& co y (Preview) user and group assignment.

D Provisioning

& Users and groups . Admin Credentials

- Attribute mapping Admin Credentials
(Preview) Microsoft Entra needs the following information to connect 1o LAB300 Flexdble Portal's AP| and synchronize user
data.

B Expression builder
Authentication Method ©

~  Monitor
Bearer Authentication ~
B Provisioning logs
Tenant URL * (T
B Auditlogs
@ Insights
Secret Token
> Troubleshoot
~ Mappings
~ Settings
Provisioning Status (D

From that moment, the identity manager will start syncing groups and users to Portal.

@ INFO

e |f Okta is used as the identity provider:
o The SCIM functionality has to be configured using the Custom SAML option,
as Okta does not support SCIM when the connection is with OIDC.

o When configuring the Custom SAML connection, the Application username
format must be specified as Email, otherwise users will not be able to
authenticate.

Create user groups in the identity manager

To integrate users via SCIM, it is essential to create groups in the identity manager.

Considerations
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e Create groups specifically dedicated to Portal with clear and exclusive names (e.g.
MiOrg-Portal-L2).

¢ When user groups are created or deleted in the identity manager, they will also be
automatically created or deleted in Portal.
¢ Do not create nested groups.

e A user should belong to only one group; otherwise, unexpected behaviors may arise:

in Portal a user cannot have more than one role.
e There cannot be users without an assigned group.

¢ Users belonging to a group that does not have a linked role will not be visible in the

Users list.

When user groups are created in the identity manager, the SCIM Provisioning tab will

automatically appear in the Organization menu of Portal.

Fle>cable

R

Organization
Patch

> General
Analyzer
» Branding : y ¢
B Export () Refresh
Microservices > Microservices
Authentication
Web Apps
Products
Settings
Modules Group Name 7 =
Domains
org-admins
550 Integrations
SCIM Provisioning : L2-read

Role mapping in Portal

In the SCIM Provisioning tab table, you can see the groups created in the identity

manager. This happens because a one-way synchronization has been established from

the identity manager to Portal.

To map roles:
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1. Access Portal -> Organization.

2. In the menu, select the SCIM Provisioning tab.

3. Select a synchronized group from the table.

4. In the modal window, assign the corresponding role.

5. If an organization (tenant) has sub-organizations, choose which sub-organization that

group belongs to before assigning it a role.
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portal-org-admins 2

Group Details

Display Name: portal-org-admins
External ID:

Mapped Role:

Members Count: 2

Group ID:

Created At: Sep 5, 2025, 04:03 PM

Updated At: Sep 9, 2025, 02:26 PM

Role Mapping

Tenant

[Current Tenant v]
[Drganizatimn Admin \/J

Organization Admin
up
Level 2 Read Only
Level 2
Level 1 Read Only

Level 1

L3

From the moment all groups are linked to a role, no further configurations will be needed.

New users added or removed from groups in the identity manager will be automatically
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e Every synchronized group must have a role assigned to be visible and functional in

Portal.

¢ The same role can be assigned to different groups.

e The role assigned to a group can be changed at any time by following the same steps

used to assign the role.

¢ In the Users list, the Created by and Updated by columns will appear to identify users
managed by SCIM.

{5 Flows
Reports

] Operations
Tenanls

) Monitor
Workspaces

Patch

& Analyzer

-+ Create

+ Importusers B3 Export users ") Rafresh

v Filter

Full name ] E-mail Departme | Role 7]
Organization Admin
Organization Admin
Organization Admin
Organization Admin
Organization Admin

Level 1

Role synchronization

E-mail login 7

Disabled

Disabled

Disabled

® Enabled

Disabled

Disabled

Created by

SCIM System

SCIM System

SCIM System

Updated by

SCIM System

SCIM System

SCIM System

Action

Wiew Detall

2 Wiew Detail

2 View Detall

[ View Detail

L2 View Detail

1 View Detail

The synchronization frequency depends on the identity manager used (for example, Entra

ID synchronizes every 40 minutes), although manual synchronization can be forced from

the identity manager itself for tests or urgent changes without waiting for the automatic

cycle.

To avoid relying on those intervals, Portal includes the Sync assigned roles button,

which allows aligning user roles belonging to groups created with SCIM.
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Organization Admin

Organization >

> General 2 sync mapped roles 15 View Audit Logs

> Branding
S Microservices

Auhenticatian [ @ Bgort () Refresh
A Tenants Prodhucts

£ Search by term..
Modules

Moni

Domains
Group Name T T i Mapped Rale T = : Members Cou... L= : Tenant T = i Last Sync Tl T i

S50 Integrations

SCIM Provisianing 2 Organization Admin 2 Usars 1016/2025, 11:54 AM

Levali 3 Usars 1240172025, 02:56 PM

Sync mapped roles

This actiom will ass .‘__nl,lu_ rapped rola |
defined) to all users maach SCIM group. Lsers

will receive the role mapped to their group, aor

no role if the proup has no mapped role

Confirm Cancel

This action performs the following operations:

* Reviews all users belonging to groups created via SCIM.
e Checks if the role assigned to each user matches the role mapped for their group.

 |f discrepancies are detected, it automatically updates the user's role.

If the role belongs to another sub-organization, the user will automatically move to the

corresponding sub-organization.

At the end of the process, a detailed summary of the modified data is displayed.
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Synchronization Completed

The manual synchronization has been completed successfully.

Groups Processed: 3/ 3
Total Users: 7

Users Updated: 1

Roles Assigned: 1

Roles Removed: 0

Q@ iNFo

It is not necessary to execute the Sync assigned roles action regularly. It is

recommended to use it only when making a change to mapped roles.
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Portal / Operations

Operations allows you to view and manage actions executed on devices in the
environment. It's the main information source for monitoring the execution, status, and

result of operations.

Through a dynamic table, users can look up detailed info on each operation, its status,

origin, type, and obtained results.

Organization Admin

= Frlexcdble e '

it Home

#z Operations

{5 Flows
B Daponl () Relresh
ants L3 Search by term. Slatus; Any Oparalion bype: Any Dike; Today
' Monitar
Description Tl = Operationtype 7. = & Workspaces Tl = : status L= @ Warnings Tl : Errors T3 Summary : Sti
Workspaces
&
Send pop-up messags 1 Finishied ——
Sand pop- 1 Finished A
senil pop- 1 Finished —
Micros:
Send pop up Mg 1 Finishued ——
Generats Kotifical s-T.. sand natification 1 nished A
Request Remate ASsestan... Remote assist 1 Finished —
Dicleete 16T Hub device ‘IM. Dielete workssare 1 Finishied ———— Y
4 »

@® INFo
To access this functionality, you need to have version 2512 or later of FlexxAgent

installed.

Table info

Each record in the table represents an operation and includes the following fields:
» Description. Brief explanation of the operation performed.
e Workspaces. Number of devices that executed the operation.

¢ Operation Type. Name of the executed operation.
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Status. Current execution status: In Progress, Error, Complete, and Pending.

Warnings. Number of warnings recorded during execution.

Errors. Number of errors detected.

Summary. Visual indicator of the operation result:

o Green: Complete
o Yellow: Pending
o Red: Error

o Gray: Unknown

Initiated by. User who executed an operation.

Started At. Date and time of the start.

Ended At. Date and time of completion.

Created at. Date and time of the record creation.

Through the Choose columns option, the user will be able to choose to view additional

fields to access detailed information.
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Operation type: Any Date: This year

Operationtype Tl = Notatus 1L = Warn
Collect FlexxAgent logs Finished 0
Remote assistance Finished 0
Wake on LAN Finished 0
Delete workspace Finished 0
Microservice execution Finished 0
Service action Finished 0

Available filters

The operations table allows filtering the results by the following criteria:

e State
e Operation Type

e Date

These filters make it easier to locate and analyze specific operations.
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iz Operations

B4 Export Refresh
Finished peration type: 3 selected ale: This year
Monitor Dwescription 1
Workspaces Microserice on heck Flexsfgents status) requl  ~d 10da
sk
Patch Microservice an Check FlexxAgents status) requ
s quarte
Anahyzer Microservice on heck FlexsApents status) regua
i
Microservices Process scheduled WakeDnLAN ® Custom
From
web Apps lequest unattended remote assistance session an
1 16130
5€'ll|'1i.'" EqL umatler 1 remaol i i T
s
Te
BqUesE | r remaot 1 I r
1642 16:30
Requ i st 1 for
4
~ Update filter
age 1« Iof 1371

Operation details

Selecting an operation from the table takes you to its detail view composed of the

following tabs:

e Details
e Workspaces
e Events

Wake on LAN Summary
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Drganization Admin

= Operations Process scheduled WakeOnLAN

~ Detals
d Overview Status Summary Duration
% Flows .
e P ol © omios
Workspares
Reports
Wake o Summany Workspaces Errors Started By
Reporls Wake on Lan Summary &I
' Flexibie
Tenants
D Manitor Overview
Desciiption
Pracess schoduled WakeOnl &K

Operation type Status Created At Started At
Wake o LAN Finizhed 115720, 3 171526, 31358 PK

Details

This tab shows summary cards with the main data of the operation:

Status

Finished IIIl

Summary Duration
@ Oh 14m 54z

Workspaces Started By
Fuu £

Next, the Overview section offers more details of the operation:

Overview

Description

Request unattended remote assistance session on

Operation type Status Created At Started At Ended At

Remote assistance Finished 1/14/26, 4:45:16 PM 1/14/26, 4:49:16 PM 1/14/26, 5:18:00 PM
Scheduled date Max scheduled date

1/14/26, 4:48:15 PM 1/14/26, 4:54:15 PM

e Caption

e Operation Type
e State

* Created at

e Started At

¢ Ended At

Remote Assistance
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If the operation corresponds to a remote assistance session, this section is enabled with

the following information:

Remote Support

Type Started At Ended At Duration
Unattended 1/15/26, 5:03:39 PM 1/15/26, 6:31:09 PM 1h 27m 30s
[ ]

Type. Indicates whether it's interactive (attended), dynamic, or unattended.

Started At. Start date and time of the assistance.

Ended At. Date and time of completion.

Duration. Total session time.

Workspaces
This tab displays a table listing the devices where the operation was executed.

Flexccible Q T

Home ] Operations > Collect logs from workspace

e Details

Ovendew

5 Fows 6 Bxport (0 Refresh
Waorkspaces
Reports -
B Fuenls 1 ) Search by term Status: Any
Tenanls
@ Monitor Name TL = Reportinggroup Tl = ¢ status T = 3 Started At L H Ended At Tl
Completed
Workspaces
Completed
E|  Patch
Completed

1 Analyzer

Completed

T Microservices

£ Web Apps
Completed
Settings
Completed 1419026, 1:00:08 AM 1419026, 1:00:23 AM
Frear
Error

The information for each record includes:

* Name. Device identification. Clicking opens its detail view.

¢ Report group. Reporting group to which it belongs.

e Status. Current execution status on that device.
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e Started At. Date and time the operation started.

* Ended At. Date and time of completion.

* Actions. Allows access to detailed execution in operations of type Flows,

Microservices Execution, and End-user Microservice.

PC.

Executed microservice details

started At Ended At Duratian

1415426, 12:08:27 PM 1415026, 12:08:44 PM om 165

Executed microservice &
# Microservicio de Diagndslico de Fallos on Giu

Mrite-tutput “Tniciando diagndstico de la GRU..."

5 # Dbtensr informacidn de la GPU instalada
$6P0 = Gol Wmithjecl Win2 videotonbroller | selecl objoct Mase, Uriverversion, videotdebescriplion,

if (der)
Write-Output "GPU Detectada: $($CPU.Mame)™
welle Oulpul “Versidn de Driver: ${86PUDFivorversion)”
Write-output "Estade de la GPU: $£{$GPU.Status)”
Write-output "Resolucidn y Modo de wideo: (46PU.VideoModeDescription)”
13 Write-output “Memeriz Total de la ceu: §([math]::round{$GPU.AdapterioM / 168, 2)) cB"
] else |
1 Write-Output “No se ha detectade ninguna tarjeta grafica compatible en el sistema."
] Exit

7}

outpur &
1 TIniciando diagndstico de la GPU...
2 GPU Detectada: Intel(R) Iris(R) Xe Graphics
verside de Oriver: 32.0.101.7077

Events

This tab presents the events associated with the operation generated by the system:

¢ Date. Date and time the event was recorded.

* Type. Can be Information, Error, or Critical.

¢ Origin. System component that generated the event.
[ ]

Message. Detailed description of the event.

The records in the table are expandable, allowing you to view the full message and

facilitate analysis.
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Q Organization Admin
My organization

= Operations » Request unattended remote assistance session

> Details
Workspaces 1 R
Flows “ Expandall A Collapseall 62 Export () Refresh
Events 6
Reports
Type: Any
Tenants
Monitor Date | = Type T = source 1L = Message 10
WS > 1/16/26,227:06 PM Information NTUNE-DELL 16/01/2026 1:27:06 PM (UTO) - The job has been closed. No active remote assistance ¢
2 patch % > 1/16/26, 2:27:06 PM Information NTUNE-DELL 16/01/2026 1:27:06 PM (UTC) - Remote assistance connection started from the
@ Analyzer > 1/16/26, 2:26:14 PM Information NTUNE-DELL 1/16/2026 1:26:14 PM (UTC) - Downloading Flexxible Remote assistance with code:
N > 1/16/26, 2:26:06 PM Information INTUNE-DELL 1/16/2026 1:25:19 PM (UTCQ) - Awaiting for the FlexxAgent to start processing the job...
Microservices
> 1/16/26,2:26:05 PM Information INTUNE-DELL 1/16/2026 1:26:05 PM (UTQ) - system.conf C:\ProgramData\AnyDesk:
Web Apps
> 1/16/26, 2:26:05 PM Information NTUNE-DELL 1/16/2026 1:26:05 PM (UTC) - C\ProgramData\AnyDesk

Settings

Wake on LAN Summary

This tab provides a comprehensive overview of Wake on LAN operations, allowing you to
monitor the status and results of automatic device startups. Thanks to this view, you can
track faster and more effectively, significantly reducing the diagnosis time for incidents,

especially in operations involving a large number of devices.

| — Operations > Process scheduled WakeOnLAN

' Details
Owverview . .
" Expand all Collapse all B4 Export (_) Refresh
Workspaces
Events O arch | Slatus: Any
Wake on Lan Summary
Name Tl = Status T = Started At Tl : Initial State T = Ended At Tl i En
Error 1/15/26, 3:13:39 PM Oft 1/15/26, 3:13:59 PM o
The Hake Dn Lan action was not sent because the workspace © is not physical

The table includes the following information:

* Name. Name of the device attempted to be turned on.

e Status. Status of the power-on operation.

e Started At. Date and time the operation started.

¢ Initial State. Power status of the device at the start of the operation.

* Ended At. Date and time of completion.

* Final State. Power status of the device at the end of the operation.

e MAC Address. Unique physical identifier of the device's network card.

e Subnet. Network range of the device.
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From the Choose columns option, as in the operations listing table, the user can view
additional fields related to Wake on LAN, such as information on intermediary devices, logs,

or the ID of the auto power-on schedule.

The records of this table are also expandable, allowing detailed consultation of each

operation's diagnosis.
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Portal / Flows

Flows is a feature that allows defining automation sequences to execute scheduled

actions on devices based on the evaluation of pre-established logical conditions.

This tool simplifies proactive diagnostic actions, quickly resolves issues when focused on
detection and offers a very efficient way to enable mechanisms for self-remediation in
recurring incidents. It also allows technical teams to align devices with the configurations

defined by the organization, evaluating them periodically and adapting when required.

Flexccible

Home

Flows

) Operations

t Create @9 Fxport [ Refresh
Reports

& Tenants reh by Lerm..

L' Maonitor
Name Tl =t Description T. =t Type Tl - Detectiononly T, = : Cooldown 7| = : Enabled |

Workspaces

Enabled
=]

fes Oh 10m Os Disabled

Yes 1h Om 0s Disabled

T Microservices

The list view presents the flows created in the organization, along with the following

information:
e Name. Name of the flow.
* Description. Purpose of the flow.

¢ Type. Execution scope of the flow, determined by the type of microservice you want
to run. It can be done at the user session level, with the corresponding permissions, or

at the device level, with administrative access.

* Detection only. If enabled, this means that the conditions will be evaluated in a
"sampling" mode to detect those devices where they are met, but the defined

microservice will not be executed.
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e Cooldown. Defines the minimum period that must pass before a condition is re-

evaluated after it has been fulfiled and an action executed:

(o]

When a flow condition is met, an action is executed.

o Begin counting the cooldown.

(o]

During this time, it will not be re-evaluated whether the condition is met.

[e]

Once the period has passed, the condition will be evaluated again.

e For example, if the cooldown is set for 24 hours, the condition will be evaluated and

executed (if met) once a day, even if the condition remains active.

¢ The cooldown does not apply when the action is a microservice that restarts the

device. In this case, if the condition is met, the action is executed without waiting.

e The minimum configuration parameter for reuse time is 10 minutes.

Overview
Name (english) * Description (english) *
| System disk full Show languages | Systemn disk full Show languages
* Cooldown *
O 10 minutes
|:| Detection only
@® INFO

If FlexxAgent or the device is restarted, the cooldown timer is interrupted and
starts from zero.

e Enabled. Indicates if the flow is Enabled or Disabled.
By clicking on a table record, you access the details of its configuration:

e Qverview

e Flow
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Above the table, the New button allows you to create a flow. For more information, please

check this guide.

Overview

Stores the flow configuration data. It is divided into three tabs:

e Qverview
¢ Notification

* Target

Flows > System disk full

~ Overview
Overview
Notification
Target

Flow

Overview

Disable flow ¢ Edit [T Delete

Enabled
2% Enabled

Overview

Description
Systern disk full

Type Version
‘Workspace 11
Notification

r—+ Created at
2/3/25, 10:01:49 AM

Cooldown
2h 0m 0s

f+—h Updated at
5/26/25, 2:22:34 PM

Detection only
Yes

Provides general flow information: Description, Type, Cooldown Time and if it is set to

Detection Only. It also reports on the Version, which increments by one each time the flow

is edited.

= Flows > System disk full

[ G [ Disable flow 2° Edit 7 Delete

QOverview

Motification Overview

Target
Description

Flow Systern disk full

Type Version
Workspace 11

Cooldown
2h Om 0s
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Notification

Details the notifications that the operating system will send to users at the start and end of

the flow executions.

= Flows > System disk full

v Overview T Disable low & Edit Delste

Overview

System disk full
Notification Type Version Cooldown Detection only
Workspace 11 2h Om Os Yes

Target

Flow

Motification

Initial text
Test

Success text
Success

Error text

Failure

¢ |nitial text. Content of the notification that will be sent to users at the start of the

execution.

¢ Success text. Content of the notification that will be sent to users after a successful

execution.

¢ FError text. Content of the notification that will be sent to users after an execution with

errors.

Target

Specifies the devices or groups of devices where the flow will be executed.

All workspaces. All devices in the organization.

Workspaces. Specific devices.

Workspace groups. Specific workspace groups.

Report groups. Specific report groups.

Flow

Shows the flow diagram: the conditions to evaluate, the required thresholds, and the action

that will be executed on the device if the parameters are met.
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For more information on how to create a flow, please check this guide.

= Flows > System disk full

s Dvernview

] Disableflow » Edit [N Delete
Owverview
Notification
Target
Flow .
R Percentage of free operating

system disk space

Less than 10

E*J' List Energy Profiles2

Flow conditions

Flow conditions allow you to define the criteria under which the automated actions will
trigger. All conditions described below are compatible with devices operating with the

Windows operating system.
Existence of an ongoing process

Performs periodic evaluations to verify if a process is running, with adjustable intervals

between 15 seconds and 5 minutes.

Detected Windows event log record identifier

Searches for specific events in the Windows Event Viewer, at intervals of 5 to 20 minutes.
Events are identified by the format:

<logName>:<Provider>:<id>
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Example:

System:Microsoft-Windows-Winlogon:7001

Where:

* logName = System

* Provider = Microsoft-Windows-Winlogon

System

“F  Filtered: Log: System; Source Microsoft-Windows-Winlegon, Murmber of events: 18

25.12 / FXXOne Documentation / FXXOne

Lewel Date and Time Source

q}lnfmm'rtiun B/26/2025 T:3T:15 AM Winlagan

Event /T, Winkogen

Event ID  Task Category
T o)

General Detsils

() Friendty View 0D AL View

<Provider Name="Microsoft-windows-Winlogon" GL'U="‘

T

<version=0 </ Version
<l eveal=d4=/leval=
<Task=1101</Task>
«Dpcodas0=/0pcode>
Heywords =0k 2000 200000000000 </Keywords =
<TimaCreated SystemTime="2025-06-26T05:37:15.93863012" />
<EventRecordiD=1119975 </EventiecordlD =
<Corralation />
<Execution ProcessIiD="17436" ThreadlD="12692" /=
<Channal>System-</Channeal >
<Computer= ICnmputer=
<Securnty UserlD=
=fSystem:=
- <EventData>
<Data Nama="TSId"> =/Data=
«Data Name="Usersid":
«</EventData>
<{Events

Operating system version

- <Event xmins="http:/ fschemas.microsofl.com/win/2004,/08/events/evenl">

Gets the operating system version at intervals between 1 and 12 hours, using operators

that allow comparing if the value is equal, starts with, ends with, or contains a specific

string.

Copyright © 2024 Flexxible. Todos los derechos reservados.

Pagina 254 / 652



25.12 / FXXOne Documentation / FXXOne

Operating system language

Detects the operating system language at intervals of 1 to 12 hours, using operators that

allow comparing if the value is equal, starts with, ends with, or contains a specific string.

Operating system disk free space percentage

Evaluates the free disk space, allowing setting a target percentage. It is checked at

intervals of b to 60 minutes.

Cron Match

Checks if the current date and time match the schedule defined graphically in the Value

field. If there is a match, the scheduled action will be executed.

* Check every. Specifies how often the system will evaluate if the schedule is met. This

value must be adjusted according to the indicated schedule.

e Value. Allows you to configure the schedule, periodicity, and recurrence that will

determine when the action will be executed.
The form allows you to define a Recurrence Pattern through the following options:

¢ Dally. Indicates what time and every how many days the action should be executed, as

well as whether it should only be performed from Monday to Friday.

e Weekly. Lets you define what time, every how many weeks, and on what days of the

week the action will be executed.
e Monthly. Sets what time and on what day of the month the action will be executed.

¢ Interval. Determines how many minutes between each execution of the action within a

day or a specific time range.

e Custom Cron. Allows manual entry of a string in the standard cron format, useful for

custom and advanced configurations.
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Cron Match ~
Check every *
| 5minutes |
. ey
Value *
Every 25 minutes, between 08:00 AM and 07:59 PM, only on .
Monday, Tuesday, Wednesday, Thursday, and Friday
Start tirme:
Recurrence patrern
O Daily Fuﬁhﬂh‘y )
O Weekly B mnas)
O Run all day
O Manthly N
.:!;:- Run in interval of hours
Of I
\&) Intenva From To
O Customcron | | 8 J [ 19 | hourls)
On the
ﬂ Monday ﬂ Tuesday Wednesday
Thursday Friday |:| Saturday
D Sunday

At the top of the form, a summary (in text) of the scheduled configuration is displayed to

confirm that it is the desired one.

The hours are defined according to the time zone of the user editing the Cron Match,
except in the case of a Custom Cron, where the hours are specified in the standard UTC
time.

There are many references available to check the cron scheduling syntax. For example:

crontab.guru

Q@ NFo

If you wish to implement custom flow conditions — such as evaluating uptime in
days, checking the current status of services, or any other parameter that can be

analyzed locally from the device — please consult with Flexxible.
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Action's

Actions are the microservices that have been programmed to automatically run when the
predefined flow conditions are met.

To add an action when creating or modifying a flow, click on the corresponding condition

and then select Add condition to choose one of the available microservices.

o O Percentage of free operating

system disk space

Equal 1

+

Add condition

Add action

The microservices will only appear in the list if they are enabled for the organization. For

more information on how to enable them, please consult the Microservices

documentation.

Flow Management

Once a flow is created, it can be managed through the following options:

¢ Enable/Disable Flow
o Edit

e Delete
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= Flows > System disk full

> Overview [] Disableflow ¢ Edit [ Delete

Flow

Enable/Disable Flow

Allows activating or deactivating the flow within an organization. The current state of the

flow can be checked from the table containing the flow list or in Overview.

Enabled
$X Enabled

Enabled
£¥ Disabled

Edit - Overview, Notification, and Target

Clicking on Edit from the Overview, Notification, or Target tabs allows you to modify

settings defined during the creation of the flow.

¢ Overview

Allows editing the name of the flow, its description, execution scope, reuse time, and
the option to execute or not the microservice once the conditions are met. Each field

is explained in the Overview section and in the guide Schedule microservices

execution.
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Edit flow
Overview
Name (english) * Description (english) *
: System disk full Show languages | | Check free operating system disk space Show languages '
* Cooldown *

() 24h

Detection only

¢ Notification

Allows enabling or disabling sending notifications to users and editing their content.
The available message types are explained in the Notification section and in the guide

Schedule microservices execution.

Edit flow 2

Notification

User notification m Active

Initial text (english) Success text (english)

Enter initial text (english) Show languages | | Enter success text (english) Show languages

Error text (english)

Enter error text (english) Show languages |

\

e Target

Allows defining the target devices for the flow. From the Apply to button, you can
choose whether the flow will apply to all devices in the organization, specific devices,

workspace groups, or report groups.
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Edit flow

Target

Apply to *

Workspaces

Al Added Mot Added

Name FQDN IF Address Operating System

Microsoft Windows Server
Microsoft Windows 11 Hor
Android 12

Ubuntu 22 043 LTS
Android 8.0.0

Microsoft Windows Server

Edit - Flow

If you click on Edit from the Flow tab, you will be able to modify the conditions and

actions that make it up.
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Organization Admin

Partner

= Flows > System disk full

Y
v Overview [ Disableflow & Edit [il Delete
QOverview
Notification
Target .
I :
o ]| Percentage of free operating

system disk space

Less than 10

E*_:]' List Energy Profiles2

@® INFoO

Changes made in a flow can take up to 15 minutes to apply to all linked devices.

Delete

Allows permanent removal of the flow.

Delete

/\ This flow will be deleted permanently

Are you sure you want to execute this action?

XN o
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Portal / Reports

The Reports system offered by Portal allows users with the role of Organization
Administrator to generate predefined reports, with relevant data from their organization's

device fleet, to review them on-screen or send them by email.

Considerations

e They are automatically generated once a week.
e Historical reports will remain available in Portal for two months.

¢ |t's possible to configure the automatic sending of reports, so that by specifying email

addresses, the report is sent weekly.

Report inventory

Portal offers three types of predefined reports:

e Office 365, Chrome and Adobe Workspaces Inventory
e Office 365 Versions List

* Workspaces Inventory
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Reports

Type: Any %/ Filter

~  Inventory (3)

poo 4

Office 365, Chrome
and Adobe
Workspaces Inventory

Tracks usage, versions and
icenses of software tools
within a workspace

Office 365 Versions
List

List of all Office 365 versions
installed on devices

25.12 / FXXOne Documentation / FXXOne

Workspaces Inventory

Entire list of Workspaces
existing in your organization
and your Tenants.

The general table of report types displays the following information:

e Created on. Date and time the report was generated. By clicking this option, the user

can access a table with the report content.

¢ Author. User who generated the report.

* Expires on. Report expiration date and time.

o Status. Report status (Available, Generating, or Expireq).

* Actions. Access to a menu of actions regarding the reports.

o View detalils. Displays a table with the specific contents of the report.

(o]

(o]

[e]

(o]

Copyright © 2024 Flexxible. Todos los derechos reservados.

Download Excel. Download the report in Excel format.
Download CSV. Download the report in CSV format.
Share. Allows the report to be sent via email.

Delete report. Deletes the report.
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Organization Admin

Reports X0

Type: Predefined 7 Filter Office 365, Chrome and Adobe Workspaces Inventory

wreport o Share (0 Refresh
Inventory (4]

- Created at Author Expires at Status Actlons
. me————— & Genera ting
Office 365, Chrome Generating
and Adobe e 10017 . .
Werkspaces Inventory : e 25, 00 M ® fyailable
25725, 12:05:21 PM 46525, 1:05:21 PM ® Available

12720024, 1:10:46 PR ® Available

12/20/24, 1:10:04 PM ] 2825, & Ayailable

_— 12715/24, 4:13:35 PM ® fyailable

Office 365, Chrome and Adobe Workspaces Inventory

Shows usage tracking, versions, and licenses of Office 365, Chrome, and Adobe on

devices. The table offers the following information:

* Host number. Device name.

* Serial number. Device serial number.

e CPU cores. Number of central processing unit cores.
e RAM. Total amount of RAM (in megabytes).

» Disk used (%). Percentage of system disk occupancy.
» Total disk capacity. Total disk capacity (in gigabytes).
e Operating system Type of operating system.

* Microsoft 365. Installed Office version.

* Google Chrome. Installed Google Chrome version.

* Adobe Acrobat. Installed Adobe Acrobat version.

* Last user. User of the last session detected on the device.
* Created on. Date of report execution (creation).

» Date of last report. Date of execution (creation) of the last report.

Office 365 Versions List
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Generates a list of installed Office 365 versions on the organization's devices and, for each

one, presents the number of devices containing it.

Workspaces Inventory

Displays a list of existing devices in the organization and their tenants. The table offers the

following information:

¢ Name. Device Name.

e Domain. Active Directory or EntralD domain to which the device belongs.
e Last user. User of the last session detected on the device.

* Device type. Physical or Virtual Desktop.

¢ Operating system.: Operating system name.

* Motherboard manufacturer. Name of the motherboard manufacturer.

* Motherboard model. Name of the motherboard model.

¢ BIOS Manufacturer. Manufacturer of the basic input/output system (BIOS).
* Processor. Processor name.

e CPU cores. Number of central processing unit cores.

* Regulatory compliance. Compliance policy applied to the device.

* Hypervisor. Type of hypervisor detected on the device.

* Broker. Type of broker detected on the device.

¢ Antivirus. Name of antivirus detected on the device.

e Antivirus status. Antivirus status on the device.

* BIOS mode. BIOS mode.

¢ Organization. Organization to which the device belongs.

¢ Client version. Installed version of FlexxAgent.

e Country. Country where the device is located.

¢ Created on. Date of device creation in Portal.

» Active CrowdStrike detections. Active detections from CrowdStrike.

* CrowdStrike status. /nstalled and functioning, Not installed, or Unknown.
* CrowdStrike version. Version number of CrowdStrike installed on the device.

e Subnet. Subnet in which the device resides.
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e Default gateway. Default gateway.

* Desktop type. For VDlIs, defines the desktop type.

* EDR. Type of Endpoint Detection and Response (EDR) detected on the device.
e Farm/Cluster. For VDIs, shows the farm to which it belongs.

* Delivery group. For VDIs, shows the delivery group to which it belongs.

¢ Fast startup. Shows if the device has Fast Startup enabled.

* FLXMID. Device identifier.

* |P address. Number of IP address detected on the device.

* Intel AMT compatible. Indicates if the device is compatible with Intel AMT.
* Is portable. Indicates if the device is portable.

* Total RAM (GB). Total amount of RAM (in gigabytes).

* Number of days since the last Windows update. Indicates the number of days since
the last Windows update.

¢ Number of pending updates. Indicates the number of pending updates.

e OS Build. Operating system build number.

e Operating system manufacturer. Name of the operating system manufacturer.
¢ Operating system version. Version number of the operating system.

e OU. Organizational unit of the domain where the computer account resides.
¢ Platform type. Windows, Linux, Mac, etc.

e Windows type. Workstation or Server.

e Encryption. Indicates if BitLocker disk encryption is active.

* Pending restart. Indicates if the device has a pending restart for updates.

¢ loT Hub configuration sync. Synced or Not synced.

e Custom field O1. Displays the content of the first custom field.

e Custom field 02. Displays the content of the second custom field.

* Last restart. Date of last device restart.

¢ Last Windows update. Date of the last Windows update applied.

¢ Report Group. Reporting group to which the device belongs.

Generate a report
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Reports are automatically generated once a week; however, if you want one immediately,

follow these steps:

1. Goto Portal -> Reports and select a report type in the inventory.

2. In the top menu of the table, click on Generate new report. In organizations with

tenants, a modal window will open asking to select which tenant you want the report

for. Once chosen, click Generate.

Generated reports are saved and can be downloaded and shared up to sixty days after

they are created.

Share a report

This functionality allows sharing the last automatically generated report and specific

reports (historical or generated by a user at the moment).

Reports can be shared with one or more recipients.

Share the last report

Allows automatic weekly sending of the most recent report to the recipients specified by

the user.
1. Goto Portal -> Reports and select a report type in the inventory.

2. In the top menu of the table, click the Share button.

Office 365 Versions List

+ Generate newreport o) Share [ Refresh
Created at Author Expires at Status Actions
S19/25, 2088 AM Automatically generared TARR25, 220818 AM ® Available
512025, 2:08:19 AM Aulomatical by generated 7711725, 2:08:18 &M & Available
SRS, ORI T AM Automatically generated TrAr25, 20827 AM ® Available
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3. Enter the email addresses of the recipients, and press the Enter key on the keyboard

to add them.

Share Report - Office 365 Versions List

The people introduced below will recerve an email with the report

attached as a file.

Freguency: Weekly
* Nexl execulion on: 5/26/25

Recipients

[ojnhn.smirh@mﬁlernail.rnrn ” |

john smith@testemail.com

|:| Send the latest generated report to recently added users

4. Activate the option Send the last generated report to newly added users.

Share Repart - Office 365 Versions List

Ihe people introduced below will receive an email with the report
attached as a file.

Frequency: Weekly
* Mest execution on: 3/26/25

Recipients

| o jehn.smith@testemail.com
jehn.smith@testemail.com

h

H Send the latest generated report to recently added users

{1} An email with the last exscution will be sent to:
= john.smith@testemail.com

Save Changes Close
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5. Click save changes. The recipient will receive the most recent report immediately.

And from there, they will receive a report automatically every week.

@® INFO

If email addresses are added and Save changes is clicked without selecting Send
the last generated report to newly added users,the addresses will be saved

correctly. This allows adding others later without losing the previous ones.

Delete a recipient

1. Goto Portal -> Reports and select a report type in the inventory.
2. In the top menu of the table, click the Share button.
3. Delete the recipient's address.

4. Click save changes

Share a specific report
1. Go to Portal -> Reports and select a report type in the inventory.

2. In the table, choose the report you want to send and in the Actions field click Share.

5/13/25, 2:11:22 AM Automarically generated 72425, 2:11:22 AM @ Available

[@ View detail
5/12/25,2:19:25 AM Automatically generated 7111425, 2:19:25 AM ® Availabl

3 Download Excel
5/11/25, 2:06:11 AM Automartically generated 7110425, 2:06:11 AM ® Availabl

[ Download CSV
5/10/25, 2:10:08 AM Automatically generated 7/9/25, 2:10:08 AM ® Availabl |2 ghare
5/9/25, 2:09:03 AM Automarically generated 718125, 2:09:03 AM Availabl @ Delete Report
5/8/25, 2:08:00 AM Automatically generated 777425, 2:08:00 AM ® Available

3. Enter the email addresses.
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Share Report - Workspaces Inventory

The people intraduced below will receive an email with the report
amached as a file.

Recipients

[jnh n.smlﬂllﬁr:esremall.cm

4. Press the Enter key on the keyboard to add the addresses, after which the Send

button will be activated.

Share Report - Workspaces Inventory

The people inroduced below will receive an email with the report
attached as a file.

Redipients

o john.smith@testernail.com =
m mary.jones@testemail.com X

5. Click Send.
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Portal / Tenants

Through Tenants, organizations operating in the Managed Service Provider (MSP) model
have the possibility of establishing subsidiary entities to which they can provide support

whenever required.

These entities are other organizations, which in Portal are referred to as Tenants. Tenants
are assigned a profile type that describes them as an organization. Therefore, all tenants

belong to a type of organization.

Types of organizations

Portal distinguishes three types of organizations, establishing relationships between them:

e Partner-type organizations

¢ Client-type organizations

e Suborganizations

Partner-type organizations

¢ They have the authority to grant administrative access to client-type organizations
(tenants) that depend on them.

Client-type organizations

¢ They have the option, if they wish, to segment their organization into multiple

suborganizations to facilitate delegated administration.

e They can always see their entire fleet of devices, regardless of who management has
been delegated to.

* They have the option to apply a Policy for the creation of their suborganizations from

a template, which will help them configure multiple users, reporting groups, and

accesses.

e They can link their instance of Analyzer to their suborganizations or assign them a new

one.
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e They have their own configurations.

¢ Several client-type organizations can have the same partner as a service provider.

Suborganizations

e These are subdivisions of a complex organization, management units established
according to the implementation requirements.

e They are very helpful in very large environments, with wide user distribution and
multiple service providers or highly segmented technical teams.

e They do not have a subscription by themselves; they use the subscription of the
client-type organization that manages them.

e Each suborganization can only see its information in Workspaces. They cannot access
the information of other suborganizations or of the client-type organization that
manages them.

¢ They inherit the configuration of the client-type organization that manages them,

although it can be edited. They also inherit the FlexxAgent configuration, but this is not
editable.

@ INFO

Client-type organizations can create suborganizations at a lower level.

Suborganizations cannot be created from another suborganization.

List of tenants

The list view shows a table with the list of organizations (tenants) whose administration is
delegated. It includes information about the Flexxible product they have, their policy, and

creation date.

The View Details button opens a form that allows you to change the name of the tenant

and delete it.
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- Grganization Admin
Flexcdible
iy Home
X Tenants
-] Dperations
{& Flows Rafresh
Fikar
Proiuct Py Craation date Actian
FRXOra FaxCiren aatancdar 4R34 1 View Dotal
FRMOra FaxCirea aatancar 24 1 View Datal
FXACOme FeCrvs oatancar 32024 1 View Datal
FXAOme FaxOiwa aatancar GBS 1 View Datal
FXXOrwa FuzeOires aatanda 624 1 View Datal
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Pags| 1 of 1 Showing 110 40 of 40 resuits Per page: | 50

The New button allows you to create a new tenant; for this, you must enter, in addition to
the previous data, an email address, language, country, sector, product, and region. It also
gives the option to assign a Policy. The Export button allows you to download an Excel file
with the list of current tenants. And Reload gives the option to update the table after

entering new data.

Tenant interface

If the user clicks on the name of a tenant in the table, the Portal interface will automatically

switch to the Home page of the selected tenant’s Portal. This action is very useful because

it speeds up the consultation of data fromn one organization or another.

Portal will not revert to the default organization, even if the page is refreshed. To go back,

there are three options:

e Do ctrl + D (Cmd + D on Mac).
e Do ctrl + K + 0(Cmd + K + 0 on Mac).

e Directly select the default organization (My organization) from the Organization

Selector, located at the top of the interface.

In the Organization Selector, you can differentiate tenants from suborganizations.
These are prefixed by the name of the client-type organization that manages them. For

example: Client A > Suborganization-01.
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Portal / Tenants / Activation

Activation allows managed service providers (MSP) to assess the progress of FlexxAgent
installations or deployments in client-type organizations where they have delegated

administration.

The list view table shows the names of the tenants. If it is a sub-organization, its name will
be preceded by the name of the organization that manages it; for example: Client A > Sub-
organization-01. This nomenclature is adopted because sub-organizations inherit the

FlexxAgent configuration from the client organization that manages them.

The table also indicates the Flexxible product owned by the tenant, the type of
organization it corresponds to, and time indicators that help to understand the evolution of

FlexxAgent adoption in the organization.

The time indicators offered by the table are 90 days ago, 60 days ago, 30 days ago, 7 days
ago and Yesterday. Each field specifies the number (units) of active agents at that

particular moment.

= mm Organization Admin
Flexcdble i _
H My onganization
SRS Activation
[ oOperatans
[} porl Reafresst
45 Flows
= : Filter
Aa  Tenants
Tanants Nami Produst Ty Status 0 days ag G0 days ag 30 days ag 7 days age Waatarday Crantion d Datatie
FXXCma ws Partrer * Aitive o [+] a Q (LT
e Warepaces FXXOna & End customar ® Active &7 L] &7 0 72 AN
B Pach FANOre 2 Endcustomer # fctivis 6 15 ] 15 6 S
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Activation also provides the option to search for tenants and the alternative to apply filters
to the list of results, according to different parameters, such as the company name, the
product they have, and the type of organization. From "Export" you can download the list

view in Excel format.

Copyright © 2024 Flexxible. Todos los derechos reservados. Pagina 274 / 652



25.12 / FXXOne Documentation / FXXOne

In cases where an organization is composed of suborganizations, the activations view will
allow you to check activations by suborganization in a simplified way. The first line of the
list will show the number of agents in the Parent organization followed by the total sum of
agents in all suborganizations in parentheses. The lower lines will represent the information

for each suborganization in the format Parent Organization >Suborganization:

Produst Type: Hiatus 50 days ago 0 days ago 30 dlays ago 7 days ago esterday Creathon daie Detation date

& Endowiomer = Actm Mz Fmo e FIROT IR, B i —_—

a a o e BEl YT

) a =) e =R

B HEE B E

E

| BB B B

"
E

Tenant interface

If the user clicks on the name of a tenant in the table, the Portal interface will automatically
switch to the Home page of the selected tenant’s Portal. This action is very useful because

it speeds up the consultation of data fromn one organization or another.

Portal will not revert to the default organization, even if the page is refreshed. There are two

options to return:

e Do Ctrl + K + O.

e Directly select the default organization (My organization) from the Organization

Selector, located at the top of the interface.
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Portal / Monitor in Portal

Monitor is the alert and monitoring solution for Portal. It consists of two sections: Active

alerts and Alert settings. It provides real-time information on relevant events that could

affect the device's operation and allows predefined alerts to be configured to meet each

organization's specific needs.

Flesacible o S ®

Active Alerts

waorkspace 11 { o Bewsity 1 | alest name L ¢ Information 2 alert szart T ¢ Dotenoified Tl Eement 1)

Monitor includes dozens of predefined alerts, each with basic settings, set at standard
thresholds. In certain organizations, these thresholds may need specific adjustments to
reflect their own conditions. It's recommmended to fine-tune settings to minimize noise

generated by excessive alerts.

Below are the included alerts and their default settings:
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Name

Boot

duration

Login
duration

Critical event
log

Workspace
with Plug
and Play

errors

Low storage
for

Workspace

High User
round-trip
time (RTT)

NTFS error

event log

Multiple
errors in

event log

High RAM

usage for

Severity

@ Critical

@ Critical

@ Critical

Warning

Warning

Warning

Warning

Warning

Warning

Category

Performance

Performance

Event Logs

Hardware

Storage

Performance

Storage

Event Logs

Performance

Threshold

90

60

500

350

50

90
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Threshold

unit

seconds

seconds

MB

milliseconds

%

Authorize
time

(minutes)

60

15

60

10
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Name

Workspace

FlexxAgent

not reporting

Workspace
pending
reboot

Windows
Update
service
running in
non
persistent

workspaces

Low storage
free space
% for

Workspace

Low
connection
signal for

Workspace

High CPU
Usage for

Workspace

Severity

b Warning

ilnformational

ilnformational

@ Critical

i Warning

i Warning

Category

FlexxAgent

Security

Performance

Storage

Connectivity

Performance

Threshold

90

40

80
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Threshold

unit

%

%

%

Authorize
time

(minutes)

120

10

10
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Name Severity

Workspace ]
) ilnformational
uptime

High User

. i Warning
input delay
Machines
whose
FlexxAgent )
L Warning
was
automatically

repaired

Print service o
@ Critical
error

Low storage
free space
% for

workspace

L Warning

(warning)

Category

Performance

Performance

FlexxAgent

Printing

Storage

Threshold

15

350

25

720

70
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Authorize
Threshold

unit

time

(minutes)

days 0

milliseconds 5

machines 60

% 0

These alerts and their default configuration help build the Workspace Reliability Index

(WRI), used to determine the device's target performance. This index is combined with

user sentiment, collected through surveys, to calculate the User Experience Index (UXI).
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Alerts notify about certain events that have occurred in the system of devices that have

met a condition and exceeded a predefined threshold. Active alerts allows you to check

the list of those alerts generated on the organization's devices.

Flexc<ible

Active Alerts

The table includes the following fields:

¢ Information. Description of the alert.

e Start Date. Date and time the alert is recorded.

* Notification Date. Date and time of the alert notification.
¢ Element. Name of the device where the alert is recorded.

e Workspace. Type of device where the alert is recorded.

Workspace Tl H Seyerity 1 | Blert parme TL : Infermaton 2 1 Blert mtart 1.

Ademin .

Diate rotifind T1 Hement 11

» Severity. Alert severity level (Informative, Warning, and Critical). The severity levels can

be checked here.

¢ Alert name. Name assigned to the alert.
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e Category. Name of the category the alert belongs to. The categories can be checked

here.

@® INFo

From this view, client-type organizations (tenants) can also view the alerts generated

on the devices of their sub-organizations.

Alert detail view

To view specific information, click on the alert name in the table. From this view, you can

also access the details of the device where the alert occurs and its report group.

= Fle>cdble S—

Inicio N clertas activas @ Low storage free space % for Workspace

Workspace Grupos de reporte Fecha de inicio
Flujas Fum) 3 K (O el

Iniformnes

General

Inquilings

Membre de la alerta

Lo sborage lroe space  lar Workspaoe

Monitor

Descripeiin
The starage fraa space % ina ' Windspara machines disk fall helra the walus spacifiad in tha Thrachald walus [r
Irformacan
Drriver: C Mieser spacres 7 G0, Used Percenlage: 83%
Warkspaces Categara
Artualizaciones
Elementa ‘Gravedad

. Crlical
Analyzer e
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Portal / Monitor / Alert Configuration

Alert configuration allows you to view in detail the alerts that can be activated on a device
and confirm if they are enabled or disabled. From here, it is also possible to create new

alerts based on the system's event logs and link them to one or more microservices.

Flexccible T J

@ Home

Category: Any " Filtes

Narne H Severity T| E Category 11 : : flThresheld  Threshald unie 1l H i Tauthorized time..

The list view displays a table with the alerts that could be activated on the device. The

fields contain the following information:

¢ Name. Name of the alert.

» Severity. Severity level of the alert. Refers to the impact of an event on the system. The

severity levels can be consulted here.

e Category. Name of the category the alert belongs to. The categories can be consulted

here.
e Threshold. Numerical value that defines the condition to trigger an alert.
e Threshold unit. Unit associated with the threshold (time, percentage, or megabytes).

¢ Allowed time (minutes). Maximum time allowed for a condition before an alert is

issued.

* Repeat every (minutes). Time that will pass before sending a new alert if the condition

persists.

¢ Enabled. Indicates if the alert is enabled or disabled.
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Create a new alert setting

At the top, the New button allows you to create an alert based on the events recorded by

the system.

Create Alert settings

Name *

| Enter name

Description

Enter description

&

Severity *

|'..Warr1ing v

Category *

| Select category vy

Repeat every (minutes) *
0
Threshold * *

| 720

Mail list

| Enter mail list |

The form requests the following information:

e Name. Name of the alert.
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* Description. Brief explanation of the meaning of the alert.

» Severity. Allows you to choose the severity level of the alert. Severity levels can be

consulted here.

e Category. Allows you to choose the category the alert corresponds to. The categories

can be consulted here.

* Repeat every (minutes). Time that will pass before sending a new alert if the event that
triggers it is not resolved.

e Threshold. Allows you to choose the numeric value that defines the condition for

triggering an alert.
e Threshold unit. Unit associated with the threshold (time, percentage, or megabytes).

¢ Mail recipient list. Email addresses of users who will receive an alert notification

(separated by commas).
e Alert message. Alert notification message that recipients will receive.

¢ Event ID. Number that identifies an event in the event log. An alert will be issued when

an event with that ID is generated.

e Search text. Text string that will trigger an alert when it appears in the device's event
log.
e Source. Part of the system where the event that generates the alert occurs.
Alert Severity

There are three levels of severity:

¢ Informational. The event is not critical, but system performance could be optimized.
e Warning. The event could compromise system performance if not addressed.

 Critical. The event requires immediate attention because it compromises system

performance.

Alert categories

Categories indicate where the events that generate an alert are logged. They are divided

as follows:

e Connectivity
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¢ FlexxAgent
e Hardware

¢ Performance
e Events logs
e Security

e Printing

e Storage

Detail view
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In the table, clicking on the name of an alert accesses its detailed view.

= Alerts Settings > Multiple errors in event log

+/ Overview Disable  Edit

Overview

Notifications

Overview
Active Alerts 0

Microservices 0 Name

Mailing History 0 Multiple errors in event log
Authorized time (minutes)
60

Enabled

Description Category Severity Threshold
The system reported many event lo... Event Logs Warning 50

Repeat every (minutes)
0

At the top, the alert status is displayed: Enabled (green background) or Disabled (gray

background). As appropriate, the Enable or Disable button will allow you to change its

status.

@ INFO

The alert will be enabled one minute after clicking the Enable button. The time is four

minutes in the case of Disable.

Edit alert settings

From the detail view, the Edit

button opens a form to modify the alert settings.

Predefined alerts are created in each organization. However, through the following fields,

some changes can be made according to each organization's requirements:
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* Repeat every (minutes). Time that will pass before sending a new alert if the condition
persists.

¢ Allowed time (minutes). Maximum time allowed for a condition before an alert is

issued.

* Threshold. Numerical value that defines the condition to trigger an alert.

From Edit, you can also add email addresses to define the recipients of notifications

when an alert is generated in the system (separated by commas).

Sidebar menu

The detail view of each alert features a sidebar menu, divided into three tabs: Overview,

Active Alerts, and Microservices.

Overview

It presents the alert data in a summarized way and includes a Notifications tab with the
email addresses of the recipients who will be informed when an alert is activated on the

device.

Active alerts

It displays a table with the organization's devices where the alert is active.

Information. Description of the alert.

Start Date. Date and time the alert is recorded.

Notification Date. Date and time of the alert notification.

Element. Name of the device where the alert is recorded.

Workspace. Type of device where the alert is recorded.

Microservices

There are alerts that could be resolved with the automatic execution of a microservice. The

platform allows this by clicking the Link button. This action will open a form where you
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should indicate to which microservice you want to associate the alert and the execution

order, which is useful when you want to link more than one microservice.

Link Microservice X
Microservice

(Select a microservice v]
Order *

|1

\ !
L o

Send history

Shows a table with the list of recipients of the alert notifications.

Date. Day and time the notification is sent.

To. Email address.

Subject. Name of the alert and the device where it was recorded.

Error. State of the device that triggered the alert.
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Portal / Workspaces in Portal

Workspaces is a Portal tool designed to offer a complete and centralized view of the

status and performance of devices within an organization.

Through an intuitive interface, it allows you to monitor key information from each device,
access technical details, review alerts, operations, and sessions, as well as manage

updates, services, and system components.

The main goal of Workspaces is to facilitate the administration and monitoring of
appliances, optimizing decision-making through accurate, up-to-date, and visually

organized data.

Overview

The main view of Workspaces shows a table with the list of all appliances in the

organization, along with the following information:

F|E‘>OCH:I|E N Organization Admin
i Home
Y Operations Workspaces
5 Flows
Reports 0 Refresh 89 Export
Tenants earch [y erm Intel wPro: Amy Slatus: Amy
T Manito
i Name TL = Status L= i IPAddress 1L = 057l = ¢ cPUCores L= ¢ TotalRaMm L= Type L= Last User 1L
Workspaces online 192 168.1.47 Micrasaft Wi N Cwen D r T
online 172.30,118,100 Microsaft Wi 4 4G virtual Deskion
Online B
cnling 1493 168.101.38 Microsaft Wi B 153G Physical device
pace Groups Cnline S2.188.254.111 Microsoft Wi 2 3E7TCE Physical device
Orline 172.20.123.110 Mic . I
cnling 1AE0118129 Mic t L

* Name. Device Name.

e Status. Current status (Online or Offline).
¢ |IP Address. IP assigned to the appliance
e OS. Installed operating system.

e CPU Cores. Number of processor cores.
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* Total RAM. Total RAM memory (in MB).

* Type. Indicates if the appliance is physical or virtual.

* Last User. Name of the last user who accessed the appliance.
¢ Creation Date. Date when the appliance was registered.

¢ Intel vPro Enterprise. Indicates whether the device supports Intel® AMT technology
and is ready to receive operations from this technology.
o Not supported: The workspace does not support Intel® AMT, therefore it will not

benefit from the Intel vPro® Enterprise integration.
o Requires attention. The workspace supports Intel® AMT technology, but the Intel®
EMA Agent has not been installed.

o Ready. Supports Intel® AMT technology. For more information, please refer to the

documentation on the Intel vPro Enterprise integration.

Device detail view

By clicking on the name of an appliance, you access its detail view. At the top, its status is

shown: Online (green background) or Offline (gray background).

= Workspaces > X-04 Online

The detail view is organized into the following tabs:

e Qverview

e Diagnosis

* Installed applications

e Current active alerts

¢ |ntel vPro
e QOperations
e Sessions

¢ Windows Services

e Disks
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* PnP Events
e PnP Errors

e CrowdStrike Detections

e \ersion History

e Boot history

¢ |nstalled updates

e Pending updates

Overview
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At the top of this view, a group of cards facilitate reading device data: Status, Operating

System (OS), Type, User, Intel vPro Enterprise, Connection, IP Address, FlexxAgent version

and FlexxAgent last report.

&
-
Y
[0}

=]

|

@

= Workspaces X-04

o Overdew =
General
Flaws
Reports
Tenants
Security
Maonitor
Patching
Workspaces o5
Heszaagent
Extendad
Virtualization

Installed Apps
_ Active Alerts
© Groups

Operations

Patch Sassions

Windows Senicas

Microservices
Regeting Group History

Organization Admin

. 1
My Organization
Online
|:| Status W 05 Type
rline B Licrasoft windows n 1H O virtual Desktap
(CB Last User el Intel vPra Enterprise Connection
ot Supported Ethamet
IP Address FlexxAgent Version FlexxAgent Last report
25.8501,179 10/20/25, 11:23:57 AM
General
Mame Domain au Connection Time
X-04 QU=Horizon,OlU=Desktops OU=BCN...  T0/27/25, 41000 PM
Last User Current CPU Utilization Current RAM Utilization Code
5.1 GB (32%
Description Uptime Tdlle Tirme Last Restart
7d 18h 35m 545 0d Oh Om Oz 10/20/25, 5:44:54 PM
Device

Below, ten sections offer detailed information:

1.

General

¢ Name. Identifier assigned to the appliance within the network or system. Generally

corresponds to the hostname configured in the operating system.
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Domain. Name of the domain to which the appliance belongs within the network

infrastructure.
OU. Organizational unit where the appliance is located within the domain.

Connection Time. Total duration of the current session or the time elapsed since the

appliance last connected to the server or network.
Last User. Name of the user who last logged into the appliance.

Current CPU Utilization. Percentage of use of the central processing unit (CPU) at the

time of the query. Indicates the system workload.

Current RAM Utilization. Percentage of RAM memory currently in use by the system

and active applications. Allows evaluating resource consumption.

Code. Unique identifier or internal code assigned to the appliance for inventory or

administrative management purposes.
Description. Descriptive information about the appliance, any additional relevant detail.

Uptime. Period of time that the appliance has remained on and continuously operating

since the last reboot.

Downtime. Period during which the appliance has been off, disconnected, or out of

service.

Last Reboot. Date and time the appliance was last rebooted. Useful for monitoring

system stability and maintenance.

Appliance

Operating System Manufacturer. Company or entity responsible for the development

and distribution of the operating system installed on the appliance.

System Model. Specific hardware model identification according to the manufacturer.

Allows recognizing the version or line of the device.

System Type. Classification of the appliance according to its architecture or purpose

(e.g.: workstation, laptop, server, virtual machine, etc.).

System SKU. Commercial reference code (Stock Keeping Unit) assigned by the
manufacturer to identify the exact configuration of the model.

Processor. Technical details of the installed CPU, including manufacturer, model, clock

speed, and architecture.
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BIOS Date. Date of the current BIOS or UEFI version installed on the system. Indicates
when it was issued or updated by the manufacturer.

BIOS Serial Number. Unique identifier associated with the specific BIOS version of the

appliance.

Platform role. Main function of the appliance within the environment (for example:

desktop, virtual machine, etc.).

Boot Device. Unit or medium from which the operating system starts.
Regional Configuration. Language setting configured on the system.

Time Zone. Time zone set on the system for date and time synchronization.

Last Boot Duration. Total time it took the system to complete the startup process from

powering on to being operational.

Fast Startup. Indicates if the Fast Startup feature is enabled.

Resources

CPU Cores. Total number of physical cores available in the processor. Directly affects

performance and parallel processing capability.
Total RAM. Total amount of physical memory (RAM) installed in the appliance.

Paging File Space. Total disk space assigned to the paging file used to extend virtual

memory.

Paging File. Location and name of the file used by the operating system to manage

virtual memory.

System Disk Usage. Percentage or amount of space currently occupied on the main

drive where the operating system is installed.

Total Hard Disk Size. Total physical storage capacity of the main disk or system drive.

Connectivity

Connection. Type of active network connection (e.g.: wired, wireless, VPN, virtual

network).
IP Version. Internet Protocol used by the network interface.

IP Address. Address assigned to the appliance within the local network for

identification and communication.
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Subnet. Network range that determines the segment to which the IP address belongs.

Default Gateway. IP address of the router or device that allows commmunication with

external networks.

MAC Address. Unique physical identifier assigned to the appliance's network card.
Network Changed. Indicates if the appliance has recently changed networks.

Public IP. Externally visible IP address assigned by the Internet Service Provider (ISP).

ISP. Internet Service Provider. Company that provides Internet connection to the

appliance or local network.
Location. City or geographic location associated with the detected public IP.
Country. Country corresponding to the geographic location of the public IP.

Last Network Information Update. Date and time when the connectivity information of
the appliance was last updated.

Security

Encrypted Hard Disk. Indicates if the appliance's main storage is secured through

encryption.

Secure Boot Status. Shows if the Secure Boot function of the BIOS/UEFI is enabled to

prevent unauthorized software from loading during startup.

Kernel DMA Protection. Indicates if the system has enabled direct memory access

(DMA) protection to prevent attacks on the kernel from external devices.

EDR. Endpoint Detection and Response. Name or solution implemented for advanced

security and threat detection and response at the endpoint.
EDR Status. Operational status of the EDR system.
Antivirus. Name of the antivirus solution installed or integrated into the system.

Antivirus status. Operational state of the solution.

Update

Target. Update policy to which the appliance belongs.

Number of Pending Updates. Total number of updates that are available but not yet

installed on the system.
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Last Windows Update. Date and time when the most recent update of the Windows
operating system was installed.

Reboot Pending. Indicates if the system requires a reboot to complete the installation

of updates or other configuration changes.

Number of Days Since Last Windows Update. Time interval (in days) since the last

successful installation of operating system updates.

7. 0S

OS. Full name of the operating system installed on the appliance.

Operating System Version. Specific version number of the operating system indicating

its current revision or update level.

OS Build. Number of the internal build of the operating system reflecting the exact set
of updates applied.

Windows Directory. Path of the root directory where the Windows operating system is

installed.

System Directory. Path of the subdirectory containing the main files of the operating

system.
FlexxAgent

Report Group. Name of the reporting group to which the appliance belongs.
Version. Version number of FlexxAgent installed on the appliance.

Status. Indicates if it is stopped or running.

Last Report. Date and time when FlexxAgent sent its last report to the appliance.
Session Analyzer. Indicates if the Analyzer session is configured or not on the
appliance.

Session Analyzer Version. Indicates the version number of the Analyzer session on the
appliance.

Uninstall Protection. Indicates if the uninstallation protection is enabled or not.
Extended
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e SMBIOS Version. Version of the System Management BIOS implemented on the
system.

¢ Embedded Controller Version. Version of the embedded firmware or controller.
¢ BIOS Mode. Indicates if the system operates in Legacy BIOS mode or UEFI.

* Motherboard Manufacturer. Company responsible for the design and production of

the appliance's motherboard.

* Motherboard Model. Identification or reference of the specific motherboard model

installed.

* Motherboard Version. Number or code that specifies the revision or version of the

motherboard design.
¢ Unique ID. Unique identifier assigned to the appliance or system.
* Windows Type. Type of license or edition of the Windows operating system.

e Creation Date. Date and time when the original installation of the operating system

was performed.

10. Virtualization

e Hypervisor. Virtualization software or platform that manages virtual machines.

* Farm / Cluster. Set of servers or nodes grouped to run and manage virtual machines

together.

e Broker. Intermediate server responsible for managing user connections to virtual

machines or remote desktops.
e Delivery Group. Set of virtualized desktops or applications.
e Status. Current operational status of the virtual machine.
 Citrix XD Status. Specific status of the appliance within the Citrix environment.

» Registration Status. Indicates if the appliance or virtual machine is correctly registered

in the management system or broker.

¢ Maintenance Mode. Defines if the machine is marked for maintenance tasks,

preventing its allocation to end users.
* Type. Classification of the virtual resource.

e Group / Catalog Name. Name assigned to the group or catalog of virtual machines

within the virtualization environment.
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e Connected From. IP address, hostname, or location from which the user established

the connection to the virtual environment.

Diagnosis

This section allows you to analyze the resource consumption of a device based on the use

of applications and system processes used during a user's session.
To view the data, you need to select beforehand:

¢ User. If the device has more than one user session started, it allows you to choose the

one you want to analyze.

* Date range. Defines the week of the analysis. By default, the data from the last seven

days is shown.
Selection chart

Once the user and date range are selected, the selection chart provides an overview of
resource consumption. It represents, with colored lines, the behavior of each system
resource (CPU, RAM, GPU, Network, and Disk) during the indicated period.

The time window (orange box) allows you to specify a seven-hour time range. When
moving it, the lower charts, corresponding to each system resource, will update their data

to show the consumption details during those hours.

2 Home & Workspaces > PC-IR online
Connectivity a
security Diagnosis

Patching
o5 User Date Range

FLECHBLE, Mow 05, 2025 - Mow 11, 2025

Extended

Dlagnosls

Inztalled Apps

Active Alers

Performance Charts

Diagnosis allows you to analyze the behavior of each system resource through five graphs.
CPU, RAM, GPU, Network, and Disk. Each of them has a dropdown with specific

parameters that allow filtering the results.
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Hovering over a point on the chart displays detailed information: date, time, maximum and

minimum value of the respective parameter.

Parameters by type of system resource

CPU

* % CPU. Total percentage of CPU utilization across all cores.

* % User Time. Percentage of CPU time dedicated to executing processes in user

mode.

* % Privileged Time. Percentage of CPU time dedicated to executing system operations

(kernel).

* % Processor. Total CPU time used across all processes and system activities.

cPU | ®cPu
03:00 04:00 05.00 06:00 07:00 08:00 % CPU
100 % 5 .
= ====""" %User Time
BES St tduinl % Privileged Time
- - T
0% b ) )
U A5 % Processor Time
- = T
- = 1
- o >
_-
0% -

* % RAM. Percentage of physical memory currently in use.

¢ Available MB. Amount of free RAM available to run new applications without causing

performance issues.

e Committed MB. Amount of virtual memory that has been committed.

RAM % RAM
03.00 04:00 05:00 06:00 07:00 08:00 % RAM
100 % )

Available MB

- Committed MB

0% =
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GPU

* % GPU. Percentage of the graphic processing unit (GPU) capacity currently being
used.

e GPU Utilization. Percentage of time the GPU is actively processing.

GPU [ %cpPu v @
03:00 04:00 05:00 06:00 07:00 08:00 % GPU
100 % I
GPU Utilization
50 %
o%x 00 e—— D .
Network

* Network Latency. Maximum latency of all listed applications and processes.

Network

Network Latency v | @
03:00 04:00 05:00 06:00 o700 ¥:00 10:00
750 ms 2025-11-11 09:35:00
& Max 305 ms

500 ms Avg 32 ms -

) 1

A

ry /) Iy

LA 1! o d I
e N EEREE IR R I R SN L g g e e =y — ’ ] \\,* L
0ms -———=
Disk

e Total IOPS. Total input/output operations per second for disk activity.
* Read IOPS per second. Number of read operations per second from the disk.
» Write IOPS per second. Sum of write operations from applications and processes.

* % Disk usage. Percentage of the disk input and output capacity being used.

Copyright © 2024 Flexxible. Todos los derechos reservados. Pagina 298 / 652



Disk

150.000 IOPS

100.000 IOP5

50.000 I0PS

0 10PS

03:00

04:00

05:00 06:00 07:00

Applications and Processes Tables

08:00

25.12 / FXXOne Documentation / FXXOne

[ Total IoPS v ©

Total IOPS

I0PS Read Per Second

|0PS Write Per Secand

% Disk Usage

At the bottom are the Applications and Processes tables, showing the data corresponding

to the most recent moment of the time range chosen in the selection chart.

Applications

Displays the active applications on the device. Each row includes the following fields:

* Name. Application name.

* Process Name. Process associated with the application.

¢ Average CPU. Average percentage of CPU utilization.

¢ Average RAM. Average percentage of physical memory in use.

* Average GPU. Average percentage of GPU utilization.

* Average Total IOPS. Average input/output operations per second.

* Average Read IOPS. Average read operations per second.

* Average Write IOPS. Average write operations per second.

e Maximum Network Latency. Maximum latency recorded for the application.
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Apps
2025-11-11 10:20:00
Name Tl = Process Name TL = Name Tl Avg CPU | = Avg RAM Tl =
’ a
Visual Studio Code code.exe Visual Studio Code 26% 1 14.1% -
Slack slack.exe Slack 0.3% 62% @
Microsoft Edge msedge.exe Microsoft Edge 0.0% T4% @
Microsoft Teams ms-teams.exe Microsoft Teams 0.0% 0.3%
Google Chrome chrome.exe Google Chrome 0.0% 0% @
Microsoft Outlook outlook.exe Microsoft Outlook 0.0% 3.8% €
Citrix Workspace authmansvr.exe Citrix Workspace 0.0% 0.0% v

Summary Box

Selecting an application from the table provides access to a more visual summary box,

with its system resource usage metrics.

Visual Studio Code

Summary

Resource usage metrics for this application
Avg RAM Avg CPU Avg GPU
758.1 e 45.3 i 1.0 %
A - 1]
Avg Total IOPS Avg Read IOPS Avg Write IOPS
661 ors 358 ioes 303 iors

Processes

Displays the active processes on the device. Each row includes the following fields:

* Name. Name of the product or process.

* Process Name. Name of the executable.

e User. User executing the process.

* Average CPU. Average percentage of CPU utilization.

* Average RAM. Average percentage of physical memory in use.

* Average GPU. Average percentage of GPU utilization.

* Average Total IOPS. Average input/output operations per second.
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* Average Write IOPS. Average write operations per second.

25.12 / FXXOne Documentation / FXXOne

e Maximum Network Latency. Maximum latency recorded for the process.

Processes
2025-11-11 10:20:00

Process Name T. =

svchost
ecdbwm
wmiprvse
services
dwm

flexxagent

User Tl

Protected
Protected
Protected
Protected
Protected

Protected

Installed apps

AvgCPU L
16.00
10.9% @
Z.4% 4

2.0% ¢

= Avg Ram TL

5.9% @

2.4% 4

1.4%

290% 4

Avg GPU Tl = i

0.0%

0.0%

0.0%

0.0%

»

It displays a table with all the applications detected by FlexxAgent Analyzer on the device.

» Overview

| Installed Apps
Active Alerts
Operations
Sessions
Windows Services
Disks
Reporting Group History
PnP Events
PnP Errars
CrowdStrike Detections
Version History

Boot History

64

& Export (0 Refresh

&2 Search by term.,

Aplicaciones de Microseft ...

Aplicaciones de Microsoft ..

Audio Console

Bloc de notas

Calculadora

Calendario

Centro de comando de gr...

The information includes:

Name T T i

Publisher Tl T i
Microsoft Corporation
Micrasaft Corparation
Senary Technology Limited
Micrasoft Corporation
Microsoft Corporation
Microsoft Corporation

INTEL CORP

Version TL

16.0.19127.20314

16.0.19127 20314

2260

11.2507.0

11.2508.0

16005.14326.0

1.100.0

¢ Name. Name of the application installed on the device.

¢ Publisher. Company that developed the application.

* Version. Version of the application.

* Installed on. Date it was first reported on the device.
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Installed at (U... L= :

10/29/23, 9:00:39 AM

10/29/23, 9:00:39 AM

3/5/25, 11:55:30 AM

B/28/25, 6:12:48 AM

10/22/25, 7:27:24 AM

4/23/25, B10:11 AM

11711424, 7:13:31 AM

Install location T =

C

c

C

C

C

C

C

“\Program Files\Microsof...
“\Program Files\Microsof...
“\Program Files\Window...
“\Program Files\Window...
\Program Files\Window...
“\Program Files\Window...

\Program Files\Window...
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¢ Installation location. Folder where the application is located.

e Last report. Date of its last report on the device.

The information provided by Installed Applications is collected by FlexxAgent Analyzer
when its process starts. From that moment, the data is updated every 12 hours, as long as

there is a user session started, or at each login.

Active alerts

Presents a table with the active alerts found on the appliance.
The information includes:

e Severity. Severity level (Critical, Warning, or Informational).

¢ Alert Name. Name identifying the alert. You can click on it for more details.
¢ Information. Description of the alert.

e Start Date. Date and time the alert is recorded.

* Notification Date. Date and time of the alert notification.

¢ Element. Name of the device where the alert is recorded.

Intel vPro

From this tab, you can view detailed information about the Intel EMA agent installed on the

device and access out-of-band management functions, even when the operating system

is not available.

Organkzation Admin

Waorkspaces » PC Offline

Overview . )
£ (LD Fowier on Restart  Power actions oot actions . Remote KM connection

Liagy

=ElEe \/ Intel AMT Supported @ Intel EMA Agent Version @ EMA Endpaint ID
Active Alerts s 193,104
& Tenants Intel vPro
N Intel EMA Agent status . CIRA Status Power State
’) Fior
B i Disconnected Disconnectzd Foweer On

Windows Senvicas
Disks ﬁ Power State Update
12325, BUU02 AM

Reporting Group History

Information Detail
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Compatible with Intel AMT. Indicates whether the device is compatible with Intel
Active Management Technology.

EMA Agent Version. Version number installed on the device.
Intel EMA ID. Unique identifier assigned by Intel EMA.
Intel EMA Agent Status. Indicates whether the agent is Connected or Disconnected.

CIRA Status. Indicates whether Client Initiated Remote Access, used for secure

remote access, is Connected or Disconnected.
Status. Indicates whether the device is On or Off.

Power Status Update. Date and time of the last power status modification.

Available actions

Intel vPro allows remote management operations even when the operating system has not

started or the device is unresponsive. These actions are executed out-of-band, accessing

the hardware directly.

Turn On. Turns on the device.

Restart. Restarts the device.

Power Actions: Gradual Shutdown, Gradual Restart, Shutdown, Suspend, Hibernate.

Boot Actions

o Boot to BIOS. Allows direct BIOS startup on devices that cannot boot their

operating system.

Remote KVM Connection. Provides a direct view of the device's screen to control it as

if you were physically in front of it, even when the operating system does not load.
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'Wor'kspaces ) > Intel vPro Out of Band KVM Connection

= Disconnec Poweron () Resart Poweractions Boot acdons = Key combinagon T Paste from clipboard

Curent state: Power On " Fullsereen

This function allows:

o View the device's screen in real-time.

o Diagnose and solve problems in geographically distributed environments or with

limited IT resources, as it avoids in-person interventions.

Power on schedules

This technology also allows setting the date, time, and recurrence for the device's auto

power-on.
Create a schedule

1. In Portal, access Worksaces -> Workspaces.

2. Select a device from the list.

3. In the sidebar menu, select the Intel vPro tab.
4.In the Power on schedules section, click New.

5. Fill in the requested data in the form:

¢ Program Name. Name of the power-on schedule.

e Start Time (UTC). Date and time when the device will be turned on, in UTC.
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e Delete After Completion? If selected, once the power-on is executed, the schedule

will be deleted.

 Isit recurrent? If activated, allows you to specify every how many days and at what

time the device will be turned on.

6. Click on New.

Operations

Lists the operations recorded on the appliance, including:

Create power on schedule

Schedule narme *

Start time (UTC) *

| G rripecos2ozs | 140000

Delete on completion? [

1s recurring? [

Days Hours Minutes

fo ~)[o ~i(o -~

¢ Operation Name. Type of operation performed on the device.

e Status. Status of the operation (Successful or Failed).
¢ Created On. Date and time the operation was created.
e Start Date. Date and time the operation started.

e End Date. Date and time the operation ended.

e Owner. Email of the user who performed the operation.

Sessions
Shows the active or recorded sessions, with details like:

* User. Name of the user who logged into the device.
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Session Type. Type of session started (Device or Application, for virtualized application

sessions).

Windows Session ID. Unique identifier assigned to each user session.
Connection Status. Status of the session connection (Disconnected or Active).
Start Date. Date and time the session started.

CPU Usage. Percentage of processor usage for the session, excluding resources used

by other sessions or system processes.

RAM Usage. Amount of volatile memory used by the activities and applications of a

specific user during a session.

RTT Usage. Time it takes for a data packet to travel from the user's device to a remote

server or destination and back to the user.

Windows services

Contains the list of operating system services, including:

Display Name. Name of the programs that run in the background.

Status. Status of the Windows services (Running or Stopped).

Startup Type. How the service has been activated (Automatic, Manual, or Disabled).
Log On As. Mode of login.

Accept Stop. Whether or not to stop Windows services (Yes or No).

Disks

Displays the partitions of the appliance with the following information:

Device ID. Name of the device.
Name. Name of the main disk partition.

Encryption. Indicates whether the device is encrypted or not, or if no value is available
(N/A).

Encryption Method. Indicates the encryption method.
Volume Label. Name of the volume label.

Total Size. In megabytes, total disk space.
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e Used Size. In megabytes, disk space used.

* Used Percentage. In percentage, disk space used.
e Unit OS. Unit possession (Yes or No).

* Location. Disk location access path.

e Partition. Indicates the number of storage divisions the disk has.

Reporting groups history
Shows the current and previous report groups of the appliance:

e Source. Reporting group the device comes from.
e Destination. Reporting group the device is entering.
e Assignment Type. Manual or Automatic assignment.

* Requested Date. Date and time of the device's reporting group change.

PnP Events

Shows a table with the list of Plug and Play events that have been recorded on the

appliance. The information includes:

e Action. Hardware component state (printer, mouse, etc.) with respect to the device

(Plugged or Unpluggeq).
e Date. Last PnP update registered by FlexxAgent.
e User. User currently using the device.
» Description. Hardware component connected to the device.

* Device ID. Identification code of the hardware component connected to the device.

PnP Errors

Shows a table with the list of Plug and Play errors that have been recorded on the

appliance. The information includes:

¢ Name. Name of the hardware component connected to the device.

e Update Date. Last PnP update registered by FlexxAgent.
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e Class. Type of hardware component connected to the device.

* Device ID. Identification code of the hardware component connected to the device.

CrowdStrike Detections

If the CrowdStrike integration is done from Portal, a table will be displayed with information

about threat detections, including the following fields:

e Severity. Criticality level assigned to the detection according to the potential impact or
risk of the threat.

* Created. Date and time the detection was generated in the system.
e Username. User associated with the activity or process that triggered the detection.
e Status. Current status of the detection.

» Display Name. Descriptive name assigned to the detection, summarizing the type of
threat or behavior identified.

* Description. Expanded information about the detection.

e Command line. Command or instruction executed on the appliance related to or that
generated the detection.

-
FlexxApent
Extended @ Export () Refresh
Diagnosis
)] arch by term
Installed Apps earch by term...
Active Alerts
Intel vPro 0 severity TL= Created T, = : Username L= : Display Name Tl = Description T.
Operations . A N B .
High 10/14/25, 9:30:57 AM RansomwareFlesModifiedinf... A process associated with ranson
Sessions
Critica 10/14/25, 9:30:57 AM UmppcBypassSuspected A process appears to have perfo
Windows Services o itical 2! M mppcBy| Su proce ppe ve perfo
Disks 4 High 10/14/25, 3:30:57 AM - HashDumpSaMUntrusted User hashes from SAM hive acce

Reporting Group History
PnP Events
PnP Errors

Crowdstrike Detections 3

@® INFO

FlexxAgent synchronizes CrowdStrike alerts every minute.

Version history
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Displays a table with the versions of FlexxAgent that have been registered on the

appliance.

¢ Version. Version number of FlexxAgent detected on the appliance.

* Discovered on. Date and time when the system identified the presence of that version

of FlexxAgent on the appliance.

> Overview

Installed Apps 91
Active Alerts 1
Operations 0
Sessions 1
Windows Services 300
Disks 3
Reporting Group History 0
PnP Events 1048
PnP Errors 2
CrowdStrike Detections 0

| Version History 21
Boot History

Boot history

&9 Export (O Refresh

( L2 Search by term...

Version Tl
2521.0
25.2.1.1
25.2.1.2
25.2.1.7

25.2.1.2

Discoveredat Tl =
2/20/25, 10:50:07 AM
3/17/25, 9:02:43 AM
3/24/25, 9:28:29 AM
4/9/25, 8:14:56 AM

4/9/25, 81717 AM

Through a chart, this section shows the log of boot time taken by the device.

» Owverview

s .
Ocr 21, 2025, 53314 PM

Disks 3
Reporting Group History 1
PnP Evenls o
PnP Errars 1

. N Oct 15, 2025, 816737 AM
CrowiSirke Detocions —
Boot History o 5 0 15 20 5 30 35 40 45 50 55
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Installed updates

Displays a table with the list of updates installed on the appliance. The information

includes:

¢ Installation date. Date and time the update was installed on the appliance.
¢ KB. Unique identifier of the update package issued by Microsoft.

¢ Title. Name of the update.

¢ Product. Name of the product to which the update applies.

» Severity. Criticality level assigned to the update according to its importance or impact

on security (Critical, Important, Moderate, Low, Unspecifieq).
* Arrival date. Date when the update was published or made available by the provider.

e Category. Functional or technical classification of the update.

Pending updates

Displays a table with the list of pending updates on the appliance. The information

includes:

¢ KB. Unique identifier of the update package issued by Microsoft.
¢ Title. Name of the update.
¢ Product. Name of the product to which the update applies.

e Severity. Criticality level assigned to the update according to its importance or impact

on security (Critical, Important, Moderate, Low, Unspecified).
* Arrival date. Date when the update was published or made available by the provider.

e Category. Functional or technical classification of the update.
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Portal / Workspaces / Workspace groups

Workspace Groups make device management easier for organizations, allowing them to
group devices based on shared characteristics or specific criteria to monitor statistics

more thoroughly and execute effective actions.

Flesxccdible i = ®

G Homea

- Workspace Groups

Craate @2 Export () Refrash

Fiter
N Typs Entra 1D Maouinch Madme i WrKARACES Actian
DG ] View etz
Static L; L] view Detail
Sl 1] WView Datail
Dyramic [1] View Detal
Cyriamic 1} View Ditll
Erilra IO a View Detal
Entra I -] * View Datal
State 2 View Detal
Dyramic o View Detall
3
Paga | 1 o Ehowing 1to 77 of 77 nesults Per page: | 6O

There are three types of groups:

e Static
e Dynamic

e EntralD

Static workspace group

It is a group created manually, with free criteria. It can be created and managed from the

Portal and from the Workspaces module, by filtering the list in the Workspaces section.

Dynamic workspace group
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It is a group in which some condition is periodically evaluated; for example: "devices with
more than 85% memory usage", so its members can change in real-time. It is very useful
when you want to apply specific actions on them, such as microservices to solve a
specific problem. They are created from the Workspaces module by filtering the list in the

Workspaces section.

@ INFO

Dynamic workspace groups evaluate the fulfillment of a defined condition every 60
minutes; therefore, they are not recommended as a mechanism for detecting user

sessions.

Entra ID Workspace group

It is a group that can pull members from an existing group or organizational unit in the
Entra ID domain in use. The creation of this type of group requires at least one active

integration with the Entra ID domain, within Settings ->Integrations, in Portal.

Group management

The list view of the Workspace groups section provides information on the name of the

groups, their type, Entra ID feature, and the number of devices they contain. The See

Details button shows the following tabs:

* Workspace group details
* Workspaces

* History

* Location

* Schedule

¢ Synchronizations

Workspace Group Details
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Shows the same data as the list view, as well as the group's creation date and the user

who created it. The Edit button allows you to change the device name, add a description,

or even delete it.

Flexcdble i o

fa  Home

Workspace Group Detalls  Warkspaces  History Loc=tian Scheukes Syrcheonizaiions

Entra 1D (Breup)

Workspaces

Displays a table with a list of the devices that make up that group. Provides information
about the Fully Qualified Domain Name (FQDN) of the device, IP address, operating system,
CPU cores, Random Access Memory (RAM), type (physical or virtual), and the last user. The

options Import Workspaces and Edit are only available for static workspace groups.
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Flescdble :: My crgaranton - e

a Home

Wioikspase Group Detals  ‘Workepaces  History  Localion  Schedukss  Synchonizabons

[ :ﬂ'»yl " Befresh

e
Fiter
Mame FaDN IP Address Operating System CPU Cores RAM Type Last User
Microaofl Windows . 12 16055 Pinysical device
Microsoll Windows . 12 18812 Prnysical denice
MDA WINKows a 6 Proysical cwics
Microsoft Windows a 65 Physical device
Microagh Windows - 12 2425 Piysical deice
Microsoll Windows 8 7415 Priysical dewice
Microsolt Windows _ 16 g Fitnpsical deios
Microsoft Windows a ToE: Proysical device .
.
Page | 1 of2  Mests | Showing i io 50 of 56 results Per page: | 50

History

Displays a bar chart with the daily number of devices that have made up the group during
the last month. You can zoom in on the chart for better reading by selecting the bars you
want to enlarge with the mouse. Using Reset zoom, the information returns to its original

state.

Flexedible i = e

w  Home

Wirkrpoco Grouge © Devicos - Frysical
Devices - Physical
L] Worspass Group Detalls Woikapacss  History  Locaon  Schedulss  Syncheonizafions
Farnaw
1 Monitor

Workupuaces

Wiorkepaoes «2 o
S
: | f- | | | | |
w0
@ vicos  PREVEE
deltch  dic13th  dictdth o6t AcTBs dic ek dic2Zed  dic24th dicISth  dcIBh dcdth ees e rd arm St soeTth  ane 11th

v
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Location

Allows associating GPS coordinates with the workspace group to relate it to a point on the

map. This value is just a reference, it does not update if users change location.

Flexcdble :i e L2

G Home
Wirkrpoen Groupe  Dovicos - Physicsl
Devices - Physical

Wiolkspaos Oroup Detals  Workspaces  Histiry  Locallon  Schedibes  Synchonizaions

Schedule

From this tab, you can schedule Wake on LAN (WoL) or automatic shutdown for a group of
workspaces. If the user wants to schedule one of these actions, they need to click the New

button and fill out the form:

e Action. Allows you to choose between Wake on LAN or Shutdown. If the first option is
selected, you can activate Use specific Workspace for Wol atthe bottom of the
form to schedule the power on for a specific device.

¢ Day of the week. Day of the week when the action will be performed.

e UTC Time. Exact time to start the action, in Coordinated Universal Time standard. The
action created can be seen in a table, with columns showing the information entered
in the form, as well as which user created the action and who and when the schedule

was updated. From View details you can edit and delete the scheduled action.
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Mew scheduled action

Action *
’ Wake On LAN )
Week day *

Select week day )

UTC Time* @

®
m Use specific Workspace for Wol
Workspace
Select the Workspace |

[’;-u.;':." the Workspace J

Type at least 3 characters to load workspaces

Sync

This tab is only visible when the group is of Entra ID type. Displays a table with details of

the synchronizations performed with information about:

e Sync date and time.

e Entra ID Workspaces. Total number of items in the group or organizational unit of Entra
ID.

¢ Added Workspaces. Number of devices added to the group.
* Removed Workspaces. Number of devices removed from the group.

* Existing Workspaces. Number of devices already present in the group.
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e Workspaces Not Found. Number of devices not found in the group; that is, devices
that, although part of the Entra ID group or organizational unit, cannot be added to the

group as they do not have FlexxAgent installed.
* Duplicate Workspaces. Number of duplicate workspaces in the group, if any.
e Execution Time. Time required for synchronization.

e Action. Allows you to see a table with synchronization information for each device in
the group.

0 Synchiorianow 89 Export () Refesh

Date Erira D werkspacs: Workspaces aded WrHE SRS FRITHNA

na o o 1 7 1 [ Wiew Dotad
[ Wiew Delai

[ Wiere Datal

[ Wierw Deatall

[ Wiaw Detal

[ Vierw Datald

1 Wienw Dt

1 Wiew Dedal

1 Visnw Datal

1 Wienw Dl

1 Wiew Detnil

1 Wiew Dl

Wienw Dotad

of 24 Mt - Showing 110 B0 of 182 results

Create groups

Workspace groups can be created from the Portal and from the Workspaces module.

Create a static workspace group from the Portal

At the top of the list view in the Workspace groups section, click on New. A form will open

where you will be asked to add a name and a description for the new group.
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Create workspace group X

Name *

d ™

| Please enter text here

b A

Description

d ™
Please enter text here

\ &

There are two ways to add devices to a static workspace group from Portal:

1. In the groups table, click on Detail View of the desired group -> Workspaces ->

Import devices. A form opens allowing importation of up to 20,000 devices.

Impert Workspaces

Workspaces list *
1

120000

2. In the groups table, click on Detail View of the desired group -> Workspaces ->
Edit. Next, select the devices you want to add. Those marked with an orange dot are
added to the group and those not marked are removed. In both cases, click on Save

to keep the changes.
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Organization Admin 1
Type st s

Physical device —
Physical dovice s

Physiual device —

Virtual Daskiop

Wirtual Desklog

Organizations can import into a static workspace group those devices that are part

of their suborganizations.

Create a static workspace group from Workspaces

In the sidebar of the Workspaces module, navigate to the Workspaces section. Select the

desired devices in the list view and save them in a new group by clicking on My filters -

> Workspace group -> Save as workspace group.

Fle>xocWORKSPACES

EI Platforms Machine G Tenant Poser state La  Clear filter w % RAM
rispa
2 PO an
Filte
E = 0 Not reporting | Fileerby s v 0%
Fi tallet ay
= = (] Not reporting 0% 0%
ol =] on L 13% 67
] Not reporting 0% 0%

Create a dynamic workspace group
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From the list view of Workspaces, in the Workspaces module, right-click any field in the
table to access Filter builder and choose the necessary filters to get a list with the
devices that will form the new group. You can also select filters from My filters ->

Default filters or from any filtering option offered by the Workspaces view.

Fle>CCWORKSPACES SR o

Filtras predefinidos

oo e@edRO|  ARc D@ (EL .. . R T

E 3

With the device list ready, go to My filters -> Workspace group -> Save as dynamic
workspace group. Workspaces will not allow creating a group if the filters for the devices

are not specified first.

Workspaces will create a Job with the new group. If you want to verify that it has been
formed correctly, you can do so from the list view in the Workspace groups section, in
Portal.

Create a Workspace group Enter ID

Entra ID groups are created from Portal. Go to Workspace groups in the side menu. Click
on the New button located at the top of the list view. A form will open where you must add
a name, a description for the group, and activate the Entra ID button. Next, select the

type of group to be created: Entra ID Group or Entra ID Administration Unit.
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Create workspace group

Marrvia ™

Description

@D enwrai0

Type
@) Entra ID grougs

() Entra ID adrinistrative it

Ertra |D graugp
Salact groug

s

Entra ID groups require an APl connection, which can be configured from Portal ->
Settings -> Integrations. Only from there can you check the created Enter ID Group

and Enter ID Administration Unit and, therefore, perform operations on them from the
Workspaces module.

Group editing

Depending on their typology, group editing is detailed in the following points.

Edit a dynamic workspace group

To change the filters of a dynamic workspace group, and therefore the members of that

group, the following steps must be followed:

1. Search for the group name in the Filter by workspace group search box located in
the list view of the Workspaces section.

2. Right-click on any field in the table with the list of workspaces to access the Filter
builder. From there you can choose the new filters for the group. Please note that
Workspaces will overwrite the original filters; that is, it will remove all old filters and
replace them with the new ones. Press 0K .

3. With the new device list, go to My filters -> Workspace Groups -> Save as

dynamic workspace group.Itis important to save the group with the same name it
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had before so a new group is not created.

Delete a workspace group

In the list view of the Workspace groups section, in Portal, click on Detail view of the
desired group. In the Group Details tab -> Edit, a form will open with the Delete

option.

@ INFO

For more information on how to create or manage workspace groups, please refer to

this guide.
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Portal / Patch

Through Updates, a user will be able to manage how, which, and when updates will be

applied to the devices of the organization's report groups.

Flmble o Organization Admin i

Home Summary

vl Operations

Targets Workspaces

Flows

A Alerts (1) v @ Information (1) v

Tenants Some targets have missing schedules.
Please ensure all targets have a schedule assigned. Without scheduling, the workspaces will not receive
patches.

Excellent work! All workspaces have a reporting group assigned
Every workspace is assigned to a reporting group.

Workspaces

Patch @ Information (1) v

0 v

Excellent work! All reporting groups are currently under control. 22 total workspaces

Microservices | All reporting groups have a patch policy assigned.

Settings Workspaces without

Reporting Group
0% v 75 %
0 reporting groups 3 targets
Targets without a schedule

Reporting groups without a

patch policy Fix

Features

e They are essential to keep systems updated and secure because they significantly

reduce the chance of a cyberattack.

¢ They solve known vulnerabilities, which minimizes the risk of security breaches that
could compromise sensitive data and technological integrity.

e They ensure the stability and optimal performance of operating systems and
applications.

* They fix errors, resulting in a smoother and more productive work environment. This
translates to fewer interruptions and an overall increase in organizational efficiency.

¢ Many regulations require organizations to keep their systems updated to protect
against threats; in this sense, patch management facilitates regulatory compliance
and contributes to business continuity.

¢ Allows scheduling time windows for performing update processes.

¢ |t is available for devices with Windows operating systems. Includes Windows 10,
Windows 11, Office 365, Office 2019, Microsoft Edge, Microsoft Defender, Drivers, etc.

Does not include patching Windows server roles.
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¢ Allows managing updates of Microsoft components. Optionally allows selecting which
ones to install on the device.

¢ The functionality is aimed at environments where there is no prior patch management
system.

¢ Allows auditing update processes to manage exceptions and errors.

@ INFO

Activating patch functionality in an environment that already has an update system
running could create conflicts or unexpected behaviors. It is recommended to
maintain a single active patch system.

FlexxAgent behavior in patch management

FlexxAgent is responsible for executing the update process and validating which patches
to install and which not to, according to the policy set by the user in Portal. If FlexxAgent
does not detect any directive for applying updates, it will execute the patches as they
become available, according to the device's own settings.

If a user decides to deny the installation of a patch, but FlexxAgent finds that update on
the device, in the next update process FlexxAgent will try to uninstall it, although it should
be noted that there are patches that the operating system does not allow to uninstall due

to their nature.

@® INFO

If the device has a system proxy, it must allow communication with Windows
Updates.
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Portal / Patch / Summary

Summary shows a panel describing the patch application status on the organization's

devices. From this view, you can get quantitative information about two aspects:

* Targets

e Workspaces

Targets

This panel shows the percentage of reporting groups in the organization without a defined

patch policy, as well as the percentage of targets without a configured schedule.

When it is detected that there are report groups without an associated patch policy or
targets without a configured schedule, an alert warning is displayed (in orange); and when

the cause of the warning is resolved, an informative alert is displayed (in blue).

Targets

M Alerts (2) s

Reporting groups without a patch policy assigned
Please assign a patch policy to all reporting groups.

Some targets have missing schedules.
Please ensure all targets have a schedule assigned. Without scheduling, the workspaces will not receive

patches.

50 % 75 %

5 reporting groups 3 targets

Reporting groups without a Targets without a schedule

patch policy

Fix
Fix

Workspaces
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This panel informs about the organization's devices without an assigned reporting group.
When FlexxAgent detects this type of devices, a warning notice (in orange) is shown;
when all devices have an assigned reporting group, it is indicated through an informational

notice (in blue).

Workspaces

@ Information (1) A

Excellent work! All workspaces have a reporting group assigned
Every workspace is assigned to a reporting group.

0 v/

3619 total workspaces

Workspaces without
Reporting Group
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Portal / Patch / Reporting groups in patch
management

Reporting groups classify devices according to their functions, departments, or locations.
When they are assigned a target to configure their patch policy, an organization ensures

coverage of its entire computer network.

At the top of this section, you can see an information panel showing the total number of

devices that are part of the organization, divided according to their operating system.

m
3170 = 3060 w® 1o b
Total workspaces Windows workspaces Linux workspaces
@® INFO

A reporting group can only have one target, but a target can be applied to more than

one reporting group.

Total devices per reporting group

At the bottom of this section, this panel indicates the distribution of devices in an

organization according to the reporting groups that FlexxAgent has identified.
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Total workspaces by reporting group @

@ Presales

@ Intune

0 FlexxClient
@ FlexxDesktop
® FlexxClient A
o

' Windows

® os
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Portal / Patch / Targets

Through Targets, you define when, to whom, and how updates are applied. Allow creating,

configuring and deleting patch policies on devices that are part of certain reporting groups

within an organization.

Organization Admin

Fle>ccible TELE

® Operations Targets

5 Flows FREvEN { Create @ Export () Refresh

Reports

&2 Search by term. ‘ % Filter

Tenants

Workspaces Name 1/ Reporting Groups . Has Schedule set 1| Actions

2 Patch Patch Presales N 3 View Detail

Summary
X [ View Detail

Patch validation 0S Patch

Reporting Groups

The overview of this section shows a table with the list of created targets:

¢ Name. Name assigned to the target.

e Reporting groups. Name of the reporting group (there can be more than one) that will
be subject to the target's update policy.

* Has scheduled programming. Indicates if the target has patch application scheduling
enabled.

e Actions. Shows the link View details, which opens a window with the target details

and its configuration options.

@® INFo

Update policies are applied to reporting groups; it's not possible to apply them to an
individual device from the Portal. To force the update of a specific device, it must be

done from the Workspaces module: Workspaces -> Operations -> 0S patching ->

Patch OS now.

Create a new target
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To create a new target and define its update policy, click New at the top of the table. A
modal window will then open with a form where you must assign a name to the new
target, the reporting groups to which its update policy will apply (it can be one or more

reporting groups), and optionally, its linkage to a Microsoft update policy.

Q

For more information on how to create a new update policy, please check this guide.

Target details

From this view, you can configure the target update policy in two areas: Details and

Scheduling.

Details
This tab shows the following information about the policy being consulted:

* Name. Name assigned to the target.

* Restart after applying updates. Indicates if the device will restart automatically once

patch installation is complete.

e Wake on LAN (Wol). Indicates if updates will be executed when devices are in sleep

or shutdown state.

* Microsoft update policy. Name of the Microsoft update policy being applied to the
target.

* Reporting groups. Shows the reporting groups to which the update policy has been

assigned.

@® INFo

A reporting group can only have one target, but a target can be applied to more than

one reporting group.
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The Edit button opens a modal window that allows configuring the aforementioned

aspects.

Edit patch policy target =
Name

4 ™y

| Target-Docs

A vy

Reporting Groups *
-

|® RP Training X

" y

Microsoft patch policy

(SE|EEI Microsoft patch policy v]

0 Restart after patching (O

0 Wake on LAN (@)
] Delete » Cancel

The Delete button discards the target's update policy.

Details also provides information about the creation date of the update policy and the

user who created it.

Schedule

From this section, you can schedule when updates will be applied to devices that are part

of a report group. And also the established scheduling calendar.
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The Edit button allows you to configure the time zone and the time frequency for

applying updates, which can be limited according to weeks of the month, days, and hours.

Details  Schedules

Recurrence Time zone

Week 1 (UTC) Coordinated Universal Time

10h 11h 1zh 13h 14h 15h 16h

Oh 1h zh 3h 4h sh 6h 7h 8h oh
il || L

Monday
Tuesday
Wednesday
Thursday

Friday

sl L

@ INFO

Automatic patch updates from Windows Update will be disabled on all devices

belonging to a report group that is part of a target.

Update process

The details of the update processes launched to each device can be reviewed in the Jobs

section of the Workspaces module.
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Portal / Patch / Microsoft patches

Microsoft Updates allows you to check the catalog of available Microsoft updates. The

table fields provide the following information:

Flexccible

Home
Operations
Flows
Tenants
Workspaces
Patch
Summary

Reporting Groups

Microsoft patch policies

Targets

Organization Admin

. v 1
My organization
Microsoft Patches
Microsoft patch list
Classifications Products Severity
| Select dlassifications N | | Select products N | | Severity Vv
Release Date
[ Release Date v
KB Patch description Classification Product Severity Release Date
2267602 Security Intelligence Update for Microsoft Defender Antivirus - KB2267602 (  Definition Updates Microsoft Defender Antivirus 3/18/25
Intel(R) Corporation - System - 10.29.0.11750 Drivers Windows 11 Client, version 22... 3/18/25
Intel(R) Corporation - System - 10.29.0.11750 Drivers Windows 11 Client, version 24... 3/18/25
Intel(R) Corporation - MEDIA - 10.29.0.11750 Drivers Windows 11 Client, version 22... 3/18/25
Intel(R) Corporation - MEDIA - 10.29.0.11750 Drivers Windows 11 Client, version 24... 3/18/25
Page| 1 v |of 19718 ‘ Next > Per page: | 20 v

* KB (Knowledge Base). Unique identifier assigned to the Microsoft update package.

Some drivers or firmware do not have an assigned KB.

* Revision Description. Link to detailed information about the update.

» Classification. Category assigned to the update.

* Product. Name of the Microsoft product to which the update applies.

e Severity. Level of urgency detected for executing the update.

* Release Date. Date since the update is available.

At the top of the table, you can filter the list by Classification, Product, Severity and

Release date.
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Portal / Patch / Microsoft patch policies

While Targets are used to define when, how, and to whom updates are applied, Microsoft
Update Policies define what gets updated; that is, it manages the approval or denial of the

installation of one or more updates from the Microsoft catalog on an organization's

devices.

Organization Admin |

= frlexxible

B ‘Workspaces &P Microsoft patch policies

B Paxch - S -
Sun

Create a new update policy

1. Access Portal -> Updates -> Microsoft Update Policies.
2. Click New at the top right of the interface.
3. In the form, assign a name to the new policy.
4. Click on Save.
The newly created policy will appear in the table, along with the following fields:

» Update policy targets. Targets configured with a Microsoft update policy.
e Automatic Approvals. Indicates whether the automatic approvals setting is Enabled or

Disabled.
e Actions. Contains the View Details button, which allows access to the configuration

scopes: Details, Microsoft Updates, Automatic Approvals, Uncataloged Updates, and

Uncataloged Automatic Approvals.

Details
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From this tab you can view basic information about the policy:

e Name

Linked Targets

Created date

Creator User

The Edit button opens a form that allows you to modify the policy's name or delete it.

Targets

Mame

[Ty

Microsoft patches

This tab shows a table listing the updates available for the linked target, along with the

following data:

* KB. Unique identifier assigned to the Microsoft update package. Some drivers or

firmware do not have an assigned KB.
* Revision Description. Link to detailed information about the update.
e Status. Status of the update: Approved, Rejected, or Pending.
* Product. Name of the Microsoft product to which the update applies.
e Severity. Level of urgency detected for executing the update.
* Release Date. Date from which the update is available.

 Classification. Category assigned to the update. It can be Updates, Critical Updates,
Security Updates, Upgrades, Definition Updates, Drivers, Feature Packs, and Update
Rollups.

e Last Update. Date and time of the last modification of the list.
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Above the table there are several filter options that allow listing updates by Classifications,

Products, Replaced, or Release Date.

It is also possible to search by text strings or filter by status: Pending Approval, Approved,

or Rejected.

Details Microsoft patches Automatic approvals
Classifications Products Superseded Release date
\' Select classifications v \ \ Select products v \ \ Select superseded \/\ \ {5 Mar 19,2024 X \

\’/OSearchpatches... | All Pending approval Approved Declined

Last updated at 3/18/25, 1:16:05 PM

KB Patch description Status Product Severity Release Date Classification
2267602 Security Intelligence Update for Microsoft Defender Antivirus @ Approved Microsoft Defender Antivirus - 3118725 Definition Upd...
o Intel(R) Corporation - System - 10.29.0.11750 Pending Windows 11 Client, version 22... - 3/18/25 Drivers
() Intel(R) Corporation - System - 10.29.0.11750 Pending Windows 11 Client, version 24... - 3/18/25 Drivers
Intel(R) Corporation - MEDIA - 10.29.0.11750 Pending Windows 11 Client, version 22... - 3/18/25 Drivers
Intel(R) Corporation - MEDIA - 10.29.0.11750 Pending Windows 11 Client, version 24... - 3/18/25 Drivers

Page| 1 ~ |of2 Per page: | 100 ~

Manually approve or reject an update

To approve or reject an update, select one or more entries from the table and choose the

desired action:

e Approve. The update will be installed on the corresponding devices the next time an

update process is run, according to the target configuration.

* Reject. The update will be attempted to be uninstalled during the next update process

on devices that have it installed, according to the target configuration.

Not all updates can be uninstalled. The execution of this process depends on the
current state of the device and other factors. The result of the uninstallation attempt

will be available in the corresponding update task.
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@ INFO

If a user defines a Microsoft update policy but does not manually or automatically
approve or reject an update package, no installation or uninstallation activity will be

generated on the devices.

Automatic Approvals

This tab shows a table with the configured automatic approval rules. The fields include the

following information:

¢ Classification. Category assigned to the update.
* Products. Name of the Microsoft product to which the update applies.

* Days After Release. Number of days elapsed since the publication of the update, after

which it will be automatically approved.

e Actions. Contains the View detail button, which opens a form to edit the automatic

approval rule.

Create an automatic approval rule

It's possible to configure one or more automatic approval rules within the same update
policy.

To create a new rule:
1. Access Portal -> Updates -> Microsoft Update Policies.
2. Select a policy.
3. Go to the Automatic Approvals tab.
4. Click on New and define:

o Classifications

o Products
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o Days After Release

Create new autematic approval rule

Classifications

Upgrades R

Products
[: clect products -J

0 Microsoft 365 Apps/Office 2019/ 0ffice LTSC

@ Windows 10

@ Windows 10 LTSE

]

@ windows 10, version 1903 and later

@ Microsoft Edge

@ Microsoft Defender Antivirus

@ Windows 11 =

@® INFo

Automatic approvals are executed once a day, at 6:00 a.m. Therefore, any change in
the configuration of automatic approval rules will not be applied immediately, but will

normally take effect the next day.
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Q mr

e |t is recommended to configure automatic approval rules when creating a new
policy and not apply it to the target until the updates to be considered as starting
point are approved. That way, when the policy is applied, you can start from a

stable scenario.

* |f automatic approval rules are configured, it is recommended to do so for

uncataloged updates as well, in order to prevent patches from being left

unapproved.

Unlisted updates

The global list of pending updates on a device can be consulted in Microsoft Updates;

however, there are patches that the device may report as pending but do not appear in
that list.

Unlisted Updates correspond to these cases. These are pending patches that may be

related to Microsoft features but do not have an exact match with the catalog entries.

@® INFo

The list of unlisted updates is displayed at the tenant level.

The table shows the available uncataloged updates with the following data:

KB. Unique identifier of the update package. Some drivers or firmware do not have an

assigned KB.

Revision Description. Link to detailed information about the update.

Status. Approved, Rejected, or Pending.

Product. Name of the Microsoft product to which the update applies.
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@ NoTE

Uncataloged updates are reported by FlexxAgent according to the information
obtained from the device; however, sometimes Windows does not provide
information about the associated Product. For this reason, this field may appear

empty.

e Severity. Level of urgency detected for executing the update.
e Release Date. Date since the update is available.
¢ Classification. Category assigned to the update.

The table has filter options by Classifications, Products, or Arrival Date, as well as text

searches and filters by status.

Manually approve or reject an uncataloged update

To approve or reject an uncataloged update, select one or more entries from the table and

choose the corresponding action:

* Approve. The update will be installed on the devices in the next update process,

according to the target configuration.

* Reject. The update will be attempted to be uninstalled during the next update

process, according to the target configuration.

Not all updates can be uninstalled. The execution of this process depends on the
current state of the device and other factors. The result of the uninstallation attempt

will be available in the corresponding update task.
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B Patch QA
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| setect classdications || Select products Jun 30, 2021 =
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B e & KBI26TE02  Securily Intelligence Update for Microsoft Defender Antivic  + Pending Microsaft Defender Antivirus - 6130725 Definition Up...
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Unlisted automated approvals

This tab shows a table with the configured automatic approval rules, with the following
fields:

¢ Classification. Category assigned to the update.

* Product. Name of the product to which the update applies.

G NoTE

Uncataloged updates are reported by FlexxAgent according to the information
obtained from the device; however, sometimes Windows does not provide
information about the associated Product. For this reason, this field may appear

empty.

¢ Include updates without products. Indicates whether the automatic approval rule

includes uncataloged updates without an associated product.

@ NoTE

Since there may be uncataloged updates without an associated product,
Flexxible recommmends activating this option to ensure that this type of update is

also included in the automatic approval process.
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e Days After Arrival. Number of days after the update arrives in the list, after which it will

be automatically approved.

e Actions. Contains the View Details button that allows editing the rule.

Create an automatic approval rule for unlisted updates

It is possible to configure one or more automatic approval rules for uncataloged updates
within the same update policy.

To create a new rule:
1. Access Portal -> Updates -> Microsoft Update Policies.
2. Select a policy.
3. Goto the uUnlisted automated approvals tab.
4. Click on New and define:

o Classifications
o Products
o Days After Arrival

o Include updates without products
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@ NotE

Since there may be uncataloged updates without an associated product, Flexxible
recommends activating this option to ensure that this type of update is also included

in the automatic approval process.

Create new automatic approval rule

Classifications

| Crivers o

Products

| Select products

Include patches without products

Days after arrival

| Enter days after arrival Diays

@ INFO

Unlisted Updates and Unlisted Automatic Approvals are available starting from

version 25.6 of FlexxAgent.
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Portal / Analyzer in Portal

Analyzer allows you to consult information about the applications installed on an

organization's devices, as well as data regarding their acquired licenses.

Organization Admin

FIE)Cijle My organization !

Operations
Installed apps
Flows
Reports @ Export () Refresh '3
Tenants 0 Search by term | 7 Fiter
Monitor
Product name 1| Publisher 1] Installed at (UTC) 7 Last report (UTC) 1| os 1l No. of installations © View detail
Workspaces
FlexxAgent Flexxible 8/21/23, 12:00:00 AM 5/12/25,11:38:23 AM Windows 179 3 View Detail
Patch
Microsoft Edge Microsoft Corporation 5/9/25, 12:00:00 AM 5/12/25,11:38:23 AM Windows 178 3 View Detail
Analyzer
Microsoft OneDrive Microsoft Corporation 5/8/25, 9:08:29 AM 5/12/25,11:38:23 AM Windows 164 3 View Detail
. CrowdStrike Windows Sensor CrowdStrike, Inc 4/29/25, 12:00:00 AM 5/12/25,11:38:23 AM Windows 162 3 View Detail
Licenses
SAM Microsoft Update Health Tools Microsoft Corporation 5/22/23, 12:00:00 AM 5/12/25,11:38:23 AM Windows 152 3 View Detail
Microsoft Intune Management Extension  Microsoft Corporation 4/30/25.12:00:00 AM 5/12/25.11:38:23 AM Windows 140 2 View Detail
4 — — S— — »
Page | 1 ~ |of37 ‘ Next > ‘ Showing 1 to 50 of 1803 results Per page: | 50 v

This information can also be accessed from the Workspaces section of the Analyzer

module.
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Portal / Analyzer / Installed apps

Installed Applications shows all applications detected by FlexxAgent on the organization's
devices. From this view, the user can consult detailed information about each one,
including its installation and report history, as well as the total number of devices that have

it installed.

The information is collected by FlexxAgent Analyzer when its process starts. From that
moment, the data is updated automatically every 12 hours, as long as there is a user

session started or during each log-in.

My organization
Installed apps
Flows &) Export () Refresh
Reports
y ter Apps: With installations Filter
Tenants )
Monitor Product name Publisher Installed at (UTC) Last report (UTC) o5 Installations count & View detail
Workspaces FlesxAgent Flexxible 10/16425, 12:00:00 AM 10429725, 21451 AM Windows 148 = View Detail
Patch Microseft Edge Microsoft Corporation 10727425, 12:00:00 AM 10429725, 9:14:51 AM Windows 147 View Detail
Analyzer Microsoft OneDrive Microsoft Corporation 1028425, 3:42:55 AM 10429725, 9:14:51 AM Windows 133 1 View Detail
CrowdStrike Windows Se..  CrowdStrike, Inc. 10716425, 12:00:00 AM 10/29/25, 2:14:57 AM Windows 135 2 View Detail
Licenses Microsoft Teams Mestin... Microsaft 10715425, 12:00:00 AM 10/29/25, 2:14:51 AM Windows 102 = View Detail
SAM Microseft Intune Manag... Microsoft Corporation 10716425, 12:00:00 AM 1072925, 9:14:51 AM Windows 99 View Detail
@ Microservices Google Chrome Google LLC 10/25/25, 12:00:00 AM 10/29/25, 8:50:57 AM Windows 57 1 View Detail

List of installed applications
The table shows the following information:
¢ Product name. Name of the installed application.
¢ Publisher. Company developing the application.

* Installed at (UTC). Date and time when the application was reported for the first time

on a device (in UTC time).
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* Last report (UTC). Date and time of the last report received from that application (in
UTC time).

e OS. Operating system of the devices where the application is installed.

* Installation count. Number of installations recorded on the organization's devices.

A\ WARNING

This value does not represent the total in real time, because the installation count

for each application is calculated every two hours.

* View details. Opens the detail view of the selected application.

Filters

At the top of the table is the default filter Applications, which allows listing applications

according to their installation status:

Installed apps

B8: Export (2 Refresh

2 search by term... Apps: Any S Filter

Product name 7| Put  APPS Last re
Value

Dell Digital Delivery Del . 718125,
(@) With installations

Dell Digital Delivery Services Del .::} Without installations TIBI25,

Dell Optimizer Del + Update filter F1B125,

Dell Optimizer Service Dell Tne, 1071527, 1036323 PM TIBI25,

* With installations. Shows applications present on at least one device.

» Without installations. Shows applications that were installed at some point but are no

longer present on any device.
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@® INFo

Historical data for Without installations is retained for 120 days.

Installed Apps Details

Clicking on the name of an application or the 'View details' option, you access a view with

five tabs:

e Qverview
¢ \ersions

e Workspaces

¢ |nstallation history

e Report history

Overview

It shows the same information as in the main table, plus the 'Edit' button, which allows

adding a free text note.

I .bl Organization Admin ‘
Flescaolie My organization
@ Home N
Installedapps > Microsoft Visual Studio Code

B Operations Microsoft Visual Studio Code

Flows Overview  Versions  Workspaces Installations history  Report history
@ Reports

Tenants . o8

Product name 0s
Monitor Microsoft Visual Studio Code Windows nstalled at (UTC)

10/24/24
Workspaces Publishe:

Microsoft Corporation
Patch

= Lastreport (UTC
Notes 10/29/25
Analyzer
Edit
Licenses
SAM

@  Microservices

&  web Apps

& Settings

Versions
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Presents a table with the following columns:

Version. Application version number.

Number of workspaces. Number of devices where that version is installed.

Installed at (UTC). Date of first report of the application for that version.

Last report (UTC). Date of last report of the application for that version.

Clicking on a version brings up its detailed view, showing the devices that have it installed
and the date of its last report.

Workspaces
Shows detailed information about the devices where the application is installed:

* Name. Device Name.

* Version. Version of the installed application.

* Installation location. Path of the executable file.

* Last report (UTC). Date of the last report of the application on the device.
* Installed at (UTC). Date of the first report of the application on the device.
¢ Product name. Name of the installed application.

e OS. Operating system of the device.

¢ Report Group. Reporting group to which the device belongs.

e |ast user. Last user who used the device.

Installation history

Through a graph, it shows the number of installations for each of the application's versions

over a maximum period of 120 days.
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Home
& netalied apns > Mikroseft Vistad Studio Code

Operations Microsoft Visual Studio Code

Hows Cverdew  Werdons  Workspares  Installations history  Report Ristoey

Reg

App installations history (max. 120 days)

@) vally Installation data s computed at 1:30 AM

Wersion 1.100.0 @ Version 1.101.2 Version 1.102.0 Wersion 1.102.1 @ Version 1.102.2 @ Version 1.102.3 Versian 1.103.0 @ Version 1.103.1 @ Version 1.103.2
Versian 1.104.0 Versian 1.104,1 @ Version 1.104.2 Version 1,104.3 Version 1.105.0 @ Version 1.105.1 @ Version 1,542 Version 1.94.2 @ Version 1.96.2

When hovering over a specific date, an info box shows the number of installations

corresponding to that moment.

@® INFo
The installation history is updated daily at 01:30 UTC.

Report history

Displays a graph showing the number of devices that have reported a certain version

number of the application over a maximum period of 120 days.

Flows Installed apps > Microsoft Visual Studio Code

Reports Microsoft Visual Studio Code

Tenants Qverview Versions Workspaces Installations history Report history
Monitor
proiiSeaces Workspaces installed apps reports (max. 120 days)

Patch 8

Analyzer

Licenses

SAM

Number of Workspaces

@ Microservices

Version 1.100.0 @ Version 1.100.1 Version 1.100.2 Version 1.93.0 ® Version 1.94.2 ® Version 1.96.2 Version 1.99.2 @ Version 1.99.3
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Hovering over a date shows how many devices reported on that version at that time. The

version numbers are indicated below the graph as a legend.

Product name and versions

The way the version of an application is displayed depends on the manufacturer and how

it manages its names and updates.

e For applications whose name does not vary between versions, the latest installed

version will always be shown.

¢ |n applications whose name includes the version number, it is possible that two
different versions are shown as independent installations (for example, App 1.0 and
App 2.0). This happens because the operating system interprets each name as a

different application.

For this reason, when the application is updated on all devices, the previous version (in this
example, App 1.0) will be included in the list of Without installations once it is no longer

present on any device.

Considerations when removing a device

When a device is removed from the platform:

¢ Applications installed on that device are no longer counted in the Installation count
column of the main table.

* |f these applications continue to be installed on other devices, the value of the

Installation count will decrease.

¢ The device will no longer appear in the Workspaces list within the application's detail

view.

¢ If the application is no longer installed on any other device, it will be included in the list

of Without installations.
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Data collection and update times

The following table summarizes the collection, update, and retention intervals of the data
shown in this section. These times may vary depending on the status of the devices, active

sessions, and the reporting cycle of the FlexxAgent Analyzer.

Compute

Start of data collection
(FlexxAgent Analyzer)

General update of
Installed Applications
data

Calculation of

Installation count

Update of installation

history

Report history

Retention of installation

history and reports

Frequency

When a user logs in

Every 12 hours

Every 2 hours

Once a day, at 01:30
UTC

Daily update (implicit,
along with Installation

history)

Up to 120 days

Copyright © 2024 Flexxible. Todos los derechos reservados.

Details

Data collection begins when
FlexxAgent Analyzer starts the

process.

Whenever there is a user
session active or during each

login.

It is recalculated periodically; it
does not represent the real-

time number.

Updates the number of
installations per version shown

in the graph.

Shows the number of devices

that have reported each version.

Historical data is retained for 120

days.

P&gina 351/ 652



25.12 / FXXOne Documentation / FXXOne

Portal / Analyzer / Licenses

Licenses shows information about all the software licenses an organization has acquired.
With access to this data, a study can be conducted on the cost generated by the

installation or execution of applications on devices, with the aim of minimizing extra costs.

Types
There are three types of licenses:

¢ |nstalled on the device. Usage of these licenses is measured based on the installation

of at least one of the applications it includes.

* Run on the device. Usage of these licenses is measured based on their execution on
the device, not their installation.

* Run by a user. Like licenses run on the device, usage of these licenses is measured

based on their execution by the user.

The configured license type will determine how its use is measured.

@® INFo

The license information is calculated on the spot. The use of a license starts being
recorded from the moment it is created and the installed applications are associated
with it.

Create a License

To create a new license, click the New button located in the list view. Next, a form will open

requesting to fill in the following fields:
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Create new license X
Name *

e \

| Name

License type *

e '\

| Select a license type v

Purchased licenses

| Purchased licenses

License cost

| License cost € |

Notes

Notes...

Expires at

| Select date

¢ Name. Name of the license the device has.
¢ License type. Option to choose the type of license.
* Licenses purchased. Number of licenses acquired.
* License cost. Monthly cost of the license, in euros.
* Notes.: Additional notes about the license.

* Expires on. Expiration date of the license.
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License list

Displays a table with the following information:

I b I Organization Admin 0
Fiescdaole My organization
Home
) Licenses
-] Operations
Flows + Create 9 Export () Refresh 7
Reports g N
O Search by term... ‘ <Y Filter
Tenants ‘ '
Monitor Name 1| License type 1| Purchased license: 1| Usage (current montk 1| Usage (last month) T|  Expiresat 1|  Action
a
Workspaces Licencia OB Workspace installation license 24 0 0 10/31724 z View Detail
Patch Microsoft Office Workspace installation license 125 112 132 213125 & View Detail
@ Analyzer Microsoft Project Workspace installation license 6 0 0 - 4 View Detail
Installed apps Microsoft Visio Workspace installation license 7 0 0 - 2 View Detail
Notepad++ Workspace installation license 0 99 123 - 2 View Detail
Outlook User-Specific execution license 50 50 56 - 3 View Detail

4

* Name. License name.

* License type. Installed on the device, Run on the device or Run by user.
* Licenses acquired. Number of licenses purchased.

* Usage (current month). Number of licenses used in the current month.
* Usage (last month). Number of licenses used in the previous month.

* Expires on. Deadline for using the license.

¢ View details. Allows access to three main tabs of information about the selected

license: Details, Installed applications, and Usage history.

License detail view

Depending on the type of license, the detail view will show certain information tabs. In all

cases, you will find the following:

e Details

* |nstalled applications

e Usage history
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In the case of licenses of type Executed on the device or Executed by the user the

following will also be enabled:

¢ Running_processes

Details

Provides the same information as the license list and adds license cost, as well as

issuance, update, and expiration dates.

I -bl Organization Admin |
Flescdoie My organization
Reports Licenses > Microsoft Office
Microsoft Office
Tenants
Monitor Details  Installedapps  Usagehistory ~ Workspaceusage  Purchased licenses history
Workspaces
Patch Name License type
Microsoft Office Workspace installation license Expires at
Analyzer 2/3/25
irchased licer Monthly license cost
Installed apps 125 220€
Created at
Usage (current month) @ Usage (last month) ® 10/14/24
SAM 12 132
@ Microservices Notes — Updated at
5/12/25

& Settings

Edit

The Edit button opens a form to update information. The user also has the option to add

free notes with data they consider relevant.

Installed apps

Displays a table with the list of installed applications that are part of the acquired license.
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I 'bl Organization Admin .
F m e My organization
Reports Licenses > Microsoft Office
e Microsoft Office
Monitor Details Installed apps Usage history Workspace usage Purchased licenses history
Workspaces
Link & Export () Refresh s
Patch
Analyzer R sear rerm... % Filter
Installed apps
Name Publisher os No. of installations View detail
a
Aplicaciones de Microsoft 365 pa...  Microsoft Corporation Windows 83 @; Unlink
SAM l
Microsoft 365 Apps for business ...  Microsoft Corporation Windows 45 @; Unlink
@  Microservices
Aplicaciones de Microsoft 365 pa...  Microsoft Corporation Windows 12 @ Unlink
B Settings
Microsoft 365 Apps for business ... Microsoft Corporation Windows 17 @; Unlink

The table fields report:

¢ Name. Application name.

e Publisher. Company that developed the application.

e OS. Operating system on which the application runs.

* Number of installations. Number of installations of the application.

¢ View detail. Allows Unlinking or Linking an application. The latter displays a form with
options to link an application to the list of installed applications. The Reload button

updates the list after changes have been made.

Usage history

a Organization Admin ‘
Flexccible e

T Details  Installed apps ~ Usage history ~ Workspace usage  Purchased licenses history

Tenants
Monitor Licenses used in the past 12 months
Workspaces

Patch

9 Analyzer

Installed apps

SAM

@ Microservices

&8 Settings

Jun 2024 Jul 2024 Aug 2024 Sep 2024 Oct 2024 Nov 2024 Dec 2024 Jan 2025 Feb 2025 Mar 2025 Apr 2025 May 2025
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Allows to see the usage of the license per month in a bar chart, from the moment of its

creation.

Running Processes

Organization Admin

= FfFlexccible

My organization

Reports Licenses > Outlook
Outlook
Tenants
Monitor Details Installed apps Running processes Usage history User usage Purchased licenses history
Workspaces
Link & Export () Refresh 7
Patch
i O Search by term <7 Filter
Installed apps
Name T/ Exe file 7] Operating system 1| Actions
a
Microsoft Office hxoutlook.exe Microsoft Windows 11 Pro 24H2 @; Unlink
SAM ‘
Microsoft Office hxoutlook.exe @ Unlink
@ Microservices N
Microsoft Office HxOutlook.exe Microsoft Windows 11 Pro 23H2 2; Unlink
&8 Settings
Microsoft Outlook outlook.exe Microsoft Windows 10 Pro 22H2 @; Unlink
Microsoft Outlook outlook.exe Microsoft Windows 11 Pro 24H2 @; Unlink

Reports on the running applications linked to this license. Those in which being in

execution requires accounting for a license as /n use. The table shows the following data:

* Name. Application name.
* Exe file. Name of the binary in the filesystem.
¢ OS. Operating system on which it was discovered.

Action Allows Linking or Unlinking applications to the license.
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Portal / Analyzer / SAM

SAM allows measuring the use of the organization's licenses when they have been created

and configured properly.

Organization Admin

Fle>ccible e 0

Reports

SAM Dashboard

Tenants

Monitor
Total purchased licenses Monthly license cost Potential estimated savings
plotispaces 214 20,6306 1,010€
A Patch
Analyzer @ Licencia OB " @ Licencia OB " ‘
Microsoft Office (125) [E— Microsoft Office
Installed apps Microsoft Project (6) Microsoft Project Licencia OB
. @ Microsoft Visio (7) @ Microsoft Visio @ Microsoft Project
Licenses
® Outlook (50) @ Outlook Microsoft Visio

@  Microservices

Licenses details

B Settings

&3 Export () Refresh

Search by term

(o

This view consists of three graphs and a table that provide data on usage, cost, and

potential savings that could be applied in the use of the configured licenses.

@ INFO

The license information is calculated on the spot. The use of a license starts being
recorded from the moment it is created and the installed applications are associated
with it.

The widgets included in the panel contain the following data:

» Total licenses purchased. Number of licenses purchased. The data can be segmented

by licenses.

¢ Total cost per month. In euros, total amount consumed per month. The data can be

segmented by licenses.

* Potential savings. In euros, details of licenses not in use that could be opted out to

optimize costs. The data can be segmented by licenses.

At the bottom, the 'License Details' table reports on the following aspects:
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e License name

e License type

e Total licenses purchased
e Active licenses

* Inactive licenses

e License utilization rate

e Cost per license

e Projected savings

e Currency

Clicking on the name of any license accesses graphs that indicate:

e The total monthly cost of the license

e The potential savings that can be applied to the license, according to its usage in

previous periods.

¢ The total number of licenses purchased, segmented by licenses in use and inactive

licenses.
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Portal / Microservices

Microservices are independent components that execute to prevent or solve frequent
issues on devices, improve performance, or speed up tasks that might require a lot of time
to do manually. Microservices can be executed autonomously or as part of a broader

functionality within a system.

Microservices allows creating, enabling, and publishing microservices so they can be
executed at the organizational level, as a prevention or self-remediation mechanism —

through flows or alerts—, or directly by the end user.

. ans Organization Admin
Flecccible i e C
lexid Enabled microservices

v] Operations
6 Export () Refresh (@D Blocks s

Flows

‘ L Search by term... ‘ <7 Filter
Tenants \ J
Workspaces =
Patch
Microservices a9
] List Installed User Windows Update - No Windows update - with
Settings Certificates Borrar cache Teams restart reboot
This script lists the certificates This script clears Teams caches. This script applies available Windows . e Wi
installed in the user's local trunk and ) updates without rebooting the e
displays their name, certificate. E system updates by rebooting the system.
Certificates Updates Updates
L L a 7N -
Page| 1 ~ |ofl Showing 1to 46 of 46 results Per page: | 50 v

@ NoTE

This document describes in general terms what microservices are and how to
execute them. The following articles provide more precise information about their

behavior and configuration:

e Enabled. Describes how to activate a microservice for execution by an end user

or from Workspaces.
e Marketplace. Shows the catalog of available microservices.
e Designer. Explains how to create new microservices and configure existing ones.

e Create with Al. Explain step-by-step how to generate microservices using natural

language.
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Features

Microservices offer a series of key advantages. The most relevant ones are described

below:

Access to a centralized catalog

The available microservices are organized in the Marketplace section, where users can
explore the catalog, select, and enable specific microservices according to the needs of

their organization or particular use cases.

Creation of customized microservices

Portal allows users to easily create microservices via the Designer section. This tool guides
the user, as long as they have the appropriate permissions, through all the necessary

phases to build and configure their own microservice.

Execution scope configuration

Each microservice can be defined to run in one of the following contexts, configurable

from the Designer section.
Execution from the local administrator

It allows direct interaction with operating system services, processes, and other resources
requiring elevated privileges. It's ideal for operations that must be executed with
administrator permissions, but it may restrict access to specific user information or their

session.
Execution from user session

Useful for accessing user information such as their log or information contained in their
profile. The script will run with the permission level the user has, so if they do not have local

administrator privileges, they will not be able to perform actions requiring system access.
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Ways to consume microservices

Microservices can be created and enabled in Portal, and from there configured to be
executed by the end user, launched via a flow or executed with automated or support

actions from Workspaces.

On-demand execution from Workspaces

Any microservice that has previously been enabled in Portal can be executed from

Workspaces.

1. Access the Workspaces module -> Workspaces or Sessions section.
2. Select the devices or sessions where you want to apply the microservice.
3. In the top menu, click on the Microservices icon (> ).

4. Select the microservice you want to execute.

Microservices will be visible in the Workspaces section when they have been configured to
execute in the System context, and in the Sessions section when the configuration has

selected the Session context.

Fle>c<WORKSPACES Flexxible Team v Q fanieflexxiblecom  Cerrarsesion

Workspaces

EENCENET-NEERCNEICNCRIEE

D Plataformas Maquina * Tenant del GR Estado Ultimo usuario Sesiones CPU % de RAM Tiempo activo Codigo Estado Conexion

opersones - |

D =. o DESKTOP-NCLOVHL Flexxible Team Sin reportar DESKTOP-NCLOVHL\EXO 0 0% 0% Bigote
= ) DESKTOP- o .
D m U DESKTOP-OM7GPTN Flexxible Team Sin reportar OM7CPTNMabel 0 0% 0%
o E Fe02:001-
O BEO@O 4 afenblecm  FewxbleTem Encendido FLEXXIBLE\fzani 1 4% 52%  7h42m @] ®
oo 1) ideapad Flexxible Team Sin reportar IDEAPAD\uUZma 0 0% 0%
[m--f= ) Raven Flexxible Team Sin reportar RAVEN\Fede 0 0% 0%
O =. o V1582 Flexxible Team Sin reportar V15G2\yami 0 0% 0%
Count=6 N

You can manage the execution scope of the microservice and the permissions from the
Designer section. It should be noted that the ability to execute certain microservices will

depend on the user's role in the platform.
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Scheduled execution through Flows

Flows is a feature that allows you to define automation sequences to execute scheduled

actions on devices based on the evaluation of predefined logical conditions.

Its main characteristic is that it simplifies diagnostic actions and quickly resolves problems

through the execution of a microservice.

Ouwerviews  Target  Flow  Notification

Existence of a process in
progress

Equal Chromeexe

| |/v_"| Update Google Chrome

For more information on executing a microservice through a flow, please consult this

guide.

Scheduled execution through Alert Settings

Through Alert Settings, it is possible to link events (event logs) to one or more

microservices to prevent device issues or resolve problems promptly.

1. Goto Portal -> Monitor -> Alert Settings.

2. In the table, select an alert name to access its detailed information.
3. In the left side menu, click on the Microservices tab.

4. Click on Link.

5. In the form, choose the microservice to link to the alert and the execution order

(useful when linking more than one microservice).

6. In the form, click on Link.
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For more information on linking an alert to a microservice, please refer to the Alert Settings

documentation.

End-user execution

When a microservice is created, it is not automatically enabled for execution by the end

user. To enable it, you need to complete the following configuration:

1. Access Portal -> Microservices -> Enabled.
2. Select a microservice from the list.
3.Inthe Targets tab, go to the End user execution section.

4. Click on Edit and enable Execution by the end user.

Organization Admin

Flexccible !

Home
Cerievs Script Targets  Sattings Alert zettings Licenze  Enabled tenants

[ Operations
& Fows FlexxWorkspaces execution

Reparts

Tenants Allow to execute Allow to execute (individually)

U Monitor

Warkspaces Lz

Patch

End-user execution

Diszblzd

Next, optionally, you can configure notification reception.
Notifications

This option lets you decide whether to notify the user when the microservice starts

executing and when it finishes, whether successfully or with errors.

To do this, User Notification must be activated and the following fields completed:

¢ Initial text. Message displayed at the start of the microservice execution.

e Success text. Message displayed when execution completes successfully.
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 Error text. Message displayed when execution ends with errors.

Edit end-user execution
end-user execution () Frabied

‘Workspace Groups

Notifications
user netification (D) Enabied

Initial text (english) * Success text jenglish) «

Starting check Showlanguages | | Check comgleted successdully Show languages

Error text (english) *

Check compleded with erroes Show languages

o (TS

Notifications will appear in the Windows naotification bar.
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I Motifications # | Clearall l

B FlexxAgent
11:36 AM

Check completed successfully

| M:33AM
1 Starting Check...
See fewer
£
™EY
Tuesday, December 2 ~
— 30 mins + P Focus
~

Rename the microservices folder
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When microservices are enabled for execution by the end user, they are automatically

added to a device folder called Flexxible; however, this name can be changed.

1. Goto Portal -> Settings -> Organization.

2. In the left sidebar, click on the Microservices tab -> Edit microservices

settings.
3. Rename the folder.

4. Click on Save.

The chosen name must be between 3 and 50 characters, and can only contain letters,

numbers, hyphens, and underscores.

macenadas

If the device has Windows 11 as the operating system and only one microservice is
enabled for an end user, the folder will not be displayed; instead, only the microservice

icon will be visible in the Start menu.
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For more information on how to enable a microservice for the end user, please refer

to this guide.
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Portal / Microservices / Enabled

Enabled shows a list and block representation of the microservices available for the
selected organization. These microservices can be configured to run from Workspaces,

either at the system or session level, or to be run by the end user.

Organization Admin 1
My onganeation
Enabled microservices
) Expart Fefach (D) Blocks
o Fittar
Tenants
Workspaces
2 Fatch v
f Microssnices
List Installed User Windows Update - No Windews update - with
Cartificatas Borrar cache Teams restart raboat
& Marketplace
petat
Dasignat
B Audtiog
il a ]
Paga| 1 Shawing | to &8 of 46 mauits Parpage: | 60

Microservice detail

Clicking on a microservice in the table accesses its detail view, divided into seven tabs:

e Overview

e Code

e Targets

e Settings

¢ Alert Configuration
e License

e Enabled Tenants

Overview
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It displays general information about the microservice, including its description,
development language, compatible operating system, execution context, author, and

creation date, among other relevant data.

Organization Admin

Flexccible Ty !

Home =3
Enabled micrgservices > List installed user certificates

¥ Operations

List installed user certificates

Reports

% Flows Overview  Scngt Targets Seftings Alert serrings Ligense Enabled tanants Go o designer m m

Tenants

4 Monitor @ Autf
L isit ificares installed in the users ocal
* narne, certificate autharity, and

s

Workspaces wrunk ¥
expiration date. =

Patch

= Anabyzer seerershell

T Microservic

warken [
Warkspace Sessio MIT License

@

Certificates

From this tab, three main actions are available:

1. Go to designer

Allows editing the microservice configuration through the following tabs:

[e]

Overview. General data of the microservice.

[e]

Code. Source code of the microservice.

(o]

Privacy. Information about the visibility of the microservice.

(o]

Targets. Conditions for the execution of the microservice.

= FlexxWorkspaces Execution Shows the roles with permissions to execute the
microservice in Workspaces. The column Allow execution indicates the roles
authorized to execute it at the Workspace group level, while Allow execution
(individual) shows roles with permission for execution on individual devices.

Both can be modified using the Edit button.

= End-user Execution
Specifies if the microservice is enabled to be executed directly by the end

user. This permission can also be modified using the Edit button.
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For more information, please refer to the guide Enable microservices for the

end user.

o License. Allows configuring the microservice's license type.

2.Clone

Open the microservice creation form with fields pre-loaded with the information from

the microservice to be cloned, to create a new one from that configuration.

Suborganizations can clone a microservice from their environment to the main

organization, which can then publish it and make it available to the rest of the

suborganizations.

Clone

Clone to main tenant

3. Enable/Disable

Shows the current status of the microservice. When enabled, the microservice
becomes visible and can be executed from the Workspaces module: in the
Workspaces section (context System) and in the Sessions section (context Session),

according to the configuration defined in the Designer section.

Code

Displays the source code of the microservice, including the logic and instructions that

define its behavior.

Targets

Defines the conditions for the execution of the microservice.
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Execution of FlexxWorkspaces

Shows the roles with permissions to execute the microservice in Workspaces. The column
Allow execution indicates the roles authorized to execute it at the Workspace group level,
while Allow execution (individual) shows roles with permission for execution on individual

devices. Both can be modified using the Edit button.

End-user execution

Specifies whether the microservice is enabled to be executed directly by the end user.

This permission can also be modified using the Edit button.

@® INFO

The name of a microservice configured for execution by the end user must not
contain special characters like \ /: * ? " < > or specific language characters that may
vary depending on the keyboard layout.

@® INFO

A configuration change in an existing end-user microservice may take up to 15

minutes to apply to all linked devices.

Settings

Reports the estimated time (in minutes) that the use of the microservice has saved the

user compared to a manual solution for the same situation.

Alert Configuration

Presents a table with alerts linked to the microservice. For more information, please consult

the documentation on Alert Settings.

License

Shows the type of license configured for the microservice.
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Enabled Tenants

Allows enabling/disabling the microservice in bulk for the selected tenants and

suborganizations.

Organization Admin

Flwble My organization :
.
@ :ritled microserndces  List installed user certificates

List installed user certificates

Overview script largets Seftings Alart settings Licensa Enabled tenants

& Tenants

T Monitar Enable 8 Bxport () Retresh
Workspaces

E Patch

Name Tl = i Enabled T = & Minindividual execution 7L = ¢ Min group execution Tl =

&l Anabyzer

-k

P Microservices

The table contains the following information:

* Name. Tenant name. If it has sub-organizations they are presented in tenant*>*sub-

organization format.
¢ Enabled. Displays if the microservice is enabled for the tenant.

¢ Minimum individual execution. Minimum roles with execution permissions in

Workspaces at the level of individual devices.

e  Minimum group execution. Minimum roles with execution permissions in Workspaces

at the level of Workspaces Groups.
¢ Enabled on. Date and time when the microservice was enabled for the tenant.

e Enabled by. Name and email address of the user who enabled the microservice for the

tenant.
¢ Disabled on. Date and time when the microservice was disabled for the tenant.

e Disabled by. Name and email address of the user who disabled the microservice for

the tenant.

Considerations
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e The list of available tenants depends on the privacy configuration of the microservice

and the permissions the user has.

¢ Although the microservice can be enabled/disabled, the configuration of Targets is

done independently for each tenant.

Steps to enable/disable a microservice for tenants

1. Access Portal -> Microservices -> Enabled.
2. Select a microservice.

3. Go to the Enabled Tenants tab.

4. Select the desired tenants in the table.

5. Click Enable or Disable, as applicable.

6. Read the warning message.

7. Click on Confirm.
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Portal / Microservices / Microservices
Marketplace

Marketplace provides a wide list of microservices that can be used without deep

computer knowledge, as they are ready to be enabled and executed right away.

The overview of Marketplace offers microservices in block or table format. In both cases, if
the microservice shows a green dot it means that it is enabled and can be run directly

from the Workspaces module, if the dot is gray, it means that it is not.

Organization Admin |
Wiy arganization
o
LE Marketplace
i) Export [ Refresh (D) Bocks
Fiker
L] L] L L
List Installed User Windows Update - Mo Windows update - with
Certificates Borrar cache Teams restart rebioot
5 DeaBignar
B Auditlog
L L] L L
Page 1 of2 | Mest= | Showing | bta B0 of 87 resuks Perpage: | B0

Microservice detail

Clicking on a microservice in the table allows access to its detailed view, divided into seven

tabs:

* Overview
e Code

e Targets
* Settings

e Alert configuration

e License
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¢ Enabled tenants

Overview

It displays general information about the microservice, including its description,
development language, compatible operating system, execution context, author, and

creation date, among other relevant data.

H Organization Admin
Flexccible e '
AmE S ccbics micosenices > Listnstaled uses certificates
¥ Operations . . .
List installed user certificates
Reports
& Flows Overview  Scipt  Targers  Seftings  Alersettings License Enabled tenants m m

Tenants

D Monitar @ At

This scrigt li ificares installed in the users ocal
Workspaces trunk and * narne, certificate autharity, and
expiration dats

Patch

a 115024
Analyzer eershel
Microservices
‘Warkspace Session MIT Licanse
1 1 1
Vindows Certificates &7 o O3
Certificates

From this tab, three main actions are available:

1. Go to designer

Opens the Designer section. Allows editing the microservice configuration through the

following tabs:

o QOverview. General data of the microservice.

(o]

Code. Source code of the microservice.

(o]

Privacy. Information about the visibility of the microservice.

[e]

Targets. Conditions for the execution of the microservice.

= Execution of FlexxWorkspaces
Shows roles with permissions to execute the microservice in the Workspaces
module. The column Allow execution indicates the roles authorized to

execute it at the Workspace group level, while Allow execution (individual)
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shows roles with permission for execution on individual devices. Both can be
modified using the Edit button.

= Execution by the end user
Specifies whether the microservice is enabled to be executed directly by the

end user. This permission can also be modified using the Edit button.

o License. Allows configuring the microservice's license type.

2.Clone

Open the microservices creation form with fields preloaded with the cloned

microservice's information, allowing you to create a new one from that configuration.

Suborganizations can clone a microservice from their environment to the main

organization, which can then publish it and make it available to the rest of the

suborganizations.

Clone

Clone to main tenant

3. Enable/Disable

Shows the current status of the microservice. When enabled, the microservice
becomes visible and can be executed from the Workspaces module: in the
Workspaces section (context System) and in the Sessions section (context Session),

according to the configuration defined in the Designer section.

Code

Displays the source code of the microservice, including the logic and instructions that

define its behavior.
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Targets
Defines the conditions for the execution of the microservice.
e Execution of FlexxWorkspaces

Shows roles with permissions to execute the microservice in the Workspaces module.
The column Allow execution indicates the roles authorized to execute it at the
Workspace group level, while Allow execution (individual) shows roles with permission

for execution on individual devices. Both can be modified using the Edit button.
e End-user execution

Specifies whether the microservice is enabled to be executed directly by the end user.

This permission can also be modified using the Edit button.

@® INFoO

A configuration change in an existing end-user microservice can take up to 15

minutes to apply to all linked devices.

Settings

Reports the estimated time (in minutes) that the use of the microservice has saved the

user compared to a manual solution for the same situation.

Alert Configuration

Presents a table with alerts linked to the microservice. For more information, please consult

the documentation on Alert Settings.

License

Displays the currently configured license type for the microservice.

Enabled Tenants
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Presents a list of tenants and sub-organizations to which the microservice can be

enabled/disabled en masse.

Organization Admin

Flexccible !

i Home 54 .
Erabled microserices List inztalled user certificates

F)  Operations L .

List installed user certificates
Reports

5 Flows Dverview script largets Seftings Alart settings Licensa Enabled tenants
Tenants

) Monitor Enable B Export () Retresh

Workspaces o

E Patch

name T T i Enabled T = : Min Individual execution 1L = : Min group execution 1L =

&l Analyzer

-k

Pagetofd > 3 11e 50 of 162 results Page Size: 50w

The table contains the following information:

¢ Name. Tenant name. If it has sub-organizations they are presented in tenant*>*sub-

organization format.
e Enabled. Displays if the microservice is enabled for the tenant.

¢ Minimum individual execution. Minimum roles with execution permissions in

Workspaces at the level of individual devices.

e Minimum group execution. Minimum roles with execution permissions in Workspaces

at the level of Workspaces Groups.
¢ Enabled on. Date and time when the microservice was enabled for the tenant.

* Enabled by. Name and email address of the user who enabled the microservice for the

tenant.
¢ Disabled on. Date and time when the microservice was disabled for the tenant.

¢ Disabled by. Name and email address of the user who disabled the microservice for

the tenant.

The list of available tenants depends on the privacy configuration of the microservice and

the permissions the user has.
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Although the microservice can be enabled/disabled, the configuration of Targets is done

independently for each tenant.

Enable/Disable a microservice for tenants

1. Goto Portal -> Enabled.

2. Go to the Enabled Tenants tab.

3. Select the desired tenants in the table.
4. Click Enable or Disable, as applicable.

5. Read the warning message.

6. Click on Confirm.
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Portal / Microservices / Designer

Designer is the main environment for creating, configuring, and managing the lifecycle of
microservices within an organization. From this interface, users can define new
microservices, edit existing ones, temporarily archive them, or permanently delete them

according to operational needs.

FIMbIE My organization

Reports 2P Designer

Tenants

Create @9 Export () Refresh
Monitor
Archived: Any % Filter

Workspaces
Patch Name T] Category T/ Library 7| Archived Actions
Analyzer 2 ® Unarchived
Microservices Utilities ® Unarchived
Enabled CustomFields ® Unarchived
Marketplace Utilities @ Unarchived
Create with Al Utilities @ Unarchived

o2 Windows Updates ® Unarchived

The list view shows a table with the created microservices, along with the following

information:
e Name. Enter the name of the microservice.

e Category. Directory or group of microservices accessible from Workspaces.

Categories must be predefined in Organization.
e Library. Organization to which the microservice belongs.

¢ Archived. Indicates whether the microservice is Archived or Active. Archived ones are

not available for use, while active ones are.
e Actions. Displays three options:

o View Details. Shows expanded information about the microservice.
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o Edit. Allows you to modify the microservice's configuration.

o Archive / Activate. Opens a confirmation window to archive or activate the

microservice, depending on its current state.

Confirmation window to archive a microservice:

Archive Microservice

Are you sure you want to archive this microservice?

Ay This microservice will be archived and will no longer be available
for use,

To confirm, type "Clean Disk” in the box below *
( J

| Cancel ‘

Confirmation window to activate a microservice:

Unarchive Microservice

Are you sure you want to unarchive this
microservice?

/\ This microservice will be unarchived
and will be available for use.
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Create new microservice

The process of creating a microservice is done through a wizard divided into four phases,

guiding the user step-by-step until configuration is complete.

Phase 1 - Initial Configuration

1. Access Portal -> Microservices -> Designer.
2. Click on New.

3. The wizard will open, asking to enter the following information:

Flecxcdble i S Onparation Adein 0

@ Home Create new microservice (1/4)

Mara | anglishl
& Fows

" .
PR Colowr leon
3 Workspaces
2 Patch PV Desaription {english)
f Miciosanices

—— Language * Wersion

B At iog

Operating system * Category [english)

Efficiancy

¢ Name. Enter the name of the microservice.

* Color. Color of the representative icon.

¢ |con. Type of associated icon.

» Description. Brief explanation of its functionality.
¢ Language. Programlnming language used.

* Version. Version number.

* Scope. Execution scope. You can select Workspace (context System or Session) or

Platform.
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¢ Operating system. Operating system it is designed for.

e Category. Directory or group of microservices accessible from Workspaces where it

will be hosted. Categories must be predefined in Organization.
 Efficiency. Number of minutes the user saves with each execution.

1. Click Next.

@ INFo

The name of a microservice configured for execution by the end user must not
contain special characters like \ /: * ? " < > or specific language characters that may

vary depending on the keyboard layout.

Phase 2 - License

1. Choose from the dropdown options the type of license the microservice will have.

2. Click Next.

Organization Admin I
My prpancmtian
Create new microservice (2/4) - License
Licanse
MIT Licersa P — m
X 4 short and simpla permissive licensa with conditions cnly reguinng prasaratian of copyright and liconsa notices. Licansed works, modfications, and larger works meay be distibutad undar
Wiorkspaoos differant tarms and without sourca cada
B Pa
S Permissions Limitations Conditions
Liakikty Licorse and copynght notice:
% \Waranty
HIT License

capyright (¢} 7824 [Drganiz

The abowe copyright notice and this permission notice shall be dncluded in all
copies or substantial porticns of the software.

Phase 3 - README

1. Enter the detailed description of the microservice in Markdown format.

2. Click Next.
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To set a title with Markdown, simply start the line with # Title.Here are some examples

of its syntax:

ltem Markdown Syntax Preview
Bold **pold** bold
ltalic *italic* italic
List - List item - List item
Link [text](url) text

Image  !'[alt](url)

Code ‘code’ code

Phase 4 - Code

1. Enter the script of the microservice.

2. Click Next to finish.

Once the phases are completed, the microservice will appear in the main table of the

section.

Technical considerations

Although microservices allow the execution of any CMD or PowerShell command on
Windows devices, the sent commands will be executed from the local administrator or the
user session, depending on the assigned scope. This may mean that some cmdlets do not
have the expected output in relation to the execution performed. For this reason, if you're

developing a script in PowerShell, you must consider a series of points:
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¢ |tis recommended that the installed version of PowerShell on the devices is the same

as the one used to develop the microservices.

¢ The microservices can be executed under the user session identity or from the local

administrator.

o Execution from the local manager. In Scope, you can set Workspaces or
Platform, which makes it very easy to interact with processes, services, and act
with administrative permissions on the device, but it may complicate accessing

specific user information or their session.

o Execution from user session. In Scope, you can set Sessions, which is very
useful for accessing user information like the log, information contained in the
profile, etc. It should be noted that the script will be executed with the permission
level that the user has, so if the user is not a local administrator, there will be

certain limitations when acting at the system level.

* When you want to display a message in the microservice output, it is recommended

to use the cmdlet "Write-Output” instead of "Write-Host".

¢ The output of the execution can be consulted in the details of the job generated

during the execution.

Enable a Microservice
Enable a Microservice:

1. Access Portal -> Microservices -> Designer.
2. Find the microservice in the list and click on it.
3. Click the Enable button (located in the upper right corner).

4. Once enabled, the microservice will be shown with a green dot in the Marketplace

section.

Remove microservice
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Before removing a microservice, it is necessary to consider the following conditions:

¢ Only microservices that have been previously archived can be removed.
¢ The microservice must not be active in any tenant.

¢ There cannot be any flow that has it assigned.

Once these requirements are met, you can proceed with the definitive removal of the

microservice through the following steps:

1. Access Portal -> Microservices -> Designer.

2. In the microservices table, choose the desired item and click Actions -> Archive.

3. Confirm the action in the pop-up window to complete the archiving.

4. Return to the table and click on the name of the microservice you just archived.

5. From the oOverview tab, click the Delete button.

Reports W 1icrooerices D clean Disk

Clean Disk &

Overview  Script  Privacy argets  License m Delete

Tenants

U Monitor

Workspaces

Clean Disk j

2 Analyzer

Powershell =
107825

MIT License

Windows

6. Confirm the deletion in the corresponding pop-up window.
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Delete Microservice

Are you sure you want to delete this microservice? This action cannot be

undone.
A\ The microservice will also be deleted in all tenants that have it

To confirm, type "Clean Disk" in the box below *

( J
e

@® INFo

When a microservice is removed from the organization, it is also automatically

removed from the list of microservices for its tenants.

A\ WARNING

The removal of a microservice is irreversible. Once deleted, it cannot be restored.
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Portal / Microservices / Create with Al

Microservices design using Artificial Intelligence (Al) allows for automatic generation from
requests expressed in natural language. This feature reduces the need for advanced
technical knowledge and speeds up the development process by eliminating the need for

manual programming.

The microservice code is generated according to the request made, but the creation
process is completed in the Designer section, from where the microservice can be

enabled for execution through the Workspaces module or from the end user's device.

Organization Admin

My arganization

Create with Al

| New Request

My Requests
Creates a folder in the Document.. A
°g Create with Al

Manages product inventory with .

Create a text file or

{0 Any Al can make mistakes. Review the code before running it.

Create a folder in th

Type your message here...

System microssrvice

&  Webapps
1y these prompts

& Settings

Create a microservice that creates a folder in the Documents folder

Generate @ microservice for managing product invertery with CRUD operations

Create new microservice

The steps to create a microservice through Al are as follows:
1. Access Portal -> Microservices -> Create with AI.

2. In the central panel, write the request in natural language with a maximum of 400
characters. At the bottom, Try something like this offers examples that can help

create a request.
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= Try these prompts:

Create a microservice that creates a folder in the Documents folder

Generate a microservice for managing product inventory with CRUD operations

3. In the dropdown, choose the scope of execution: System Microservice or Session

Microservice.

g Al Designer

(D Any Al can make mistakes. Review the code before running it.

Create a microservice that creates a folder in the Documents folder

System microservice A 67/400 E

System microservice

[=] Session microservice

4. Click the arrow in the orange box to continue.

5. If similar microservices exist, they will be offered as available alternatives. The user can
click on each one of them to analyze their use in relation to the desired goal. By doing

so, they will be redirected to the Marketplace section.

If, after reviewing the alternatives, the user decides they need to create a new

microservice, they should click on Create with AI.
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°§ Create with Al

Use an existing microservice

al et on one to start w
riel
LA Check Installed Apps Integration Test Session microservice
[ Create a file with installed Windows updates list.
Get running applications for the current user with
timestamps.
Get running applications for the current user. System microser

EB Get-NVIDIAVirtualGPULicenses

Create with Al

6. A few seconds later, the Al will design the microservice.

Fle>cdble
D Monitor

YT —

D Mi rvices

4 Enabled

farketplace

2 Webapps

The Copy Code button allows you to copy the generated code to the clipboard,

Create with Al

Hewe Request

My Requests

Creates a folder in the Documen..

Prompt

Answer

1
2

]
a

Organization Admin

{} Creates a folder in the Documents directory ([l

Created Microservice(s)

Version 1

s

ad
«SYHOPSIS

reates a folder in the Documents directory.
DFSCRTPTTON

This script creates a new folder named “MyNewfolder” in the current us

IF Lhe toldor alresdy exisls, il will reporl Lhal irformalion. Improve the micreservice
CUTRUTS Type your improvement...

systen.string.

BB
Modification History

facilitating its use in testing if required.

Copyright © 2024 Flexxible. Todos los derechos reservados.

P&gina 391/ 652



25.12 / FXXOne Documentation / FXXOne

{} Creates a folder in the Documents directory

Prompt
f i i roservice |I' [z Nl 1] I- el

Answer [y Copy code B Create Microservice

@ INFo

This feature only generates microservices in PowerShell.

7. Review the microservice code.

Organization Admin

= Fle>xccible -

Monitor
= Create with Al
Workspaces
New Request . .
" {} Creates a folder in the Documents directory
Patch

My Requests 5 R
v Req System microservice - Created on 7/18/25 at 2:53 PM

Analyzer Creates a folder in the Documen...

Microservices Prompt Created Microservice(s)

Create a microservice that creates a folder in the Documents folde es have been created with this

Enabled project yet

Marketplace Version 1

Created on 7/18/25 at 2:53 PM

e

<#
Designer .SYNOPSIS
Creates a folder in the Documents directory.

Audit log

.DESCRIPTION
TS This script creates a new folder named "MyNewFolder” in the current us
PP! If the folder already exists, it will report that information. Improve themic%osen,ice

.OUTPUTS Type your improvement...
System.String.

.NOTES
Modification History

8. The Improve the microservice box, located at the bottom right of the screen,
allows the user to add information to optimize the microservice. With each
improvement, a new version of the code is generated, which can be seen in the

Created Microservices column at the top.

9. Click on Create microservice.
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@® INFO

If you click Create microservice again on an already existing microservice
request, you will be asked for confirmation to verify if you want to create a new
one. If so, another microservice will be generated with a number at the end to
differentiate it from the original. In no case will the code or configuration of an
already created microservice be overwritten.

Project Already Used

his project
another micros

= with the same

/\ Creating multiple microservices from
the same project may lead to confusion.
Make sure this is what you want to do.

10. Next, the user will be directed to the Designer section to edit the microservice

configuration, if desired.

Organization Admin

Flexccible Clen '

L Moniter

) Creates a folder in the Documents directory. *3§

Overview  Script  Privecy  largets  License m
| Analyzer
) ; Auth
tes 3 new folder named
edFolder in the users Documents directary.
y er already exists, it will drsplay a message indicating
[ Marketplace 2 /425

" Feoable Microservices License - Version 1.0

as Uncategorized

G0 minutes saved per execution
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11. Click on Save.

12. The microservice will appear in the list of the Designer and Marketplace sections.

@ INFO

By default, Al-generated microservices are created without any category and have

the Flexxible Microservices License. This configuration can be modified in Designer.

A\ WARNING

Al can also make mistakes. The execution of microservices designed with this

method is the responsibility of the user.

Drafting requests

The more detailed a request is, the more precise and useful the generated microservice

will be. To achieve this, it's recommended that messages meet the following guidelines:
1. Concise

¢ Avoid vague, redundant, or excessively long phrases.
¢ Use direct language.

e Clarity should take precedence over word count.
2. Specific

e Explain exactly what you want to achieve.
¢ Include details such as output format, tools, objectives, constraints, etc.

¢ The more details provided, the better the outcome.
3. Context

¢ |ndicate where the action will be applied.
e Without context, the Al might create generic results.

¢ Specify the purpose of the microservice.
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e |tis suggested to use verbs that clearly indicate what the Al should do.

e Examples: create, do, analyze, generate, search, compare, etc.

Recommendations

Besides writing clear requests, it's advisable to structure them in a way that the Al

precisely understands what to do and how to present the result. To achieve this, consider

the following recommendations:

¢ Avoid ambiguity. Each request should have only one possible interpretation.

Iterate and improve. If the result is not optimal, you can adjust the request by adding

more context.

Use examples when possible. Showing a sample output better guides the outcome.
Specify the exact action. Describe directly the task that the Al should execute.
Include reference examples. Show how the expected output should be, to correctly
guide the Al’s interpretation.

Set restrictions or rules. Indicate the limits, conditions, or requirements that must be

met during execution.

* Define success criteria. Explain what conditions the result must meet to be

considered satisfactory.

Examples of how to make a request

Can you back up the
desktop and

documents?

Create a scheduled

task on devices to log

Backup the desktop and the Documents folder. Copy
these files in ZIP to \nas\backups<username>. Also, |
want to keep only the latest copy. Delete the rest of the

files once the copy has been successfully completed.

Create a scheduled task in Windows 11. The task should

log off the current user when 30 minutes of inactivity are
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off when inactive for a detected.

certain time.

My requests

The My requests column, located on the left of the screen, shows the microservice
requests the user has made to the Al. Each user can only see theirs; they are not shared

with the rest of the organization.

S[=>%d|s][=

Maonitor

Create with Al

Workspaces

Mew Request
Patch

My Requests
Analyzer

Manages product inventory with ...

Microservices Create a text file on the desktop

Create a folder in the Document...

Enabled

Marketplace

This functionality allows the request history to be visible at all times to the user who
created it, so they can always return to them. It also allows for feedback on the result; for
this, the user can click on the thumb-shaped buttons located at the top right of the

screen.

'} Create a folder in the Documents directory
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Delete a request
1. Go to the column My Requests, located on the left side of the screen.
2. Click on a request from the list to enter the code details.
3. Click on the Delete icon located at the top right of the screen.

4. Read the warning message.

Delete project

Are you sure you want to delete this project and
all its versions? Microservices created from this

project will not be deleted.

5. Click Ccancel or Delete, as appropriate.

@ INFO

Deleting a request does not imply deleting the microservice created from it.

Created Microservices

On the far right of the screen, the Created Microservices column lists all the
microservices created from a request. This panel allows identifying whether a request has
resulted in one or more microservices, as well as accessing each of them directly for

review.

Copyright © 2024 Flexxible. Todos los derechos reservados. Pagina 397 / 652



25.12 / FXXOne Documentation / FXXOne

¢ When the Al designs the first version of a microservice, but it has not been created
through the Create microservice button, the Created Microservices column

shows a message like the one in the following image:

Created Microservice(s)

No microservices have been created with this
project yet.

Version 1
Created on 07/09/2025 at 14:03 i

The orange arrow located in the box of each version allows loading the previous version's

code.

¢ When the Al designs the first version and you click Create microservice, the
Created Microservices column shows the name of the microservice. Clicking on it

will take you to its detail view in the Designer section.

Created Microservice(s)

Creates a folder in the Documents directory.

Version 1
Created on 07/14/2025 at 14:54 D

¢ When the Al designs and creates more than one version of a microservice, the

Created Microservices column shows the word Multiple.
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Created Microservice(s)

Multiple

A
Version 3
Created on 07/14/2025 at 08:42 9

Version 2
Created on 07/08/2025 at 15:59 9

Clicking on Multiple opens a modal window with a list of the microservices created
from that request. Selecting one of them accesses its detail view in the Designer

section.

Related Microservices

Create a folder in the
Documents directory. Al System microservice
Generated

Create a folder in the
Documents Al System microservice

Generated

Enable a Microservice

The process to enable or disable an Al-generated microservice is the same as that used
for manually creating microservices.
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Steps to enable a microservice from Designer:

1. Access Portal -> Microservices -> Designer.

2. Find the microservice in the list and click on it.

3. Click the Enable button located at the top right of the screen.

Enable Microservice

Are you sure you want to enable this

microservice?

(D By enabling this microservice, you agree
tothe License.

=N -

4. The microservice will appear marked with a green dot (indicating it is enabled) in the

Marketplace section.

@ Export (1 Refresh 0 Blocks

Analyzer

Microservices [creale afd i ] 5y Filter

Enabled

Designer Q

Create a folder in the
Documents directory.
Audit log This script creates a new folder
) called "MyCustomFolder" in the
CUrrent user's Dacuments..,

Webapps

Settings
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Steps to enable a Microservice from Marketplace:

1. Access Portal -> Microservices -> Marketplace.
2. Find the microservice in the list and click on it.

3. Click the Enable button located at the top right of the screen.

4. The microservice will appear marked with a green dot (indicating it is enabled).

@® INFO

Enabled microservices execute on demand from the Workspaces module: section

Workspaces (System context) and section Sessions (Session context), according to

defined configuration.

Enable a microservice for the end user

The process of enabling an Al-created microservice for execution by the end user is the

same as for microservices designed manually.

Please consult the guide Enable Microservices for End Users.

@® INFo

Flexxible recommends checking the Privacy and Recipients tabs in the Designer

section before enabling a microservice to ensure they have the desired configuration.
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Portal / Settings

The Configuration section provides specific management tools for the selected
organization. Its sections cover key aspects for service implementation, such as user

creation, role assignment, Flexxible Remote Assistance, reporting groups, among others.

Organization Admin .
My organization
= .
¥z Flexxible - Users
% Analyzer
Microservices Create T Importusers & Exportusers O Refresh
SSnEs O search by term | 7 Filter
Information
Full name | E-mail Department | Role 1 E-mail login 1 Created by 7| Updated by 7 Action
a
Disabled 3 View Detail
Roles '
Disabled 3 View Detail
Products
Disabled 3 View Detail
Modules
: Disabled 3 View Detail
Integrations
. Disabled 2 View Detail
Reporting groups
Portal Admin ® Enabled @ View Detail
v
Preview
Page| 1 | of 1 Showing 1 to 39 of 39 results Per page: | 50

The Configuration section consists of the following subsections:

¢ Organization
e Users

¢ Roles

¢ |ntegrations
e Reporting Groups

¢ FlexxAgent Version

e Audit

e Policies
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Portal / Settings / Organization

Organization allows managing the functionalities that affect the organization's environment

globally, from assigning the name on the platform to configuring remote assistance.

H Organlzation Admin
Flexcdble T I
B @it ] Crganization
E  Flows v General (2%
Detalls
Reports
Oranding jﬁ mMembers 3 Products
il Tenants # Mcroseraces seitings Ll :
] manioe Aulhenbicalion
Produtls = Created at _ﬁn Partniar
s TAEPRE, RO P i
o Type
Wihodesaler
Details
2 Settings
Mam E-iall Lang i Coinitry
B E5
Industry Deefault Palicy Unigque code

Francial services; profassianal 5

Drescription

Management can be done from the following sections:

e General
e Branding

e Microservices

o Authentication

e Products
e Modules
e Domains

e SSO Integrations

* SCIM Provisioning

General

Allows defining general information of the organization that can be updated anytime using

the Edit button. The following data can be modified:
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¢ Name. Organization's name.

e Email. Associated email address.

* Language. Configured language.

e Country. Country the organization belongs to.
* Sector. The sector it belongs to.

¢ Description. Description of the organization.

Additionally, from this section you can also access the following information:

Members. Number of members that the organization has registered on the platform.

Products. Number of Flexxible products the organization has contracted.

Creation Date. Date when the organization was registered on the platform.

Partner. For client type organizations, allows defining or modifying the partner.

Type. Type of organization that corresponds to it.

Branding

Facilitates the storage of information linked to the organization's brand identity. Clicking the
Edit Brand Settings button leads to a form for uploading the organization's logo and

cover image, as well as a palette to define corporate colors in hexadecimal format.
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Branding

Logo
m Selected file: Mo file selected

Cover image

m Selected file: Mo file selected

Primary color

Hex Red Green Blue Alpha

(eere |[ 255 I|:.?'i'§ ':|';,55 1( 100

Secondary color

w Cancel Save

This section also indicates the date and time of the last update, as well as the name and

email of the user who made it.

Microservices

Through its configuration and classification options, it allows changing the name of the
folder containing the end-user microservices and managing the predefined categories. It

also shows the date and the name of the user who updated the information.
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<l Operations s General
Flows Details
~ Branding

Reports Branding details

-} Operations ~ Microservices
- Settings
A& Tenants
Categories

T Manitar Authentication

j Products

Workspaces
Madules

Settings

Edit microservices sertings
Last updated at
L] 510725, 2:00aa ot

Settings
Flder name

Use predefined categories

Enabled
Categories
b Coeale @ Cporl O Refesh
Name T= 3 # Microservices TL = 3 Created by Tl

/Q Last updated by
[©]
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Organization Admin

Created at Tl = Updated by Tl =

In this section, it shows the name assigned to the end-user microservices folder and if the

option to use predefined categories is enabled.

Folder name

When microservices are enabled to be executed by the end-user, they are automatically

added to a folder on the device called Flexxible; however, this name can be modified.

Copyright © 2024 Flexxible. Todos los derechos reservados.

Pagina 406 / 652



25.12 / FXXOne Documentation / FXXOne

macenadas

Rename the microservices folder

1. Goto Portal -> Settings -> Organization.

2. In the left side menu, select Microservices

3. Click on Edit microservices configuration.

= Organization

> General ¢ Edit microservices settings

> Branding

v Microservices

-
L

1 Last updated at
Settings =221 8/19/25, 2:04:44 PM

Categories
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4. Write the new name in the Folder name field. The structure must be between 3 and

50 characters and can only contain letters, numbers, hyphens, and underscores.

Microservices settings

Folder name ()

| Enter the folder name

(@ | Use predefined categories

5. Click on Save.

@ INFO

If the device has Windows 11 as its operating system and only one microservice is
enabled for an end-user, the Flexxible folder will not be displayed; instead, only the

microservice icon will be visible in the start menu.

N TEEFRE L
2
: |

D Agpan

Predefined categories

This functionality allows users with the role of Organization Administratorto define and
manage classification categories for the microservices. The configuration can only be
carried out from the main organization and is automatically inherited by sub-organizations,

ensuring consistency and preventing the creation of random categories.
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Activate predefined categories

1. Goto Portal -> Settings -> Organization.
2. Select the Microservices tab.
3. Click on Edit microservices configuration.

4. Activate the Use predefined categories button.

Microservices settings .
Folder name ©
| Enter the folder name

0 Use predefined categories

5. Click on Save.

When the functionality is active:

* The Categories section is created automatically, containing a table with the list of

microservices categories of the organization.

= Organization

7 Eaisel & Edit microservices settings
Details
v Branding Categories

Branding details .
+ Create B2 Export () Refresh
~ Microservices

Settings

O Search by term...
Categories
Authentication 1 — . . . - 4 — . — . —
Mame T = #Microservices TL = Created by Tl T i Createdat T4 T i Updatedby T. =
Products
Certificates &% 1 Bf19/25, 2:04:44 PM
Modules
Domains 0 Large content 1 B/19/25, 2:04:45 PM
5S0 Integrations o . . o
Generzdo por 14 2 B19/25, 2:04:45 PM
Mantenimiento 1 B/1%/25, Z:04:44 PV
Security 1 B19/25, 2:04:44 PM
System 3 B15/25, 2:04:44 PM
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e The categories also appear in the Designer section, so that users can only select from

the available categories in the list.

Language *

Z  Enabled sash

U E T

Scape *

reata with Al Workspace
Opeérating system *

UK

Efficiency *

Webapps

15

25 Sertimpgs

Deactivate predefined categories

1. Goto Portal -> Settings -> Organization.
2. Select the Microservices tab.
3. Click on Edit microservices configuration.

4. Deactivate the Use predefined categories button

Wersion

Context [for Warkspace scope)]

Categery

When this option is disabled, a message is displayed informing the user that alll

microservices with assigned categories will lose that association, and it will be necessary

to manually reassign them categories.

Microservices settings

Folder name (&

® Use predefined categories

(i) You are going to disable the use of predefined categories. This

will uncategorize all microservices.

Categories
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This tab is only enabled when the option of predefined categories is activated. Contains a

table with the list of categories and allows creating new ones or deleting existing ones.
Create a predefined category

1. Goto Portal -> Settings -> Organization.
2. In the menu, go to Microservices -> Categories.

3. Click on New and type the name of the new category.

Create Microservice Category

Overview

MName *

| Enter category name Show languages

4. Click on Save.
The category name will be displayed both in the table and in the Designer section.
Delete a predefined category

1. Goto Portal -> Settings -> Organization.
2. In the menu, go to Microservices -> Categories.

3. Select a category from the table and click on Delete.

When a category is deleted, the microservices associated with it will become

uncategorized and it will be necessary to manually assign them to another category.

Authentication

From this tab, an Organization Administrator can enable or disable the option to log in
using email and password for the organization's users. In case there are suborganizations,

the functionality can only be enabled or disabled from the main organization.
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The button Enable email/password authentication or Disable email/password
authentication, as applicable, allows enabling or disabling the possibility for users who
are members of an organization or sub-organization to be able to activate login with email

and password.

A\ WARNING

If this option is disabled, users will not be able to log in with email and password or
manage their account. All user credentials will be deleted. If this feature is re-enabled,

users will need to reset their password and two-factor authentication again.

Disable email/password authentication

Login with email/password
enabled
Frabled

2| Export (} Refresh

Mame TL = Email TL = Email/Password Login T =
"
i
User table

Shows the list of organization members. At a glance, you can see which members have

the option to log in via email and password enabled.

User authentication detail

By clicking on a user's name in the table, you can access cards with specific information

about the authentication method they have enabled:
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* Microsoft Entra ID. Role, Phone, Last login, Login count, Last IP address.
e Google. Last login, Login count, and Last IP address.

* Email and password authentication. Last login, Login count, and Last IP address.
Additionally, from here, the administrator can manage the Authentication security

settings for that specific user, which includes Two-factor authentication and

Password.

User authentication details

| |
1l Microsoft Entra ID

Job title Phone Last login
- . T 6 may 2025, 18:51

Login count  Last IP address

E&4 Email and password

Last login Login count  Last IP address
6 may 2025, 15:56 S

Products

This section reports on the Flexxible environments and products that the organization has.
The list view shows data like the name of the environment where the product is deployed,
the type of product that is available, region, creation date within the organization, and its

status; the Actions field allows you to consult and edit its specific data.
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I i bl ‘Organization Admin g
Flescdaolie oy
N Operations Crganization >
GEnErsl
Fley 3
% Hranding Bl beport Hefresh
Repae > Microsenvices serings
Tenants Authentication 7 Hilter
— Products
W Monitor
T Enviranment Praduct type Regien 1] Creation date Status Actian
Norsnoces
et B rexeciient West EU Taxsibla 106282 ® Agive @ View Deta 5 Agent Setting:
Patch
B FlessDeskiag .. 1061812 Inactive View Del: nit Settings
A Analyzer
8 riexxDesktop £ R ® Acive iy et
Microservices
e Bf FlessCioud 15522 Iratlive: Vi el
Settings . “
[ Hlewetlient B & Aive iz Deta 5 Agent Settngs

In the table, the Action field shows two buttons to access more detailed information and

edit the product's behavior: view details and Agent settings.

View details

This option allows editing the data of each product that the organization has: the
environment in which it has been deployed, the license key, its creation date in the

organization, and also its status, which can be active or inactive.

FlexxAgent Configuration
This form allows changes at the Remote Assistance and Analyzer Proxy levels.

FlexxAgent Configuration - Flexxible Remote Assistance

A user with the Organization Administrator access level in Portal can choose what type of

remote assistance the organization will use globally. It can be configured to be interactive,

unattended, dynamic, or to have no access at all.

Each reporting_group that the organization has can edit its own remote assistance

configuration to suit its needs.
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Edit FlexxAgent settings X

Remote support

| Interactive v

FlexxAgent Settings - Proxy

FlexxAgent consists of a Windows service called FlexxAgent Service, which manages two
processes: FlexxAgent, which runs at the system level, and FlexxAgent Analyzer, which

starts for each user session.

The proxy configuration of FlexxAgent Analyzeris not always the same as that of
FlexxAgent, so according to the proxy operation in each environment, its settings will need

to be set appropriately.

In the FlexxAgent settings, a user with the Organization Administrator access level can find

two configuration options for the FlexxAgent process:
e System proxy settings

o FlexxAgent Analyzer automatically detects and uses the proxy settings.

o Flexxible recommends this configuration for the system proxy.
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* FlexxAgent detected config

o |n this case, FlexxAgent uses the credentials found in the registry if they are

defined during installation.
o |f not configured, FlexxAgent automatically detects the proxy settings.

o FlexxAgent Analyzer uses the detected settings for the Uniform Resource

Identifier (URI), user, and password.

— Analyzer proxy

Proxy type
[System proxy settings vj
@® INFO

Some of the configuration options of FlexxAgent are not visible to users with the

Organization Administrator role.

Modules

This tab shows a list of Flexxible product modules available for the organization, as well as

those created by the users themselves.
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F|E)O(.I|:I|E T ‘Organization Admin

= Organiration

Y Operatians Flexxible Corp

> tieneral

% Aranding

% Microsanices seetings

B Tenants Authentication

N Prothucts 1l Marmae URL Visibility Action

) Monitor
Madules o

= B Warkspacas Foalie ed 2 Wiew Detail

Bz Works,
= % Arialyeen aatured o1 Wi DieLail
P 57 Mwnilo raaturad 1 wiew Derail

Microservices = Sl putormata Featwred 2 Wirw Derail

The table contains the module name, its corresponding URL, and its visibility level. From
See detail, alabel and URL can be assigned to the selected module, and you can define
whether it is visible as Featured or Secondary. When it is featured, it appears among the
main modules in the Home section of Portal; when it is secondary, it is shown as a list

under the View more button.

Create module

The New button allows you to create custom modules to maximize the platform's utility. For

example, in the images below, you can see how a module for Flexxible's documentation
webpage has been created.
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Create module

Module type

Custom

Mame *

Documentation

Url *

https://docs.flexxible.com

Visibility
-.I
- i=

Featured Secondary

* Cancel + Create

=N [=5% 4] [=]

Operations

Flows

Reports

Workspaces Analyzer Documentation

Tenants

Monitor
I Your products

Workspaces

Environment
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Domains

Portal allows you to configure login through SAML authentication, a single sign-on (SSO)

technology that lets organizations connect their identity managers with the Flexxible

platform.

To set up login with this method, you need to make adjustments related to recognizing the

organization's domain and integrating with the identity manager used.

From this tab, an Organization Administrator can register and verify the domains to be

used. You can also access the table with the domain list and consult its detail view.

Flexccible

2 Tenants = Organization

D Monitor P Eal Create Domain
% Branding
Waorkspaces S M -
g @ Domains
3 Patch Authentication 2
. Products
£ Analyzer
Modules Domains
T Microservices Domains
_ 87 Export () Refresh
&  web Apps 550 Integrations
£ Settings
Domain Name T = Status Tl = Created At Tl = Created By Tl =

Verified 8/25/25, 11:15:11 AM

werified /28725, 24030 PM

The table shows the following information:

Domain name. Web address registered by the organization.

Status. Verified or Not verified.

Created on. Domain creation date and time.

Created by. User who registered the domain.

Create a domain
To configure a domain, it must first be registered and then verified.

1. Access Portal -> Organization ->
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2. In the menu, select the Domains tab.
3. Click Create domain.

4. Enter the organization's domain (corresponding to the email of the users who will log
in with SAML).

Add Domain

Configure domains for this organization. These domains will be used for 550 integrations.

Domain Name *

Ufnte r domain name (e.g., example.com)

Cancel

5. Click on New.

The domain will be added to the table with the status Not verified.

Verify the domain
1. In the Domains table, select the registered domain.

2. A window will appear with instructions to add a TXT record in DNS, necessary to verify

ownership.
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Domain Information

Status: Not Verified
Verification Attempts: 0
Created: Sep 9, 2025, 12:50 PM
Updated: Sep 9, 2025, 12:50 PM
Created By: (Se-—-_-——

Updated By:

DNS Verification Record

Add the following TXT record to your domain's DNS configuration to
verlfy ownership:

Type: TXT

MName:

Value:

(D After adding the DNS record, wait a few minutes for
propagation before clicking 'Verify Domain'. DNS changes can
take up to 24 hours to fully propagate.

i] Delete

3. Click verify now to complete the process.

Remove domain

1. Access Portal -> Organization.
2. In the menu, select the Domains tab.

3. Select the domain in the table that you want to remove.
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4. In the detail window, click Remove.

By removing a domain, users associated with it will no longer be able to authenticate via

SAML until it is registered again.

SSO Integrations

SSO Integrations allow users with email addresses from specific domains to authenticate

through the organization's identity provider.

Flexccible

Patch = Organization

B Analyzer > Genera |- Create Connection

> Branding

Microservices .
> Microservices

I§,’ Connections

Web Apps Authentication

Products
B Settings
Modules S50 Integrations

Domains

B3 Export () Refresh

Users 550 Integrations

Roles

Integrations

Connection Name T = Strategy TL= Domains TL= Created At TL=

Create an SSO connection

1. Access Portal -> Organization.

2. In the menu, select the SSO Integrations tab.
3. Click Create connection and follow the wizard instructions, which will guide the

Organization Administrator through the setup and testing according to the identity

manager used.

Available identity managers:

e Okta
e EntralD
e Custom SAML
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For each case, a wizard will guide you step by step in the specific setup within the selected
identity manager.

Create 550 Connection

Configure a new SSO connection for your
organization. This will allow users with specific
email domains to authenticate through your
identity provider.

Connection Name *

.
| Enter connection name

This is the unique identifier for your 550
connection. Choose a descriptive name that helps
you identify this connection.

() Connection Name Guidelines
When naming your connection, use only
letters, numbers, and hyphens. Avoid
spaces and ensure the name doesn't
start or end with a hyphen.

You need to add and verify domains in the Domains
section before creating 550 connections. Only
verified domains can be used for 550
authentication.
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55-550 - Work - Microsoft Edge

Setup ﬂ

Select Your Identity Provider

Choose the identity provider you plan to integrate with lo access step-by-step instructions for SS0 configuration

# Okta > EntraID L’:\ Custom SAML

Q e

Some of the requested data during setup may have different names depending on

the identity manager. For example, in Custom SAML:

* The Single Sign-On URL field may appear in the identity manager as Reply

URL (Assertion Consumer Service URL).

e The Service Provider Entity ID field may be called Identifier (Entity
ID) .

@ NoTE

If any doubts arise during the setup process, please consult with your contact at
Flexxible.

Once the process is completed, users from associated domains will be able to log in by

entering their email address in the appropriate field and clicking Continue with email.

Copyright © 2024 Flexxible. Todos los derechos reservados. Pagina 424 / 652



25.12 / FXXOne Documentation / FXXOne

Fle>cable

Welcome

[ Continue with Google

= Continue with Microsoft

OR COMTIMNGE 'WITH ERMAL AND FASEWORLY

If the system recognizes the domain as enabled for SSO, it will redirect the user to the

organization's identity manager for authentication.

Edit an SSO connection

The platform allows editing an existing SSO connection either to update the configuration

or renew the certificate in case of expiration.
1. Access Portal -> Organization.
2. In the menu, select the SSO Integrations tab.
3. Select a record in the table.

4. Click Edit connection.
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(S SAML

Created At: Aug 26, 2025, 01:15 PM
Updated At: Aug 26, 2025, 01:15 PM
Created By User:

Updated By User:

Authentication Strategy: SAML

Associated Domains

®
Verified

SCIM Provisioning

Enable System for Cross-domain Identity Management (SCIM) to
automatically provision and manage users from your identity provider.

Enable SCIM user provisioning

SCIM Endpoint:
Co
« G [ ] Y
Authentication Token:
FEE B EERE R REgEﬂEratETDkEn ct)p}f
Edit Connection ] Delete

Checking the Enable SCIM user provisioning checkbox is optional. More information in

SCIM Provisioning.
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Flexxible (Staging) Setup E

Edit Custom SAML Configure Connection

o Establish a connection between your identity provider and Flexxible (Staging)
1. Create Application

2. Configure Connection

Automatic Manual
3. Test S50

Metadata URL

Location to retrieve SAML S50 connection information for integration.

Advanced Settings ~

o -

Remove an SSO connection

1. Access Portal -> Organization.
2.In the menu, select the SSO Integrations tab.

3. Select the corresponding record in the table.

SCIM Provisioning

The System for Cross-domain Identity Management (SCIM) is a user provisioning and
management standard that complements authentication with SAML. It is optional and
automates the creation, update, and removal of user accounts in Portal, keeping
information synchronized between the organization's identity manager (Okta, Entra ID, etc.)

and the Flexxible platform.

When SCIM is enabled, the identity manager can send basic user information (name,
email, group) to Portal, simplifying account management. This way, the user's lifecycle in

Portal is centrally controlled from the identity manager.

@ NoTE

The SCIM Provisioning tab will be visible after creating user groups in the identity
manager.
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Enable SCIM in Portal
To use SCIM, it is essential to have previously set up authentication with SAML:

1. Access Portal -> Organization.
2. In the menu, select the SSO Integrations tab.
3. In the table, select the corresponding SSO connection.

4. Check the Enable SCIM user provisioning option.
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(S SAML

Created At: Aug 26, 2025, 01:15 PM
Updated At: Aug 26, 2025, 01:15 PM
Created By User:

Updated By User:

Authentication Strategy: SAML

Associated Domains

®
Verified

SCIM Provisioning

Enable System for Cross-domain Identity Management (SCIM) to
automatically provision and manage users from your identity provider.

Enable SCIM user provisioning

SCIM Endpoint:

Copy
« G [ ]
Authentication Token:
FEE B EERE R REgEﬂEratETDkEn ct)p}f
Edit Connection ] Delete

When the option is activated, the following will appear at the bottom of the configuration

window:

¢ SCIM endpoint

Copyright © 2024 Flexxible. Todos los derechos reservados. Pagina 429 / 652



25.12 / FXXOne Documentation / FXXOne

e Authentication token

A\ WARNING

These details are confidential and should be stored securely.

@ INFO

In environments with sub-organizations, the SCIM integration must be defined in the

"parent"” tenant.

Configure SCIM in the identity manager

In the organization's identity manager, enter the SCIM endpoint and authentication token

provided in Portal.
Example with Entra ID:
1. Goto Provisioning.
2. Enter the SCIM endpoint and authentication token.
3. Select the authentication method: Bearer token or Bearer Authentication.
4. Click Test connection to validate synchronization.

5. Activate provisioning.
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e g =]

Home > Enterprise applications | All applications >

| Provisioning

O Overview (Preview)
© Ovenview Provisioning Mode
A Provision on demand Automat

~ Manage Use Microsoft Entra to manage the creation and synchronization of user accounts in LAB300 Flexxible Portal based on

& co y (Preview) user and group assignment.

D Provisioning

& Users and groups . Admin Credentials

- Attribute mapping Admin Credentials
(Preview) Microsoft Entra needs the following information to connect 1o LAB300 Flexdble Portal's AP| and synchronize user
data.

B Expression builder
Authentication Method ©

~  Monitor
Bearer Authentication ~
B Provisioning logs
Tenant URL * (T
B Auditlogs
@ Insights
Secret Token
> Troubleshoot
~ Mappings
~ Settings
Provisioning Status (D

From that moment, the identity manager will start syncing groups and users to Portal.

@ INFO

e |f Okta is used as the identity provider:
o The SCIM functionality has to be configured using the Custom SAML option,
as Okta does not support SCIM when the connection is with OIDC.

o When configuring the Custom SAML connection, the Application username
format must be specified as Email, otherwise users will not be able to
authenticate.

Create user groups in the identity manager

To integrate users via SCIM, it is essential to create groups in the identity manager.

Considerations
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e Create groups specifically dedicated to Portal with clear and exclusive names (e.g.
MiOrg-Portal-L2).

¢ When user groups are created or deleted in the identity manager, they will also be
automatically created or deleted in Portal.

¢ Do not create nested groups.

¢ A user should belong to only one group; otherwise, unexpected behaviors may arise:

in Portal a user cannot have more than one role.
e There cannot be users without an assigned group.

e Users belonging to a group without a linked role won't be visible in the Users list.

@® INFo

After creating user groups in the identity manager, the SCIM Provisioning tab will

automatically appear in the menu.

(=% d|s][=

s e

Organization
Patch

> General
Analyzer
> Branding . . )
Bs Export () Refresh
Microservices » Microservices
Authentication
Web Apps
Products
Settings
Modules Group Name T =
Domains

550 Integrations

SCIM Provisioning : L2-read

Role mapping in Portal

In the SCIM Provisioning tab table, you can see the groups created in the identity
manager. This happens because a one-way synchronization has been established from

the identity manager to Portal.
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To map roles:

1. Access Portal -> Organization.

2. In the menu, select the SCIM Provisioning tab.

3. Select a synchronized group from the table.

4. In the modal window, assign the corresponding role.

5. If an organization (tenant) has sub-organizations, choose which sub-organization that

group belongs to before assigning it a role.
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portal-org-admins 2

Group Details

Display Name: portal-org-admins
External ID:

Mapped Role:

Members Count: 2

Group ID:

Created At: Sep 5, 2025, 04:03 PM

Updated At: Sep 9, 2025, 02:26 PM

Role Mapping

Tenant

[Current Tenant v]
[Drganizatimn Admin \/J

Organization Admin
up
Level 2 Read Only
Level 2
Level 1 Read Only

Level 1

L3

From the moment all groups are linked to a role, no further configurations will be needed.

New users added or removed from groups in the identity manager will be automatically
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e Every synchronized group must have a role assigned to be visible and functional in

Portal.

¢ The same role can be assigned to different groups.

e The role assigned to a group can be changed at any time by following the same steps

used to assign the role.

¢ In the Users list, the columns Created by and Updated by will identify users managed

by SCIM.

46 Flows
Reports

] Operations
Tenanls

) Monitor
Workspaces

Patch

& Analyzer

-+ Create

+ Importusers B3 Export users ") Rafresh

v Filter

Full name ] E-mail Departme | Role 7]
Organization Admin
Organization Admin
Organization Admin
Organization Admin
Organization Admin

Level 1

Role synchronization

E-mail login 7

Disabled

Disabled

Disabled

® Enabled

Disabled

Disabled

Created by

SCIM System

SCIM System

SCIM System

Updated by

SCIM System

SCIM System

SCIM System

Action

Wiew Detall

2 Wiew Detail

2 View Detall

[ View Detail

L2 View Detail

1 View Detail

The synchronization frequency depends on the identity manager used (for example, Entra

ID synchronizes every 40 minutes), although manual synchronization can be forced from

the identity manager itself for tests or urgent changes without waiting for the automatic

cycle.

To avoid relying on those intervals, Portal includes the Sync assigned roles button,

which allows aligning user roles belonging to groups created with SCIM.
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Organization Admin

Organization >

> General 2 sync mapped roles 15 View Audit Logs

> Branding
S Microservices

Auhenticatian [ @ Bgort () Refresh
A Tenants Prodhucts

£ Search by term..
Modules

Moni

Domains
Group Name T T i Mapped Rale T = : Members Cou... L= : Tenant T = i Last Sync Tl T i

S50 Integrations

SCIM Provisianing 2 Organization Admin 2 Usars 1016/2025, 11:54 AM

Levali 3 Usars 1240172025, 02:56 PM

Sync mapped roles

This actiom will ass .‘__nl,lu_ rapped rola |
defined) to all users maach SCIM group. Lsers

will receive the role mapped to their group, aor

no role if the proup has no mapped role

Confirm Cancel

This action performs the following operations:

* Reviews all users belonging to groups created via SCIM.
e Checks if the role assigned to each user matches the role mapped for their group.

e |f discrepancies are detected, it automatically updates the user's role.

If the role belongs to another sub-organization, the user will automatically move to the

corresponding sub-organization.

At the end of the process, a detailed summary of the modified data is displayed.
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Synchronization Completed

The manual synchronization has been completed successfully.

Groups Processed: 3/ 3
Total Users: 7

Users Updated: 1

Roles Assigned: 1

Roles Removed: 0

Q@ iNFo

It is not necessary to execute the Sync assigned roles action regularly. It is

recommended to use it only when making a change to mapped roles.
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Portal / Settings / Roles

Roles allow the segmentation of access to organization information or different platform
functionalities, according to the user logged in and the role applied. Within the same role,

multiple levels of permissions can be assigned in different organizations.

. ann Orgarization Admin
Flexccible @i !
, Roles
] Operations
{2 Pows Create @ Export () Refresh
& Tenaris
Filter
B2 Workspaces
Namao Assigned users Assigned tenan Created by Updated by Created at Updated at Action
Organization Ad i i PLATFORM Usor [k feTieTeet ] Wiesw Data Permiss.
el 3 Read Oriky [+ | PLATFORM Usor FLATFORM Usar R4 924 1 Wiesw Diata Peomissi.
[+ | PLATFORM User FLATFORM Usar W24 99724 1 Wiesw Data Parmiss.,
eesed Oy [+ | PLATFORM Usar FLATFORM Usar 024 1 Wiesw Data Permiggi.
i | PLATFORM User FLATFORM Usar Q924 1 Wiesw Dota Parmingi.
el 1 Besadd Orily Q | PLATFORM User PLATFORM Usar Gy 2i%/24 1 View Diata Perming.
Paga| 1 of 1 Bhowing 1o 26 of 26 results Per page: | B0

Create a new role

To create a new role, click on the New button. A form will open requesting a name for the

new role. Once assigned, it will appear in the roles table.
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Roles table

The roles table displays the following information:

* Name. Name assigned to the role.

* Assigned users. Users who have this role assigned.

* Assigned tenants. Tenants who have this role assigned.
¢ Created by. User who created the role.

e Updated by. User who updated the role information.

¢ Created on. Role creation date.

* Updated on. Role update date.

¢ Action. Allows access to View details and Permissions.

Roles Subtable

If you click on the arrow to the right of Permissions, a sub-table will appear where you
can access direct information about the permissions that this role has been assigned in
Portal and in the Workspaces and Analyzer modules, as well as the tenants that have been

assigned this permission.

-+ Create 3 Export () Refresh

\/ £ Search by term... \:‘ Y Fitter

Name 7/ Assignedusers 1| Assigned tenants 1| Created by 1l Updated by 1 Created at 1! Updated at 1| Action

Organization Admin 1 1 PLATFORM User - - 9/9/24 9/9/24 2 View Detail ) Permissions A -
Level 3 Read Only 0 1 PLATFORM User PLATFORM User 9/9/24 9/9/24 7 View Detail O Permissions A

Level 3 0 1 PLATFORM User PLATFORM User 9/9/24 9/9/24 13 View Detail © Permissions ~

Level 2 Read Only 0 1 PLATFORM User PLATFORM User 9/9/24 9/9/24 2 View Detail O Permissions A

Level 2 1 1 PLATFORM User PLATFORM User 9/9/24 9/9/24 [ View Detail 0 Permissions A
Level1Read Only 0 1 PLATFORM User PLATFORM User 9/9/24 9/9/24 7 View Detail O Permissions A
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Detail view

Clicking on an item in the role table takes you to the detail view, where the following tabs

will be displayed:

e Details
e Permissions

e Users

Details

The Details tab contains additional information about the role: name, number of users

and tenants assigned to that role, creation and update date, and the user who created it.

At the bottom right, the Clone button allows copying and reusing the role. Edit gives the

option to change the role name.

Permissions

Through Permissions you can view, create, or edit permissions. In this view, you can

configure a unique group of permissions for each selectable organization.

The New option allows you to create a new permission with the following information:

e All Tenants
e Tenant

e Permissions in Portal

¢ Permissions in Workspaces

¢ Permissions in Analyzer

e All reporting_groups

e Reporting Groups

All tenants
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It allows you to apply the permissions to all the organizations you have access to. In
service provider use cases, it allows you to centrally manage permissions and replicate

changes to the client organizations you manage.

When role permissions mix permissions applied at the "All tenants" level and specific
configurations for an organization, which may be different, the more specific permission
wins. In this way, a default configuration can be made for all organizations and overwrite

those that require modifications.

Tenant

Allows informing the organization to which permissions are being granted in the role being
edited; the A1l tenants check allows configuring the role's permissions to apply to all

organizations that can be accessed.

Portal Permissions
It allows you to select access level to Portal at different levels:

* No access

* User

e L1 Support Team

e L1 Support Team Read Only.

e L2 Support Team

e L2 Support Team Read Only

* L3 Engineering Team

e L3 Engineering Team Read Only
¢ Organization Admin

¢ Organization Admin Read Only

You can consult the visibility details and allowed operations at each level in Access Levels

Workspaces permissions
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In Workspaces, there are four roles with different levels of access available:

Level 1

Level 1 read-only

Level 2

Level 2 read-only

You can consult the visibility details and allowed operations at each level in Access Levels

Analyzer permissions

Gives the option to allow or deny access to Analyzer.

All reporting groups

It allows you to apply permissions to all reporting groups you have access to. In service
provider use cases, it allows you to centrally manage permissions and replicate changes to

the client organizations you manage.
Reporting Groups

It allows you to apply permissions to specified reporting groups; it can be more than one.

Users

This table allows you to see the users assigned to the role and provides the option to

search.
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Portal / Settings / Roles / Roles included by
default

The default role configurations affect all the reporting groups of the current organization. If
the organization is of partner type and has client-type organizations below, or is client type
and has sub-organizations below, these should be included as a new entry in the

Permissions tab, in two formats:

¢ All tenants. Allows setting a unified level of access and visibility for all organizations

under the root organization.

* Individually. Allows setting different levels of access and visibility for each organization.

Default included roles:

e Leveld

e |evell Read Only

e Level2

e Level 2 Read Only

e Organization admin

This role setting only affects the current organization. It is possible to assign more
organizations with different permission levels in the Permissions tab of the same role

in edit mode.

Level 1

Users with the Level 1 role assigned will have the following accesses for their

organization:

¢ Portal: User
* Workspaces: Level 1

¢ Analyzer: No access
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This role allows the most common support actions in the Workspaces module, such as
providing remote support, sending microservices, power actions, or querying device
information. It does not enable access to Analyzer and allows the user to consult

information without modifying it in Portal.

Level 1 Read Only

Users with the Level 1 Read Only role assigned will have the following accesses for their

organization:

e Portal: User
e Workspaces: Level 1 Read Only

¢ Analyzer: No access

This role is identical to Level 1, but additionally restricts access to the Workspaces
module to visibility only, allowing information consultation in Read-only mode without the

possibility of performing support or modification actions.

Level 2

Users with the Level 2 role assigned will have the following accesses for their

organization:

e Portal: User
e Workspaces: Level 2

e Analyzer: Access

This role provides access to the Workspaces module at Level 2, which includes all Level 1
support functionalities plus Level 2 functionalities, among which are server, network,
location management, wifi networks, and alert configuration. Allows access to Portal as a
user and also access to the Analyzer module to query application or device inventory

information, as well as user experience, carbon footprint, and more.

Level 2 Read Only
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Users with the Level 2 Read Only role assigned will have the following accesses for their

organization:

* Portal: User
e Workspaces: Level 2 Read Only

¢ Analyzer: No access

This role is identical to Level 2, but additionally restricts access to the Workspaces
module to visibility only, allowing information consultation in Read-only mode without the

possibility of performing support or modification actions.

Organization admin

Users with the Organization admin role assigned will have the following accesses for

their organization:

e Portal: Organization admin
e Workspaces: Level 2

* Analyzer: Access

This level is the highest level of access that can be granted to a user. Allows full visibility in
the Analyzer module, all Level 2 actions in the Workspaces module, and the ability to
modify organization properties in Portal, including the creation and activation of

microservices or flows, update policies, and more.
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Portal / Settings / Roles / Access levels

Roles allow grouping different levels of access for several organizations and, at the same
time, allow grouping different levels of access by module to manage them in a simplified

way.

Multiclient environments

The roles of an organization allow configuring access and visibility for the users of the
organization, and also allow including the permissions to configure access and visibility to

dependent organizations.
An organization is dependent when:

¢ |tis client type and the roles and users are in the partner organization at a higher level.

e |tis a sub-organization of a client organization.

Roles are assigned to users and contain the definition of levels of access and visibility,
being able to establish different configurations for the root organization and its sub-
organizations in the same role. This can only be done in a descending manner; that is, from
a higher-level organization, permissions can be assigned to the organization itself and the

organizations that depend on it.

Levels of access by modules

Copyright © 2024 Flexxible. Todos los derechos reservados. Pagina 446 / 652



Create a new permission

Tenant *

p
Select a tenant
"

Portal permissions *

: Select portal permissions

Workspaces permissions *

-
Select workspaces permissions
e,

Analyzer permissions *

| Select analyzer permissions
yZer pe

%,

.':._"II All reporting groups

Reporting groups

The levels of access are also defined for each module of the solution:

e Portal

e Workspaces

e Analyzer

Portal

The following roles are distinguished in Portal:

0. No access

1. Organization Administrator or 1 in the table below

Copyright © 2024 Flexxible. Todos los derechos reservados.

25.12 / FXXOne Documentation / FXXOne

Pagina 447 / 652



25.12 / FXXOne Documentation / FXXOne

. Read-only organization administrator or 2 in the table below
. User or 3 in the table below

. L1 support team or 4 in the table below

. L1 support team read-only or 5 in the table below

. L2 support team or 6 in the table below

. L2 support team read-only or 7 in the table below

. L3 Engineering Team or 8 in the table below

© 00 N o o b~ W DN

. L3 Engineering Team Read Only or 9 in the table below

[y
o

. Billing or 10 in the table below

To access certain functionalities, in addition to access permissions in Portal, access to

Workspaces is required, depending on the functionality, with Level 1 or Level 2 role.

These role levels allow configuring visibility and segmented access according to the needs
of each organization. The details of the visibility and actions available for each Portal

access level are defined in the table below:

Section Functionality Action 1 2 3 4 5 6
Home Read (

Operations Read (
Flows Read X X X .
Create X X X X .

Update X X X X .

Delete X X X X .

Reports List Read X (
Detail Read X (
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Section Functionality
Settings
Tenants
Activation
Monitor Active alerts
Alert
Configuration
Workspaces
Workspace

Groups
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Section Functionality
Patch
Installed
Analyzer
apps
Licenses
SAM

Microservices
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Section Functionality
Enabled

Billing

Product
Report
Environment
Baseline
FlexxAgent
Configuration

Integrations

Modules
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Section Functionality

Information

Directives

Reporting

Groups
FlexxAgent
Configuration
Automatic

Update
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Action

Read

Update

Read

Update

Create

Read

Update
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Section Functionality

FlexxAgent

version

Magic link

Roles

Users
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@® INFO
. Has access.
. Has access if additionally has L1in Workspaces.
. Has access if additionally has L2 in Workspaces.

e X No access.

Access Levels for Microservices

In microservices, the same roles are maintained as in Portal, but with specific access
levels:

Microservices

The user's role corresponds to the organization where the microservice was created.

Action 1 2 3 4 5 6 7 8 9 10
Clone / create X X X X X X X
View X X X
Edit X v X X X X X

Change to public or

X
X
X
X
X
X
X
X
X
X

private

Edit visibility when

private
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@® INFO

. Has access.

. Access is granted if additionally has L1 read-only access in Workspaces.
e U Accessis granted if the author of the microservice.

e X No access.

Enabled microservices

The user's role corresponds to the organization where the microservice was enabled or
disabled.

Action 1 2 3 4 5 6 7 8 9 10

Enable X X X X X X X

Disable X X X X X X X

Edit X X X X X X X
@® INFO

. Has access.

e X No access.

Workspaces

In Workspaces, there are four roles with different access levels available:

Level1or L1 in the table below

Level 1 read-only or L1 RO in the table below

Level 2 or L2 in the table below

Level 2 read-only or L2 RO in the table below
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Available actions by each role:

Functionality Action L RO L2 L2RO
UX Panel View
Workspaces View
Workspaces Execute operations X X
Sessions View
Sessions Execute operations X X
Connection Logs View
Jobs View
Jobs Cancel X X
Alert View
Alert Off X X
Profile Storage View
Profile Storage Update X X
Profile Storage Delete X X
Alert notification profiles =~ View X X
Alert notification profiles = Update X X X
Alert notification profiles  Delete X X X
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Functionality

Alert Subscriptions

Alert Subscriptions

Alert Subscriptions

Event Logs

Event Logs

Event Logs

Locations

Locations

Locations

Networks

Networks

Notifications

Notifications

Notifications

Notifications

Reporting Groups

Servers

L

Action L1 RO

X

View

Update

Delete

View

Update

Delete

View

Create

Update

View

Update

View

Create

Update

Delete

View

X X X X X X X X X X X X X X X X X

X X X X X X X X X X X X X X X X

View
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Functionality Action
Servers Execute operations
WiFi Networks View
WiFi Networks Update

@® INFo

. Has access.

e X No access.

Analyzer

L1

L1 RO
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L2

L2 RO

X

The Analyzer module does not allow modifications to the organization or its devices, nor

does it segment the functionalities it contains.

Therefore, there are two options:

¢ You have access.

¢ You don't have access.
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User management can be done from Portal -> Settings -> Users. From there, you can

view, modify, create, or delete users, as well as assign them a role.

The table shows a list of all the users of an organization. Each row provides the following

information:

¢ Full name. User's first and last name.

¢ Email address. User's email address.

¢ Department. Department to which the user belongs within their organization.

* Role. Role type assigned to the user.

* Email login. Indicates if the user has Enabled or Disabled email and password login to

Flexxible consoles.

* Created by. Name of the person who created the user.

¢ Updated by. Name and email address of the last user who updated the user's

information in the Portal.

* View details. Opens a form to edit the user's data or even delete it, depending on the

assigned role in the Portal.

Fle>ccdble

Patch - .
Wz Flexxible - Users
B Analyzer

[Viereeamas== Create T Importusers @ Exportusers

Settings

Information

Full name 7| E-mail 10
Roles

Products

Modules

Integrations

Reporting groups

Preview

Page (1 v of1

Create users
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L Search by term ‘ < Filter

O Refresh

Department ] Role 7|

Portal Admin

Showing 1 to 39 of 39 results

Organization Admin .
My organization

E-mail login 1)

Disabled

Disabled

Disabled

Disabled

Disabled

® Enabled

Created by 7| Updated by 1. Action

[ View Detail

- >

3 View Detail

3 View Detail

[ View Detail

[ View Detail

3 View Detail
v

Per page: (50 v
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In the list view, the New button will open a window with a form to fill out the fields with the
information of a new user. In addition to the first name, last name, and email address, you
must assign a user role which grants access to the Portal; as well as the language to use

the console and the department to which the user belongs within the organization.

Create user

Name *

| Please enter text here

Surname *

| Please enter text here

E-mail *

| Please enter text here

User role *

| select user role ~

Language *

\‘ Select language v

Department

| Please enter text here

Enable email/password login
@

Create a batch of users

If you want to add multiple users at once, then you should click Import users. This action

allows you to select a file from the device. If you're looking to do a bulk import, Flexxible
recommends first doing an export to get the Excel file with the correct format. From there

you only need to complete it with the required changes, and finally import it.

-+ Create T Importusers & Exportusers () Refresh

[/O Search by term... ] N Filter

Export users

To export the user list seen in the list view, just press Export users. This action will

download an Excel file with the list of users of the organization and their respective data.
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Delete users
To delete a user:

1. Goto Portal -> Settings -> Users

2. In the table, click View detail.

To delete a batch of users:

1. Goto Portal -> Settings -> Users
2. Select the users you want to remove.
3. In the top menu, the Delete button will be enabled.

4. Click Delete.

I H b I Organization Admin .
Fle>xdoie My organization
Patch
-~ .
&z Flexxible - Users
& Analyzer
Microservices t Create T Importusers & Exportusers £ E-mail login actions O Refresh s
Settings . )
& £ Seard term <Y Filter
Organization
Full name E-mail Department Role E-mail login 1 Created by | Updated by Action
Information
a
(V) Custom Admin Disabled [ View Detail
(V] = Development Custom Admin Disabled 3 View Detail
Roles '
() Role Disabled 2 View Detail
Products
() Lambdaloopers  Custom Role Disabled @ View Detail
Modules
. Custom Admin Rol Disabled o View Detail
Integrations
Custom Admin Rol Disabled 2 View Detail

Email login actions

Users with the Organization Admin permission can enable email and password login for

the organization's users.

@ INFo

For more information, please consult the Access and authentication documentation.
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I a b I Organization Admin .
Fle>cdoie My organization
Patch
-~ .
%z Flexxible - Users
8 Analyzer
Microservices Create T Importusers &2 Exportusers |2 E-maillogin actions @ Delete (O Refresh 7
Settings O Search by term | 7 Fier
Organization
Full name E-mail Department Role E-mail login 1 Created by |  Updated by Action
Information
a
(V) Custom Admin Disabled 3 View Detail
() — Development Custom Admin Disabled @ View Detail
Roles '
(V) Role Disabled 2 View Detail
Products
() Lambdaloopers Custom Role Disabled 3 View Detail
Modules
. Custom Admin Rol Disabled o View Detail
Integrations
Custom Admin Rol Disabled 3 View Detail

Additional options

The options menu in the list view also allows you to Reload the table, which is very
useful when you want to refresh the user list, especially when new ones have been

created or imported from an Excel file.

The Search by term field allows more precise searches, just enter words corresponding

to any user data to quickly access them.

Filter is a more complete alternative to access specific users according to the fields that

correspond to their data: full name, email, department, or role.
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Portal / Settings / Integrations

From Integrations, it's possible to integrate Portal with services that organizations have on
external platforms to simplify the management of tasks on the devices, view unified

information, or perform various actions.

Integration with Entra ID

The integration of Portal with Entra ID allows treating an organization's devices as just
another group of devices; in this way, besides the dynamic and static workspace groups

an organization might have, Entra ID workspace groups would be generated.

Integration does not imply that these groups will exist in Portal, but when any action on
them is desired in the Workspaces module, Portal will display the list of devices that

comprise it to make a decision.

Enable integration with Entra ID

1. To create an API connection between Portal and Entra ID, the organization must

create an application registration in Azure.

2.Logonto Portal.
3. Goto Settings -> Integrations-> Entra ID.

4. Click on Edit and enter the following information:

* |d. of application (client). Client ID. This can be obtained from the Azure registration

panel.

» Secret string. Client secret (key) used for authentication. This can be obtained from

the Azure registration panel.

e |d. directory (tenant). This is the Azure tenant ID. You can obtain it here.

5. Click on Save.

6. Click on Ccheck to verify that the integration has been registered correctly.
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Edit Entra ID

Clignt 1D *

Q e

For more information about this feature, please check the Set up integration with

Entra ID guide.

Integration with Intel vPro® Enterprise

Intel vPro® is a set of hardware and firmware technologies designed to enhance the

security, manageability, and productivity of business computers.

The integration with Intel vPro Enterprise has been designed to be completely automated
and transparent for the user, without the need for manual actions or additional
infrastructure deployment. It helps reduce incident resolution times and enables support

scenarios that previously required physical intervention on devices.

The integration of Flexxible with Intel vPro® Enterprise allows you to perform useful
additional manageability operations on the physical Windows workspaces that provide

support to Intel AMT® technology, including:

e Schedule power on and off actions using defined schedules.

* Turn on the device over the internet, including advanced options like direct boot to

BIOS or loading an ISO image during startup, for example, for system reinstallation
tasks.
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e Access to out-of-band KVM sessions to view and interact with the device screen

even when the operating system hasn't loaded.

Features

¢ Does not require the implementation of a dedicated Intel® EMA server since this
functionality is integrated into the backend of the platform, segmented and
instantiated individually for each client.

e Simple activation from the console using an Enable or Disable switch.

e Upon activation, a compatibility diagnostic process is automatically initiated on the

organization's devices.

e Compatible devices are ready to confirm activation with a single click.

From the Intel vPro section in Portal, you can check detailed information about the
hardware and status of devices, as well as perform additional operations, including out-of-

band actions.

Requirements

To benefit from the Intel vPro® Enterprise integration, devices must meet the following

requirements:

Supported operating systems

Devices must have Windows 10 and Windows 11, 64-bit, installed.
Compatibility with Intel® AMT

Enabling the integration will perform automated operations in all the physical workspaces
in your organization to check for Intel® AMT support. This process includes the unattended

install and uninstall of the Intel® EMA Configuration Tool on all devices in your environment.

After this process is completed, you will see the results for each workspace in the Intel
vPro Enterprise column in the Workspaces section (Portal), and also in the details of each

workspace.

The possible values for this field are:
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* Not supported. The device does not support Intel® AMT, so it will not benefit from
integration with Intel vPro® Enterprise.

¢ Requires attention. The device supports Intel® AMT technology, but Intel® EMA Agent
has not been installed. Please check the Intel EMA Agent section below to see how to
proceed.

* Ready. The device supports Intel® AMT technology, and Intel EMA Agent has been

installed and configured correctly.

iz - Workspaces
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Intel EMA Agent

Intel EMA Agent is an Intel software which is required in the workspace to allow the remote

management operations included in the integration.

For the integration to work correctly, the installation and configuration of the Intel EMA
Agent on the workspaces will be performed by Flexxible Odin. Do not attempt to install or

configure the agent manually or by other means.

Additional requirements may apply for this agent to run properly. Consult Intel® Endpoint

Management Assistant (Intel® EMA) for more information.

To install the Intel EMA Agent, you can refer to the section Install Intel EMA Agent.
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Communications

In addition to the FlexxAgent's commmunication requirements, devices must have a Client
Initiated Remote Access (CIRA), a key component of Intel Endpoint Management Assistant.

To make sure this connection is available, the following must be verified:

1. That the hostname of the Flexxible Intel EMA server, iagent.flexxible.com, can be

resolved to an IP address from all devices planned to be included in the integration.
2. Make sure the server is accessible from the device through port 443.

3. That traffic between the device and the server is allowed by the proxy server, if

applicable.

Enable integration with Intel vPro® Enterprise

This action can only be performed by users with the Organization Administrator permission

in Portal.

1.Log onto Portal.
2.Goto Settings -> Integrations -> Intel vPro Enterprise.
3. Click on Enable.

4. A window with information about the integration and a confirmation request wiill

appear. Click on Confirm.
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Enable Intel vPro Enterprise

LT L i

Hhe SUpport 50 Intst WP Chedck the foliowing

o
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= -

The integration process may take a few minutes to provision and configure the tenant.

When completed, the status will show as Enabled along with related information.

Intel vPro Enterprise

Status Updated at
Provisioning 1211212024, 9:40:07 AM
Updated by

Intel vPro Enterprise

Status Updated at
Enabled 1212/2024, 2:40:25 AM
Updated by

Gradually, FlexxAgent will start performing internal checks on the workspaces to determine
which ones support Intel® AMT technology. You should wait a few minutes before the
information appears in Portal. The wait time depends on the tenant's FlexxAgent

configuration and reporting groups.

Copyright © 2024 Flexxible. Todos los derechos reservados. Pagina 468 / 652



25.12 / FXXOne Documentation / FXXOne

Go to the Workspaces section and check the information in the Intel vPro Enterprise
column. You can also filter the devices by the field value to easily find which ones support

Intel® AMT technology.

2 - Workspaces
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Install Intel EMA Agent on devices that indicate support for Intel® AMT (in the Intel vPro

Enterprise column of Workspaces, they are labeled as Requires attention).
Install Intel EMA Agent

1. Go to Workspaces, in the Workspaces module, and select the desired workspace.

2.Run the Install Intel EMA Agent operation from the Operations menu. Follow the

on-screen instructions to verify the process completed successfully.
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3. Once completed, the device's Intel vPro Enterprise field will show Ready.

S
7 - Workspaces
& Export [ Redresh
Intel viro: Reacdy St Any W Fner
Mama 1) : Status T B Intal vPre Erterp.. | G P Adaress 1. H Oparating Systam [, CPU Coms Tl Ram 1) ) Typs 1L
Qnling Reaty 182168254100 TS Windows T Pro. © Ll Prysicals
Offire Rty 1SEIBEI00 1 Morosoll Windows 1oL 20 HOE4 Physicaly
Cinling Rcacky BRI Mcrosolt Windows H Pro. 0 wsa Physicali

To learn more about Intel vPro®, please visit the following links:

¢ |ntel vPro® Enterprise

¢ Intel EMA configuration tool

* Intel EMA Agent documentation (refer to the “Intel EMA Admin and Usage Guide”

document)

Security integrations

Integration with antivirus and EDR solutions provides first-level support with direct visibility
into the security status of devices, without needing to access security consoles, which are

usually reserved for more specialized profiles.

These integrations display the following information in real-time:
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¢ |nstalled antivirus, including its version, operational status, and the CPU and memory

consumption of its agent on the device.

¢ |nstalled EDR, including its version, operational status, and the CPU and memory

consumption of its agent on the device.

* Active security detections, which allow the support agent to correctly assess the

priority of an incident when a user reports anomalous behavior on the device.

Access to this information facilitates the differentiation between a performance issue and
an incident that also involves an active security threat, speeding up decision-making and

incident response.

@ NoTE

All security alerts and statuses are displayed in the Security section of the detailed

view of each device.

In the device detail view, you can find support tools, remote assistance, management, and

monitoring. This allows immediate prioritization and agile escalation when endpoint

security is compromised.

CrowdStrike

CrowdStrike is a cloud-based cybersecurity platform that protects devices, identities, and
data against advanced threats. Integration with Flexxible allows FlexxAgent to
communicate with your cloud instance to understand the status of devices against a

threat detected by the CrowdStrike agent.
Enable integration with CrowdStrike

1.Log onto Portal.
2.Goto Settings -> Integrations-> CrowdStrike.

3. Click on Edit and enter the following information:

* API Client ID. Unique identifier that represents the client on the CrowdStrike platform.

e Secret String. Secret key associated with the client ID.
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* Region. Geographic location of the customer's cloud environment. The field offers

options like eu, eu-1, us-gov-1, us-1, and us-2.

4. Click on Save.

Q e

For more information about this feature, please refer to the guide Set up integration
with CrowdStrike.
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Portal / Settings / Reporting Groups

Reporting Groups allow you to create and manage groupings of devices within the same
organization using different criteria. Their goal is to cover specific needs of departments,

locations, or user collectives.

I bl Organization Admin \
Fleoccible
me
Reporting groups
s Flows t Crezte &' bpart (0 fefresh
Reports
A N 7 Tilker
4 Tenants
T monitor Mame 7| Environment *| Praduct 7| Fishing pattern | Fishing pattern fleld Patch policy target Policy 7] Auto update T Uninstall protection 7| Se
el lient HesxCliznt - Full nzme - Mo Yes En
FiaoeClient FlexxCliant Mo En
[ Analyzer FleaaeClient FlexxCliant - - - No Yes En
Croservices aonClient FlesxCliant, - - - No Yes En
Web Apps aeelient FlestzCliznt - - fas Yes En
P Clive FlexxClient Vo Vi n

From this feature, you can:

¢ Check which users and roles have access to each group.

e See which devices are part of the group.

¢ Assign an update policy.

¢ Activate or modify remote assistance functionalities configured through FlexxAgent.

¢ Define a fishing pattern to automate device inclusion.

Creation of a reporting group
1. Goto Portal -> Settings -> Reporting Groups.
2. Click on New.

3. Fill out the form with the following fields:
o Name. Group identifier.

o Environment. Dropdown to choose the environment.
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o Fishing pattern. Regular expression (RegEx) used to automate the inclusion of

devices based on the content of the attribute selected in the Fishing pattern field.

The pattern evaluates the value stored in that attribute, whether it's text, numbers,

or any other string represented in it.

@ NoTE

In versions prior to FlexxAgent 2510, the fishing pattern is applied only to the

device name.

o Fishing pattern field. Device attribute on which the regular expression configured

in the fishing pattern will be applied.

o Patch policy target. Update policy assigned to the group.

Fishing pattern

The fishing pattern allows you to define regular expressions (RegEx) compatible with Java

8 for the automatic incorporation of devices into a report group.

The configured expression is compared with the content (value) of the attribute selected in

the Fishing pattern field, whether it's text, numbers, or any other string represented in that

field. It can be used to look for exact matches, texts that start or end in a specific way, or

more advanced patterns. For partial matches, you can use * as a wildcard to indicate

preceding or following content.

Examples:

RegEx

.*2023%

.*¥abc.*

Aitem

Matches...

any text ending in 2023.

any text containing abc.

texts starting with item.
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RegEXx Matches...

\d{3} strings formed by exactly three digits.

Q e

To create and test regular expressions before configuring them in the production

environment, Flexxible recommmends using specialized tools like Regexi01.

Considerations

* The system runs every hour an automatic process that searches for devices whose
attribute value matches the configured expression. If found, it adds them to the

corresponding reporting group.
e Regular expressions can have a maximum length of 250 characters.

¢ |tis recommended to periodically review active expressions to avoid overlaps and

conflicts among groups.

Fishing pattern field

This field determines which device attribute the regular expression defined in the fishing

pattern will be applied to.

Available options

Full Name. Applies the expression to the device's full name.

Description. Applies the expression to the content of the device description field.

OU. Applies the expression to the organizational unit.

Current Subnet. Applies the expression to the string of the device's current subnet.
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Create reporting group

kv

Fishing pattern flield 3
:.:ele-'.'. fishing pattern field
Full name
Description
ou

Current subinet

@ INFO

The Search Pattern Field is available from FlexxAgent version 25.10. In previous

versions, the phishing pattern applies only to the device's name.

FlexxAgent Auto update

Allows activating the auto update of FlexxAgent on devices belonging to a group.

Settings
1. In the reporting group table, select the group(s) you want to configure.
2. Click on Edit auto update.
3. Choose one of the following options:

o Enable auto update
o Disable auto update

o Reset auto update
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L 1] R z
s eporting groups
-+ Crea:e[ & Edit auto-update J Edit uninstall protection & Export () Refresh
| s Aret W Disable auto update i Filter

o) Reset auto update

Name 7] Erwirenment 7. Product T) Fishing pattern T/
] FlexxDesktop FlexxDesktop Edge
FlexxDesktop FlexxDesktop Edge
FlexxDesktop FlexxDesktop Edpge
FlexxDesktop FlexxDesktop Edge
FlexxDesktop FlexxDesktop Edge
FlexxDesktop FaxxDesktop Edpe

@ NoTE

In organizations with the FlexxAgent Version feature, the automatic update always

targets the Production environment, not Early.

Uninstallation Protection

This functionality prevents users from uninstalling FlexxAgent from the device. It can also

be applied at the Product level.

Cases where protection is active

e The feature is enabled in the reporting group to which it belongs.

* The feature is deactivated in the reporting group (it is neither enabled nor disabled),

but it is enabled at the Product level.

Requirements

¢ The configuration can only be performed by a user with the Organization Admin role.

¢ Available from FlexxAgent version 25.4.2.
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Settings
The feature can be enabled in one or more groups:

1. Goto Portal -> Settings -> Reporting Groups.
2. Select the group and in the Action field, click on Agent settings.
3. Edit the Uninstallation protection option via the edit button.

4. Click on Save.

@ INFO
Reporting groups inherit the settings made at the Product level; however, they can

overwrite them.

Edit FlexxAgent settings

m Uninstall protection {7}
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Q

For more information, see the documentation on Uninstallation Protection.

Set up devices for Wake on LAN (Wol)

This functionality allows defining specific devices that will execute auto power-on via Wake

on LAN (Wol) in the selected reporting groups.

Settings

It's possible to set up to three devices for WolL execution, in case the process fails on one
of them.

1. In the table, select one (or more) reporting groups.
2. Click set up workspaces for WoL.

3. In the form, select the preferred devices that will handle turning on the machines via
WolL.

4. Click save to apply the changes.

Set Workspaces for Wol -

Workspace for Wal 1

Select the Workspace

‘Workspace for Wol 2

Select the Workspace R

Warkspace for Wal 2

Select the Workspace |

[F---:-:h P—— J

Type at least 3 characters to load workspaces
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A\ WARNING

When several reporting groups are selected and one or more of the three form fields
are left empty, they will also be saved as empty in those groups that previously had

configured values.

Remove the configuration of Wol devices
To remove the devices associated with the WolL configuration:

1. Select the corresponding reporting group again.
2. Click Set up workspaces for WolL.
3. Leave the three fields empty.

4. Click Save to confirm the deletion.

The scheduling configuration is done at the level of Workspace Groups.

View audit log

Allows access to the organization Audit view.

Reporting groups list
The list view shows the reporting groups with the following information:

* Name

* Environment

* Product

¢ Fishing pattern

¢ Fishing pattern field
* Patch policy target
¢ Policy

e Automatic Update
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e Uninstallation protection

* Action (See details and Agent settings)

Details of a reporting group

Upon accessing the details, several tabs are displayed:

1. Details

Contains the general information of the group.

Through Edit, you can modify: Name, Environment, Fishing pattern, Fishing pattern field,

and Patch policy target.

2. Roles
List of roles that can access the group. Includes:

* Name

e Assigned users

* Assigned tenants

e Created by

e Updated by

e Creation and update dates

¢ Action (Role details)
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Detals  Roles s  Magic Links
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1 PLATFORM User BBy E Vierw Dl
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3. Users

List of users with access to the group. Includes:

¢ Full Name
e Email

e Department

4. Devices
List of devices associated with the group. Includes:

* Name

* Intel vPro Enterprise (compatibility)
¢ |P Address

* Operating System

e CPU Cores

e RAM

e Type (physical or virtual)

e |[ast connected user

5. Magic link
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Users with the Organization Administrator role within a partner-type organization can
generate and send Magic links to users so they can download FlexxAgent on their

devices without requiring prior authentication.

This tab displays a table listing the magic links created in the reporting group, both from

the Generate magic link button on the Portal homepage and from this tab.

FI@C‘thE EEE T ‘Owganization Admin '

Homa

Bt Srouts Ve

VIP

Dueipite  Foles  Usars  Masgic Links

& Tanants

| Create 0 Espart ) Fuefnesh

L Saarch by tem. Filter

Crmntmd at Cranted by [ Magic Enk [Expires at Revokedat || Lastusedal || Downloads 1| Action

12324, 0224 ¢ - [ itpsss e Mistecible comirragic- ek Tkay-b67 1200024, 10224 - - o ) Fivvikia
Irformation

120324, RORE3 — [T itpes: e Mssexibla coimyragic-irk Tkey-91b 1264724, 1206833 - I, 1B 1 5 Revoke
Biling

1203024, H060 — [T hittpecione Nedbcomimagic-inkTkey - 128724, 10801 - 1253724, OBy 1 [ Fenln

The Create button allows for generating magic links in the reporting group to optimize

access to the FlexxAgent download on devices, previously defining their expiration time.

Create magic link

Expiration *
Salect expiraticn
1day
2 duys
Jlays

& days

¥ days

0 days

W Cancel + Craats

Export allows exporting the list in .xlsx format and Refresh updates the list of the magic

links shown in the table.
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The table provides specific data about the created magic link, such as the author, creation
and expiration dates; it also indicates if it has been revoked and when. From here, you can

also copy the created magic link to share it and revoke it when deemed appropriate.

More information about Magic links

FlexxAgent Configuration (Flexxible Remote
Assistance)

Administrators can define the type of remote assistance:

Interactive (attended)

Unattended

e Dynamic

None

Edit FlexxAgent settings X

Remote support

| Interactive v

e,
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This configuration is set from Products. However, specific configurations can be made for

report groups.

Download FlexxAgent

In FXXOne, you can download FlexxAgent directly from the reporting groups view. Simply

click on Download agent to perform this action and then follow the installation steps.

. S Administrador de
Flexccible i Organicacién (]

5 Inbcio

-
ERiY

& Operations Grupos de reporte

Flows

& Inquilinos

Workepaces Mombre Patch policy tanget facion

= Palch Cilicina Bsrcalons Ver detale Agent Sattings Descargar agerte

Midduics

niegracionas

This action can also be performed from the Portal home page.

Flexcdble G — Orgeimclin i
Inicio
i Operations

Flows
5 [ s,

‘Workspaces Analyzer Descargar agents

Incilinos
Workspaces
E Paich FREVEW

Tus productos

Microsaricios

Entama Tips d6 producta Aceidn

Fxaine FiHOne Ver detalie

Productos

Modulos

Grupos de reports
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@® INFO

Some of the configuration options of FlexxAgent are not visible to users with the

Organization Administrator role.

Report Group Verification

It's possible to check the group a device belongs to from the Workspaces section in
Portal, by accessing the device details. The history of assigned groups is also displayed

there.

Removal of a device from a reporting group

1. Access the Workspaces module -> Level 2 -> Reporting groups.
2. Select the corresponding reporting group.

3.Inthe Devices tab, select the device.

4. Go to Operations -> Delete workspace.

Fle>cCWORKSPACES Q Log Off

Reporting groups \ VIP

Download FlexxAgent...

Reporting Group

Name Id FlexxDesktop license key @ Portal Update Date

VIP = e > 13/11/2024

Enable session analyzer Customer SID Region

e B oo ©  FXXOne-WE-01

Proxy type

Remote assistance

UNASSISTED
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Portal / Settings / FlexxAgent version

As FlexxAgent versions evolve and incorporate new functionalities, organizations need to

control which version of FlexxAgent will be installed on their devices.

In that sense, FlexxAgent Version allows users with the Organization Administrator role to
choose the FlexxAgent version that will be used in each of the report groups created in the

organization's environment.

@® iNFo

To access this feature, please consult with your contact at Flexxible.

Version settings

To manage FlexxAgent versions, it is necessary for the environment to have at least

version 2541 installed and the user must be Organization Administrator.

Steps for configuration:

1. Goto Portal -> Settings-> FlexxAgent Version.

Organization Admin

= Flexxible Clent '

& Settings

FlexxAgent versions

Information

Users

) Export () Refresh (@ ) Show early versions
Roles
Search by term |
Products )
Modules — . . : — . . — . : : — . — .
Name 1 = Windows Production 1l = : macOs Production Tl = Linux Production T = : Auto update 1L =
Integrations 25.4.1.0 Latest Latest No L
Reporting groups 252.1.0 Latest Latest No L
Latest Latest Latest No L
Eligible products Latest Latest Latest No L

Policies Latest Latest Latest No L..

The table will display the list of reporting groups in the organization with the following

information:
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* Name. Name of the report group.

* Windows Production. Version number set for Production on Windows.
¢ macOS Production. Version number set for Production on macOS.

* Linux Production. Version number set for Production on Linux.

e Automatic Update. Defined from the report group configuration. It will always point to

Production environments, not Early.

@ INFO
* FEarlyis the testing environment, where an operator can review if the version
indicated in this field is functional for the organization's needs. It is
recommended to be in Latest.
* Production is the real environment. The version indicated in this field will be

applied to all productive devices of the selected reporting groups.

If the Show early versions button is activated, located at the top of the table, versions

will be shown in the Early scope for all operating systems.

2. Select one or more reporting groups in the table to configure the FlexxAgent version
of their devices.

3. Click on Set FlexxAgent versions. The form must configure the version number for
each of the two available environments: Production and Early for all operating

systems.
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Set FlexxAgent versions
— Windows
Production Early
| Keep current values Wt | ' Keap current values S
— macls
Production Early
| Keep current values R | Keep current values
Limux
Production Early
|. Beep current values | . Keep current values |
Latest
Auto update

25.02.502.134
| Keep current values
' 25.02.502.133
25.02.501.132

241250027

The form will also allow you to choose whether or not to set the automatic update of

FlexxAgent.

4. Click on Save.

@® INFoO

When an older version of FlexxAgent (downgrade) is applied to the devices, the
current version is automatically uninstalled to install the configured version;
additionally, the devices lose access to features corresponding to more recent

versions.

Management from Workspaces
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Since the FlexxAgent versions are configured for the Production and Early environments, a

user can decide which will apply to the selected devices in the Workspaces module.
Workspaces -> Operations -> FlexxAgent -> Update FlexxAgent

A modal window will request to indicate in which environment this update will be applied:

Early or Production.

ACTUALIZAR FLEXXAGENT

Falwe

A ls vergidn:
Production

@ Early

Resumen de versiones

Grupo de reporte  * FlexxAgent * Workspaces Version actual Nueva version

Principal B® windows 1 24.102.10 25411
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Portal / Settings / Audit

Audit allows the logging of all creation, modification, and deletion actions performed by
users on all entities available in Portal, that is, on any element that the user can view or

modify within the platform.

This mechanism ensures complete traceability of operations, allowing us to precisely
identify who performed an action, when it was executed, and what information was
affected. As a result, all interactions carried out in Portal are audited, providing

transparency, control, and support for supervision and compliance tasks.

FIMbIE My organization 2 Supsort Team .

Audit

Audited At = Entity Name TL H Action TL H Entity Type Tt H Triggered By T} = i Actions

Audit log

Each record in the list shows the following information:

¢ Audited on. Date and time when the action was executed.

¢ Entity name. Object on which the action was performed. By clicking, you can access

its detail view.
e Action. Type of change registered: Creation, Update, or Deletion.

* Entity type. Classification of the audited object. It can be User, User Configuration, or

Tenant.
* Executed by. User who performed the action (hame and email are displayed).

* Actions. Depending on the entity type, it allows access to its respective section in

Portal; for example, for the entities User and User Settings, the Users section will open.
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Audit detail

At the top of the view, summary cards with the main information are shown:
e Audited on. Date and time of the action.
* Action. Type of event executed: Creation, Update, or Deletion.
Overview

» Entity name. Object on which the action was registered.

* Entity type. Classification of the audited object (User, User Configuration, or Tenant).

From here, you can access the entity detail.
¢ Username. User who executed the action.
e Email. User's email address.
¢ Organization. Organization to which the modified object belongs.

Summary

Displays an Al-generated message briefly describing the recorded action.

Summary

* The preferred language was changed from English to Spanish
s The preferred region was removed (previoushy was US)

This summary has heen generated by AL Please review the change. Anp AT can make mistakes,

What changed
Shows a table with the changes detected in the audited entity:

e Property name. Attribute that was modified.
* Original value. Value before the modification.

* New value. Updated value after the modification.
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What changed

r N 5
£ 1 Wodified | l il 1 Removed

PROPERTY NAME ORIGINAL VALUE MEW VALUE
Preferred Language . I -

B Show Diff
Preferred Region us |
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Portal / Settings / Directives

Directives allow the creation of client-type organizations through a template, so each time
an organization is registered, it can be done following a pattern that can be used to apply
certain configurations, such as user access or FlexxAgent activation. They are useful for
assigning certain characteristics to one or more report groups, thus facilitating the
management of these and saving time for users of managed service provider (MSP)

organizations.

From the Policies overview, you can access a list and description of the created policies. By
clicking on view Details, you can get more information, such as the report groups to

which it is being applied and the names of the users responsible for its management.

Each time a new organization is registered, the report groups that are defined in the
directive will be created. At the same time, from the directive itself, it can be determined

whether partner-type users will have access to manage an organization in Portal or not.

New Directive

To create a new directive, just click New and insert the requested information: Name,

description, associated product, and user information for the people who will manage it.

A policy can also be assigned to an organization from Tenants.
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Crear una nueva directiva 4
Mambire *

Por favor introciuce & texto agul
Descripsion

Por favar introduce e lexto agul

e

Product *

Salect product

Grant Access to users to related Organizations o ek
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This section offers resources designed to maximize the use of Portal. It includes detailed
instructions on initial and advanced configuration, allowing it to be tailored to specific
needs.

Each guide has been created to facilitate understanding and application, regardless of the
user's level of experience. In addition to step-by-step instructions, you will also find

procedures and solutions to common problems.
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Portal / Guides / Create and manage
workspace groups

Workspace groups are logical groupings of a set of devices (or endpoints) that can be

used when managing an organization. They can be static, dynamic, and Entra ID type.

Static workspace groups

It is a group created manually, with free criteria. The devices that comprise it do not
change unless the group is modified. You can create and manage it from the Portal and

the Workspaces module by filtering the list in the Workspaces option.

Create a static workspace group from the Portal

1. Enter the Portal and select the Workspaces -> Workspace Groups option in the left

side menu. A list of available groups will appear (or empty, if none exists).

Workspace Groups

Typae ¥ Workspaces Bction
Static O [F View Detail

Static O [ View Destnil

Page | 1 all Showing 1 1o 2 of 2 nesuls Pa page: | 50

2. Click on the + New button at the top of the list. A modal window will appear on the

right side of the screen. Enter the group name and its description (optional). Click the

+ New button at the bottom of the window.
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Create workspace group

Name *

| Please enter text here

Description

Please enter text here

3. A confirmation message of the group's creation will appear. Close the window using

the cross at the top right.

4. The new group will appear in the list of workspace groups. Click on its name to

access the details.

Flexccible

Workspooe Gipg © Windews

Windows

Workapace Group Details  Workspaces  History

TGN

Create a static workspace group from Workspaces

1. Access the Workspaces section in the left side menu of the Workspaces module.
2. Select the desired devices in the list view.

3. Save the devices in a new group by clicking My Filters -> Workspace Group ->

Save as Workspace Group.
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Dynamic workspace groups

It is a group where a condition is periodically evaluated, so its members can change in
real-time. Dynamic workspace groups can be created from search filters in the
Workspaces module.

Create a dynamic workspace group
Dynamic groups are created from the Workspaces view, within the Workspaces module.

1. Access the list of devices. Select (or create) a search filter. For simplicity, in this
example a filter that searches for devices that haven't restarted in the last 15 days is

used.

Fle>ccWORKSPACES Todos kst v

| 2 |

00 @D R O||A w00l #ellam-|]-]
O Flesformas anuing Tenart del RG Estado itima usuarin Con
OEcOf dida AT () g
OEe@E o o S
0O S BE o 7
0OmEe@E - 7

.

o8 S ; .
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2. Once inside the filter results, use the My Filters -> Workspace Groups -> Save as

Dynamic Workspace Group option.

Fle>c<WORKSPACES e s

oDelle@edBC Ancoc@[®a .. Y [amm [ol[e] (-] [a-|[~]

[ml =N AW Encendida "
OECOM s >
[ml R r d -

3. A pop-up panel will appear. Give the dynamic group a hame and click 0K .

4. The system notifies that a job has been scheduled to create this item. You can audit

the task execution in the Jobs section of the left-menu in the Workspaces module.

5. Go back to the Workspaces -> Workspace Groups menu in the Portal to check that

the new dynamic group has been created and review its members.

Grupos de Workspaces

Muswn G) Exportar

Nunbie Typs & Warkspaces Ascidn

5 diars: sin reiniciar Dynianic A1 ver datalia
Static 0 T Ve detalie
Seatic 0 7 Ver detalls
ymarmic 5 [ Ver datalls

Htatic @ O Ver detalle

Workspaces Enter ID groups

It is a group that can pull members from an existing group or organizational unit in the
Entra ID domain in use. Creating this type of group requires at least one active integration

with the Entra ID domain under Settings -> Integrations in Portal.

Create a Workspace group Enter ID

Entra ID groups are created from Portal.
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1. Go to Workspace groups in the side menu.
2. Click on the New button located at the top of the list view.

3. Next, you should add a name, a description for the group, and activate the Entra ID

button. Select the type of group to be created: Entra ID Group or Entra ID

Administration Unit.

Create workspace group

Marrvia ™

Description

@D enwrai0

Type
®) Enira ID groug

Enira [0 administrative ws

Ertra |0 group
Select groug

¢ s

Entra ID groups require an APl connection, which can be configured from Portal ->
Settings -> Integrations. Only from there can you check the created Enter ID Group

and Enter ID Administration Unit and, therefore, perform operations on them from the
Workspaces module.

Manage a workspace group from Portal

To manage a workspace group, click on the name of the desired group and access the
following tabs:

* Details. Provides general information about the group. From here you can delete the

group by clicking on the Edit button.

e Workspaces. Displays the devices that are part of this group. This option allows

exporting the list of devices comprising it.

Copyright © 2024 Flexxible. Todos los derechos reservados. Pagina 501 / 652



25.12 / FXXOne Documentation / FXXOne

e History. Shows a bar graph with the daily number of workspaces that have comprised
the group during the last month. You can zoom in on the chart for better reading by
selecting the bars you want to enlarge with the mouse. By Reset zoom, the

information returns to its original state.

* Location. A geographical location can be added to the group of devices. This value is

just a reference, it does not update if users change location.

* Scheduling. From this tab, you can schedule the automatic power-on (Wake on LAN)
or shutdown of a group of devices. If the user wants to schedule one of these actions,
they must click on the New button and fill in the form fields for Action, Day of the

week, and Time UTC.

o Action. Allows you to choose between Wake on LAN or Shutdown.

o Day of the week. Allows you to select which day of the week the action will take

place.

o UTC time. Allows you to specify the exact time to start the action, in the

Coordinated Universal Time standard.

The created action will then be displayed in a table, with columns showing the
information entered in the form, as well as which user created the action and who

updated the schedule and when.
From View details you can edit and delete the scheduled action.

* Synchronizations. This tab is only visible when the group is of type Entra ID. Displays a
table with details of the performed syncs.

Add devices to the static workspace group

There are two ways to add devices to a static workspace group from Portal:

1. In the groups table, click on Detail View of the desired group -> Workspaces ->

Import devices. A form opens allowing importation of up to 20,000 devices.
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Import Workspaces

Workspaces list *

1/20000

X cae

2. In the groups table, click on Detail View of the desired group -> Workspaces ->
Edit. Next, select the devices you want to add. Those marked with an orange dot are
added to the group and those not marked are removed. In both cases, click on Save

to keep the changes.
Organization Admin
Pacoibbe Corp + Workapacn Sironps

Workspace Group Dotils Workspaces  History  Location

« Cancal [ Sava 07 Export ) Refresh
Soarch by fterm.. Sl wirkapaces: Ay Fitar
Hame 1| FGON 19 Address | Operating Syste | CPU Cares | RAM | Type 1l Last Usar
- Microsoft Windo_ 12 2681 Physical device: ———
— ——— . Microsoft Winde. 4 po7a Physical device ——
A i . = Microsoft Windo_. 4 3886 Physical device S = -
Microsaft Wirdo.. 4 aul “irtunl Desiton
Microsolt Windo. 4 B Wirtual Desiiogs —

Manage a workspace group from Workspaces

Once the group is defined, it can be managed within the Workspaces module.

1. Access the Workspaces section in the left side menu of the Workspaces module.

2. Filter the list of devices by workspace groups.
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Fle>c¢WORKSPACES & Log ot
War KSpaces
00 @00 A0 @ BLANwmlod@O|c
D Platforms Machine 1 G Tenant Power state Last user Sessions CPU * AAM Uptirme Code Starus Connecion
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3. Choose the workspace group on which you want to perform actions. 4. Use the multiple
options offered by the Workspaces module.

@® INFo

For more information about workspace groups, please consult their documentation.
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Portal / Guides / Run microservices on a
scheduled basis

Microservices are independent components that execute to prevent or solve frequent
issues on devices, improve performance, or speed up tasks that might require a lot of time
to do manually. They can be executed directly from the Workspaces module or scheduled

from the Flows section in the Portal.

Schedule a microservice execution

1. Access Portal -> Flows.
2. Click on New to create a new flow. Or select an existing flow if you want to modify it.
3. Fill in the fields.

Overview

o Name. Name of the flow. The Show languages button allows you to write it in
Spanish, English, Portuguese, Catalan, and Basque.

o Description. Brief explanation about the purpose of the flow.

o Type. This is the scope of execution for the flow. Choose if it will be executed at
the user session level, with the corresponding permissions, or at the device level,
with administrative access.

o Reutilization time. Minimum time that will pass once the evaluated condition is
met for the evaluation to be executed again.

o Detection only. If activated, it evaluates the conditions in "sampling" mode and
detects the devices where these are met, but does not execute the microservice

defined in the flow.
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Create new flow

Overview
Name (english) * Description (english) =
Dogs Mow Show language Enter a description (englis how languages
Type * Cooldown *
12h

4 Detection only

MNotification

User notification m Active

Inltial text {english) Success text (english)

Enter initial text (enghsh Show angUages text (english) Show languages
Error text (english)

¥ Cancel Save

Notification

This parameter is optional and can be inactive. It is used to send notices to users at
the start and end of flow execution using the operating system notifications. Once

enabled, you can set:

o |nitial text. Content of the notification that will be sent to users at the start of the

execution.

o Success text. Content of the notification that will be sent to users after a

successful execution.

o Error text. Content of the notification that will be sent to users after an execution

with errors.

In all three fields, the Show languages button allows writing content in Spanish,

English, Portuguese, Catalan, and Basque.

Target
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This section configures the flow's target. Through the Apply to dropdown, you can

select the devices or groups where the actions will be executed.

o All workspaces. Apply the flow to all devices in the organization.
o Workspaces. Apply the flow to the devices that the user chooses in the table.

o Workspaces groups. Apply the flow to the workspaces groups that the user
chooses in the dropdown shown when selecting this option.

o Reporting groups. Apply the flow to the reporting groups that the user chooses in

the dropdown shown when selecting this option.

4. Once the fields are filled in, click on Save.

5. The user will be redirected to the flow's detail view. In the left sidebar menu, click on
the Flow tab.

6. Click the Edit button located above the panel.

7.1In the panel, click on + and then on Add condition. A modal window with the

available conditions will open on the right of the screen.

Organization Admin

Partner

= Flows > System disk full
&

~/ Overview [ Disableflow & Edit [i Delete

Overview
Notification
Target

Flow

]| Percentage of free operating

system disk space

Less than 10

E*J' List Energy Profiles2

8. Choose a condition.

9. Fill in the verification fields.
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10. Click on Save.

11. In the panel, click on the + symbol located below the condition and select Add
action to add the microservice that will be scheduled. You can add more conditions

at this point if necessary.
12. Select the microservice you want to schedule.

13. Click on Save.

14. To activate the flow, click on the Enable flow button.

Q e

For more information, please check the documentation for Flows.
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Portal / Guides / Configure patch policies

Patch policies set parameters for installing security patches and functional enhancements
on devices. They allow defining the timing and scope of deployment, as well as exercising
granular control over the update content, by approving or denying packages published by

Microsoft, according to the organization's security and compatibility requirements.

Create a new patch policy

1. Access Portal -> Patch -> Targets.
2. Create a new target by clicking + New.

3. Fill in the fields:

* Name. Name of the new patch policy.
* Report Group. Target device group for the new patch policy (can be more than one).

¢ Microsoft Patch Policy. Microsoft patch policy to which the new patch policy will be
linked. This field is optional.

Create new patch policy target

Name

Enter name

Reporting Groups *

Select reporting groups

Microsoft patch policy

Select Microsoft patch policy b

4. Click on Save.

5. The new patch policy information will appear on the screen.
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Organization Admin

Flexccible J

0] C Details Schedules
T Monitor

Do Mapolisy

Bl Analyzer

_ Edit
@ Microservices

#  sattings

Reporting Groups

Name

Docs Team

Edit a patch policy

Once created, patch policies can be modified to define device behavior after updates,

including options like automatic reboot or remote startup via Wake on LAN (Wol).

1. Access Portal -> Patch -> Targets.
2. In the table, select the patch policy you wish to edit.
3. Click on Edit.

4. Optionally, you can enable the following features:

* Restart after patching.Enable automatic device restart after patch installation is
completed.
* Wake on LAN (Wol).Allows updates to run even when devices are in sleep or

powered off modes. The system will automatically wake up over the network to apply

the updates.

5. Click on Save.
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Edit patch policy target o
Name

[Target—Dccs j
Reporting Groups *

[ RP Training X ]
Microsoft patch policy

[Select Microsoft patch policy v]

0 Restart after patching

0 Wake on LAN (3

Schedule patches

The patch policy allows scheduling the day and time for applying patches on devices

associated with a report group, facilitating controlled maintenance.

Details Schedules

Recurrence Time zone

Week 1 (UTC) Coordinated Universal Time

Oh 1h 2h 3h 4h 5h 6h 7h 8h %h 10h 11h 12h 13h 14h 15h 16h
SO ||| T
Monday
Tuesday
Wednesday
Thursday

Friday

sl || L

Copyright © 2024 Flexxible. Todos los derechos reservados. Pagina 511 / 652



25.12 / FXXOne Documentation / FXXOne

1. Access Portal -> Patch -> Targets.
2. In the table, select a patch policy.

3. Click on the Schedule tab -> Edit.

4. Define the schedule.

5. Click on Save.

Delete a patch policy

1. Access Portal -> Patch -> Targets.
2. In the table, select the patch policy you wish to edit.

3. Click on Edit -> Delete.

Q e

For more information about update policies, please consult their documentation.

Microsoft patch policy

The previous steps detailed how to configure the timing, method, and targets of the
patches. The process of approving or denying one or more patches from the Microsoft

catalog is described below.

Create a new Microsoft patch policy

1. Access Portal -> Patches -> Microsoft patch policies.
2. Click New at the top right of the interface.

3. Assign a name to the new policy in the form.

4. Click on save. The name of the policy you just created will appear in the table.

Approve or reject a Microsoft update

1. Access Portal -> Patches -> Microsoft patch policies.
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2. In the table, select the Microsoft patch policy you want to view its details.
3. Click on the Microsoft Updates tab.
4. In the table, select one or more patches and choose an action:

o Clicking Approve indicates that the update will be installed on the corresponding
devices the next time an update process is executed according to the target

configuration.

o Clicking Reject indicates that the update will attempt to uninstall during the next
update process on devices that have it installed, in accordance with the target
configuration. Not all updates can be uninstalled; the execution of this process
depends on the update status of the device and other factors. The result of the

process will be available in the corresponding update task.

@® INFO

If a user defines a Microsoft patch policy but does not approve or reject a patch
package manually or automatically, no installation or uninstallation activity will occur

on the devices.

Automatic Approvals

It's possible to set up automatic approval rules to apply patches, even more than one

within the same patch policy.

Create an automatic approval rule

1. Access Portal -> Patches -> Microsoft patch policies.
2. Click the name of the policy.
3. Go to the Automatic Approvals tab.

4. Click New and define the following fields:

 Classifications. Distinguish updates by their category: Updates, Critical Updates,
Security Updates, Upgrades, Definition Updates, Drivers, Feature Packs, and Update
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Rollups.
* Products. Allows selection of the Microsoft product to which the update applies.

* Days after release. Specify how many days after the release date the update will be

automatically approved.

@® INFO

Flexxible recommmends setting automatic approval rules whenever a new update
policy is created, and not applying the new policy to the desired target until the
updates you want as a starting point are approved. In this way, you can start from a

scenario where all previous updates are approved for user devices.

Q e

For more information about Microsoft update policies, please consult their

documentation.
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Portal / Guides / Enable microservices for
the end user

Microservices allow actions (queries or corrections) to be performed on devices, giving the

end-user the ability to run them on-demand.

How to enable a microservice for the end-
user

1. Access the Microservices -> Enabled menu within the Flexxible Portal

(microservices can be organized either in blocks or lists).

Dirganization Admin i
My &
Enabled microservices [EEED
Fiker

Category Library Actions
Wirdows Upsdatog Flesxibly Corng 7 Ve Detad
Windows Updates Flexxible Corp [ Wt Dotad
Windorws Updates Flesaibaber Conp " e Destai

‘e recied) Windows Updates Flesnibla Comp 7| Wiera Detad
‘Web Browsers Flexxible Corp " Vhews Detai

& Marketpiace
Wah Browsars Flasibla Comp " ierw Deetad
Showing 110 44 of 44 ramita Per page: | 50

2. Select the microservice you want to enable by clicking on its name (if organized in
blocks) or on the See details link (if organized in lists). Next, the microservice details

will appear (in the example, “Clean Disk”).
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& Tenanis

i Workspaces E
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5 Patch — windows updatees and asac
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MIT Licernse
@ Marketplace
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3. Select the Targets tab, which shows the execution permissions and recipients of this

microservice.
- n Organization Admin
Fleocdble i My crgerization !
m rvican Cloan disk
Clean disk CEED
PREVIEW
Reports PRIVEW Cvarvens Seript Targets  Settings Licanse
& Tenants .
FlexxWorkspaces execution
Workspaces
Paich PREVEW
Allow to execute Allow to axecute (Individually)
1 Analyzaer ROV
La
T Microsordcos HEvEW
2
K]
Exit

4. Click on the Edit button in the bottom right corner, within the User Execution

section. A modal window with the configuration option will appear.

5. In the panel, enable the execution of the microservice by the end user and select one

or more Workspace groups Where this option will be valid.
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Edit end-user execution
end-user execution () Frabled

‘Workspace Groups

Notifications
user netification (D) Enabied

Initial text (english) * Success text jenglish) «

Starting check Showlanguages | | Check comgleted successdully Show languages

Error text [english) *

Check compleded with erroes Show languages

o (TS

Optionally, notification reception can be configured.
Notifications

This option lets you decide whether to notify the user when the microservice starts

executing and when it finishes, whether successfully or with errors.

To do this, User Notification must be activated and the following fields completed:

¢ Initial text. Message displayed at the start of the microservice execution.
* Success text. Message displayed when execution completes successfully.

* Error text. Message displayed when execution ends with errors.

Notifications will appear in the Windows naotification bar.
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1 Starting Check...
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— 30 mins + B Focus
~

6. After clicking Save, within the next few minutes, the new microservice will appear as a

new operating system option in the Flexxible folder on the Start menu.

Copyright © 2024 Flexxible. Todos los derechos reservados. Pagina 518 / 652



Q}, search for apps, settings, and documents

File Explarer
System

Firefox

Flewible
Mew

Mew

Disco limpia

Fotos

Game Bar
System

Get Started
System

Grabadora de sonido

R~CR-Bpppgpe ¢V °

{ Back

Borrar caché Google Chrome

Borrar cache Microsaft Edge

Reparacion M5 Office 365

Restablecer Microsoft Edge

Rename the microservices folder

1. Goto Portal -> Settings -> Organization.
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2. In the left side menu, select Microservices -> Edit microservices settings.

3. Rename the folder.

4. Click on Save.

Considerations

e The chosen name must be between 3 and 50 characters, and can only contain letters,

numbers, hyphens, and underscores.

e If the device has Windows 11 as the operating system and only one microservice is

enabled for an end user, the Flexxible folder will not appear; instead, only the
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microservice icon will be visible in the start menu.

Q) Search for apps, settings, and documents

- §E
|

Phire Link

Syuber

Ping goagle

c BB ED
g
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@® INFO

For more information about Microservices, please refer to its documentation.
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Portal / Guides / Set up integration with
CrowdStrike

This guide details the processes for establishing CrowdStrike integration on the Flexxible

platform.

API Configuration in CrowdStrike

1. Access the CrowdStrike portal.

2. In the menu, click on Support and Resources -> Api clients and keys.
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=
= Support and resources

Support and resources

Resources and tools

Supportl and resources

3. Select Create API client on the right side of the menu.

Create API client

4. Assign a name to the API; the standard is API-Flexxclient.
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Create API client X

API-Flexxclient
Descrintion
5. Without leaving the menu, select the following fields in the READ column:

o Alerts

[o]

Detections

(o]

Hosts

o

Incidents

[e]

Quarantined Files

6. Click on Create.

7. Copy the following three fields (they cannot be retrieved later).

o ClientID
o Secret

o Base URL
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API client created

0 Copy this secret to a safe locathon. This is the only time we'll show . If lost, it must
be réesatl and & néw secrel generated.

Configuration in Portal

To perform the integration from Portal, the user must have at least the role of Organization

Administrator.
1. Log in to Portal.

2. In the user menu, select the organization/tenant where you want to enable the

integration.

3. Goto Settings -> Integrations -> CrowdStrike section.

Copyright © 2024 Flexxible. Todos los derechos reservados. Pagina 524 / 652



25.12 / FXXOne Documentation / FXXOne

Entra ID

CrowdStrike

intel vPro Enterprise

. Click on Edit and enter the following information:
API Client ID. Unique identifier that represents the client on the CrowdStrike platform.

Secret String. Secret key associated with the client ID.

Region. Geographic location of the customer's cloud environment. The field offers

options like eu, eu-1, us-gov-1, us-1, and us-2. Select the CrowdStrike region.

[dit CrowdStrilue Setting
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5. Click on Save.

@ INFO

Integration with CrowdStrike can be done at the tenant level, allowing you to set up a
different account for each one. If the integration is done at the organization level, it

will extend to all its sub-organizations.

View from Workspaces

Once the integration is set up, devices with Endpoint Detection and Response (EDR)

installed and running will be marked with the Falcon icon.

=N K= : >
sl [ ~
sl - ~

If the EDR generates an alert, the Falcon icon will appear red.

ul R= ' ~

Alert Details

To review the details of the alerts and the resource consumption of the EDR, follow these

steps:

1. Access the Workspaces module -> Workspaces.
2. Choose a device and click on it.

3. Scroll down and click on the Security tab.
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Portal / Guides / Configure integration with
EntraIlD

This guide details the processes necessary to establish integration with Entra ID on the

Flexxible platform.

Requirements for integration

For the integration to work correctly, the application ID (App ID) requires Global Reader
permission at the Microsoft Entra ID level, Contributor permission at the Azure subscription

level, and Owner permission in the resource group where Workspaces is deployed.

Configuration in Microsoft Azure

Integration with Entra ID requires the following steps to be followed in the Microsoft Azure

environment:

Create an application registration

Create a client secret

Configure permissions for the application registration

Permissions in the Azure subscription

Create an application registration
1. Log in to Azure Portal.

2. Select the tenant if you have access to multiple; to do this, click on Switch

directory in the user menu.

2 Search msaunccs, soedoes, and docs (517

Azure services
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3. Once the subscription is selected, search for Microsoft Entra ID.

] Microsoft Entra 10

Al Services (56) Mar

Microsoft Entra ID (0)

&- Microsoft Entra ID Protection
A Microsoft Entra 1D nsk detections

2) Microsoft Entra ID risky sign-ins

4. To the left of the interface, you will see the following menu:
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O Overview

Preview features

X

Diagnose and solve problems

BE External Identities
4. Roles and administrators

& Administrative units

Delegated admin
partners

L

B

Enterprise applications

Devices

&

App registrations

(&) Identity Governance

5. Click Application registrations -> New registration.

gz Flexxible | App registrations

E @ Endpoints 2 Troubleshoot (3 Refresh b Download B Preview features

i Enterprise applications “
L] Devices ﬂ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directory Authentication Library (ADA
updates but we will no Ionger prosde feature updates, Applications will nesd to be upgraded to Micrnsoft Authentical
¥ App registrations
(&) Identity Giovernance
All applications  Owned applications [eleted applications
E? Application proxy —
Custom security | J2 Start typing a display name or application (client) ID to filter thesa r... FF Add filters
9 attributes '

6. Enter a name to register the application and select the supported account type.
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Register an application

* Name

The user-facing display name for this application (this can be changed later).

| Flexxworkspacesapp v

Supported account types

s

Who can use this application or access this API?
@ Accounts in this organizational directory only (flexxworkspaces only - Single tenant)
O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose...

7. Click Register to complete the application registration.

8. Copy and save the Application ID (App ID) and the Directory ID (tenant).

. i a
Home AZure Lab | App réegistrat

i FlexxWorkspacesApp2 »#

search 1] Delets % Endpomts  [5+] Preview features
" s ﬂ Got » second? We would love your feedback on Microsoft identity platiorm (§
& Quacicstart
A integraton asuistant ~ Essentialy
Minage Driplay name : Elenyorkipacesdpn

Apphcation (clsent) 1D dg7as
= Branding & properties

Object 1D

3D authentication
Darectory (tenant) ID : BeasSh

Cortifcites & sacrils
Supported account Types @ My Sroancatsan ook

Create a client secret

1. Access App registrations.

2.In the menuy, click Manage -> Certificates & secrets -> New client secret.
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12 Search

L)

iii Overview
&4 Quickstart
# Integration assistant

iagnose and solve problems
# Diag d solve probl
v Manage

randin roperties
= Brand g & propert

3) Authentication

Certificates & secrets

'I' Token configuration

<+ AP| permissions

& Expose an API

S5 App roles

A8 Owners

&« Roles and administrators

Manifest

-+ New client secret
3. Add a description and in the Expires field, select 24 months.
4. Click Add.
5. Microsoft will provide the client secret and the client ID. You need to save these values

because they will not be shown again. If not saved, the client secret must be deleted

and a new one created to obtain the value.
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Eupeires ahie

Secred for two years 2N 72028 daxg

Secret 1D

o bebald
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Configure permissions for the application registration

1. Log in to Azure Portal.

2. Click on Microsoft Entra ID.

3. Click Manage -> Roles and administrators.

) oOverview

Preview features

/< Diagnose and solve problems

~ Manage

4
A

Users
Groups

External Identities

Roles and administrators

Administrative units

Delegated admin
partners

Enterprise applications
Devices

App registrations
Identity Governance

Application proxy
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Roles and administrators | All roles
* Fhaible

Hew cusiorm ol 8] Delete cos
2. Al ralas

£ Frobeced sction:

¥ viagnase snd sohe problems

o Activity

¥ Troableshauting + Suppert
™ e (i) Your Rale:

Administrative roles

airisle b Dusrlosd ssgrenents 0 Relesh

25.12 / FXXOne Documentation / FXXOne

4. Search and select the Global Reader option.

B Preview lestues A7 Cot lesdbuge?

W siotjust in sz access o a rale whon g neer IF using FIRG 12am mare about Pk =

A There s vorrently 29 privibegey role ssamments, IUs o mended Lo ol eesd 10

adminierratae roles aro usod for granting acesss for arkaeqed actinns In Mirrasaf Entea 10, We reeammand isiag thoss auli-in eales for delenatiag azcees e manaqe read application sonfiqueation pormbssisas
without granting access to manage oker parts of kicrosoft Entra 10 not related to apglication confiquration. Leam mare.

carm more abat Mcraasdt Fate 10 rede-hasad acenes conten

[0 glesal | h Add filkers
Riol Ty Description Prrvilugged
R Can mansge all asgects of Micrasaft st 100 and Micras=ét serices that use Micrsscit PEREGD
[ Globsl Admirstratee P [ |
[ Ca read susnahing that 2 Sleaal sdminiztratar i but net updats amshing. PRI GED

| Gkl Secars Aceess sdminlsratar

Create and manage all aspactsof Microsoft Entra internet Aczess and Microscft bntra
Privale Access, indudding managing sccess W public and srivale endpoints,

step.

T e L

Type
Bullt i
Buitt i

Buillt-in

5. Click on Add assignments and add the application ID (App ID) created in the previous

Global Reader | Assignments

All roles

L&
£

/< Diagnose and solve problems
v Manage
Z2 Assignments
Description
> Activity

% Tranhlachantina + Sninnart

T
(

o

|

!

W
o
I
—
l
o
!
C

y "

(w8 )

o You can also assign built-in roles to groups now.

Search

l Search by name

Type

| Al
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Add assignments

Try changing or adding filters o you don't see whal you're lockng for Selected m

Sgarch
3748 < | BER FeorworispacesApal
s
1 resull Found
Al Users Enterprise applcations
Name Trpe Detaily
n E Flenrvorkipacesipp? Erterpnse ap darad

6. Verify that the application is configured on the main dashboard.

ga Global Reader | Assignments

All roles

+ Download assgnments () Refresh (' Managein P A7 Got feedback?
K Dragnose and scive problems
¥ Manage @ ou can a0 aseign built-in rotes to groups now. Leam Mars (7
& Amsignments ]
2 Oeseription Saarch
Saarch by name

> Actwity

! Type
> Troubleshooting + Support Al

Name UsetName Type Scope
3N 1 anweadautomation ServicePrinciosl Directors

Permissions in the Azure subscription
1. Log in to Azure Portal.

2. Click Subscriptions.

_ A7 Search resources, Sennces, and gocs [G+/) . F Copuot -

Azure services

mnm [T 1] g 3+ a
> g (%) HH l O Subscriptions
Create 3 Wacrosoft Entra App Resource All resources Sutrs:ng:zm .

Tesouroe 1D registrabons groups
B \iew
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3. Click Access control (IAM) -> Add -> Add role assignment.

I)'- Search | ¢ 3
overvion + Add v | ¥ Dow

B Activity log

|& Access control (IAM) | Add rOIe aSSi o nment
&® 12gs

7~ Diagnose and solve problems

Add co-administrator
Q Security

L] 3 -
«,» Resource visualizer

— Add custom role

4.ln Role -> Function role, search and select Reader.
Add role assignment
Iln:a[el Memhers. Conditions Review + assign

A role definition is a collection of permissions. You ¢an use the built-in roles or you can ereate your own custom roles. Learn more o

Job function roles  Privileged administrator roles

Grant access to Azure resources based on job function, such as the ability to create virtual machines. I}
B x
read | % type:an Category : All
Name T Description T Type Ty
Reader View all resources, but does not allow you to make any changes. BuiltinRole

5. In Members select the application ID (App ID)_created in the previous step.
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Add role assignment

Role  Members™ Conditions Review + assign
Selected role Reader
Assign access to (®) User, group, or senvice principal

O Managed identity

Members + Select meml

Name Object ID

No members selected

Description Optional

25.12 / FXXOne Documentation / FXXOne

Select members

Select (O
[ Flexworkspacesapp2

No users, groups, or service principals found,

Selected members:

FlexxWorkspacesApp2

[ e

6. Review and assign the role.

Configuration in Portal

To perform the integration from Portal, the user must have at least the role of Organization

Administrator.

1. Log in to Portal.

2. In the user menu, select the organization/tenant where you want to enable the

integration.

3. Goto Settings -> Integrations -> Entra ID section.
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Entra ID

CrowdStrike

Intel vPro Enterprise

4. Click on Edit and enter the following information:

o Id. of application (client). Client ID.
o Secret string. Client secret used for authentication.

o Id. of directory (tenant). Azure tenant ID.

5. Click on Save.

Edit Entra ID

MName *

For these credentials to be used in sub-organizations, Share credentials with the
selected tenants must be enabled; otherwise, new credentials must be created for each

sub-organization.
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Portal / Guides / Set up Entra ID integration
with Monitor

Monitor is the Flexxible monitoring module based on Grafana Cloud. Allows user access by

invitation or through integration with Entra ID accounts. This guide describes the steps

necessary to establish this integration.

Configuration in Microsoft Azure

e Create an application registration

e Create a client secret

e API permissions configuration

e Create application roles

¢ Review the manifest.xml file

Create an application registration

1. Log in to Azure Portal.

2. Select the tenant if you have access to multiple; to do this, click on Switch

directory in the user menu.

Migrosaft Azura A% Srarch nesaurces, sorsices, and decs 030

Azure services

3. Once the subscription is selected, search for Microsoft Entra ID.
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] Microsoft Entra 10]

Al Services (56) Mar

Microsoft Entra ID (0)

&- Microsoft Entra ID Protection
A Microsoft Entra ID nsk detections

2) Microsoft Entra ID risky sign-ins

4. To the left of the interface, you will see the following menu:

5. Click Application registrations -> New registration.
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O Overview
Preview features

7 Diagnose and solve problems

~ Manage

& Users

&8 Groups

=

External ldentities
4. Roles and administrators

& Administrative units

Delegated admin
partners

L

2% Enterprise applications

[L] Devices

App registrations

(&) Identity Governance

g2z Flexxible | App registrations

E @ Endpoints  #, Troubleshoot {3 Refresh b Download Bl Preview features

L Devices ﬂ Starting June 30th, 2020 we will no longer add any new features to Azure Active Directony Authentication Library (ADA
upciates but we will no longer provide feature updates, Applications will need to be upgraded to Microsot Authentical

i# Enterprise applications

= App registrations
&) 1dentity Gievernance
All applications  Owned applications [eleted applications
E? Application proxy _—

Custam security | £ Start typing a display name or application (client) 1D to filker thess r... +‘? Add filters
3 attributes '

6. Enter a name to register the application and select the compatible account type.
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Register an application

* Name

The user-facing display name for this application (this can be changed later).
GrafanaCloud ol

Supported account types

Who can use this application or access this API7

@ Accounts in this organizational directory only ( only - Single tenant)

Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant)

O Accounts in any organizational directory (Any Microsoft Entra ID tenant - Multitenant) and personal Microsoft accounts (e.g. Skype,
Xbox)

O Personal Microsoft accounts only

Help me choose..

Redirect URI (optional)

we'll return the authentication response to this URI after successfully authenticating the user. Providing this now is optional and it can be
changed later, but a value is required for most authentication scenarios.

Web v | [ https://<grafana domain>flogin/azuread |I

7. In Redirect URI select Web and add the following redirect URL:
https://<grafana domain>/login/azuread

8. Click Register to complete the application registration.

Create a client secret

1. Access App registrations.
2. In the registration menu, click on Manage -> Certificates & Secrets -> New client

secret.
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L)

Search

» & &

< X

Overview

Quickstart

Integration assistant
Diagnose and solve problems
Manage

T Branding & properties

3) Authentication

Certificates & secrets

'I' Token configuration

-2~ API permissions

& Expose an API

s App roles

A8 Owners

4. Roles and administrators

Manifest
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5 Got feedback?

Credentials enable confidential applications to identify themsalves to the authentcaton senvice when
scheme). For a higher level of assurance, we recommend using a certificate (instead of a client secret)

ﬂ Application regrstration certficates, secrets and federated credentals can be found mn the tabs belicw.

Certificates (0) Chient secrets (1) Federated credentials (0)

A secret stnng that the application uses to prove its dentity when reguesting a token. Also can be

| + MNew chant secrel I

3. In the Description field, write GrafanaCloud, and in Expires select 24 months.

Add a client secret X
Description [ GrafangCloud |
Expares I T30 days (24 months) el I

Recommendad: 180 dayt (6 months)
90 days (3 months)

365 days (12 months)

343 days (18 months)

730 days (24 months) | o

Custom

4. Click Add.
5. Copy the key value. This is the client secret value for OAuth.

=+ New client secret

Description Expires Value © Secret ID

GrafanaCloudCertificate 12/12/2025 D) 8ds41

API permissions configuration

The necessary permissions for the APl should be defined.

Copyright © 2024 Flexxible. Todos los derechos reservados.

Pagina 544 / 652



25.12 / FXXOne Documentation / FXXOne

1. Find the created application and in the menu click on API Permissions -> Add a

permission.

Home > App registrations

» GrafanaCloud

5. GrafanaCloud | APl permissions  #

E M Search

4

Overview
Quackstart

Integration assistant

Manage

=
)

-
L]

i

Branding & properties
Authentication
Certificates & secrets

Token configuration

API permissions

"> ®R P

Support + Troubleshooting

Expose an AP
App roles

Owners

Roles and administrators

Manifest

& Troubleshooting

MNew support request

() Refresh A7 Got feedback?

o The “Admin consent required” column shows
organization, or in organizations where this &

Configured permissions

Applications are authorized to call APis when the:
all the permissions the application needs. Learn n

+ Add a permission | v/ Grant admin consel

AP1 / Permissions name Type
“ Microsoft Graph (1)

User, Read

Delegated

To view and manage consented permissions for ir

2. Click on Microsoft Graph -> Delegated permissions.Select email, openid, and

profile.
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¢ All APig
. Mitrﬂsoﬂ Graph
https://graph.microsoft.com/ Docs off

What type of permissions does your application require?

Delegated permissions
Your application needs to access the AP as the signed-in user,

Select permissions

25.12 / FXXOne Documentation / FXXOne

Application permissions
Your application runs as a backgroun
signed-in user.

| M Start typing a permission to filter these results

@ The “Admin consent required” column shows the default value for an organization. However, user consent cz
permission, user, or app. This column may not reflect the value in your organization, or in organizations whei

used. Leam more

Permission

~ Openld permissions (3)

email
View users' email address

offline_access (0
Maintain access to data you have given it access to

]
[
[V openid (O
]

Sign users in

profile ©
View users' basic profile

Admin ¢

No

No

No

3. Once added, select the default created permission and click on Remove permission.

Configured permissions

Applications are authorized to call APis when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include

all the permissions the apphcation needs. Learm more about permisssons and consent

+ Add apermission " Grant admin consent for
AP| [ Pefmissions name Type Description

" Microsaft Graph (4]

e Delegated  View users' email address
opera Delegated  Sign users in

profile Delegated  View users’ basic profile
Uses.Read Delegated  Sign in and read user profile

Admin consent requ... Status

Ne

Ne
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4. Grant organizational permissions to email, openid, and profile.

Configured permissions

Applications are authorized to call APIs when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

-+ Add a permission I\/ Grant admin consent for ]

API / Permissions name Type Description Admin consent requ... Status

“~ Microsoft Graph (3) A%
email Delegated  View users' email address No e
openid Delegated  Sign users in No s
profile Delegated  View users' basic profile No s

Configured permissions

Applications are authorized to call APis when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

-+ Add a permission ~ Grant admin consent for

APl / Permissions name Type Description Admin consent requ... Status

“ Microsoft Graph (3) e
email Delegated  View users' email address No @ Granted for
openid Delegated  Sign users in No @ Granted for e
profile Delegated  View users’ basic profile No @ Granted for s

5. Find the User.Read permission and add it so it can perform profile reading only.

Home > App registrations > GrafanaCloud

Request APl permissions
- GrafanaCloud | API permissions  #

CAll APIs
| £ search | « () Refresh | A7 Got feedback? Microsoft Graph
https://graphmicrosoftcomy Docs of
B Overview . Successfully granted admin consent for the requests  What type of permissions does your application require? o
& Quickstan
Delegated permissions Application permissions
A Integration assistant Your application needs to access the APl as the signed-in user. Your application runs as & background +
. - signed-in user.
Manage o The "Admin consent required” column shows the de

organization, or in organizations where this app will

B eranding & properties Select permissio)
9 Authentication Configured permissions m‘b

® Applications are authorized to call APis when they are ¢
T Certificates c :
e i secrets all the permissions the application needs. Learn more a

I Token configuration @ The “Admin consent required” column shows the default value for an organization. However, user consent can

A Temublachantinn

missions || v/ Grant admin consent for mm user. or app. This column may not reflect the value in your organization, of in organizations where |
& Expose an AP API / Permissions name Type >
B Approles “ Microsoft Graph (3) Permission Admin cor
Owner: email Del ated Vi
- > a > IdentityRiskyUser
&. Roles and administrators By Delegated Sk
W Manifest profile Delegated v.er User (1)
Support + Troubleshooting I UWM 0] o
To view and manage consented permissions for individ Sign in and read user profile

6. After the configuration is done, the image should look like the following:
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Configured permissions

Applications are authorized to call APis when they are granted permissions by users/admins as part of the consent process. The list of configured permissions should include
all the permissions the application needs. Learn more about permissions and consent

-+ Add a permission ' Grant admin consent for FLX-TEST
API / Permissions name Type Description Admin consent requ... Status

v Microsoft Graph (4)

emai Delegated  View users' email address No @ Granted for FLX-TEST
openid Delegated  Sign users in No @ Granted for FLX-TEST
profile Delegated  View users' basic profile No @ Granted for FLX-TEST
User Read Delegated  Sign in and read user profile No

Create application roles

The following application roles for Grafana should be created:

Display name Description Allowed member types Value

Grafana Admin Grafana admin Users Users/Groups Admin
Grafana Viewer Grafana read only Users Users/Groups Viewer
Grafana Editor Grafana Editor Users Users/Groups Editor

1.In the menu, click on Application roles -> Create application role.
2.Inthe Create application role panel, configure each role.

For Grafana Admin enter the following values:

o Display name: Grafana Admin
o Allowed member type: Users/Groups
o Value: Admin

o Description: Grafana admin Users

And for Grafana Viewer and Grafana Editor enter the values shown in the following

image:
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Edit app role

Ii[ Delete

Display name * (O
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Edit app role

E] Delete

Display name * (&)

Grafana Viewer

I Grafana Editor

Allowed member types * (D
@ Users/Groups

O Applications
O Both (Users/Groups + Applications)

Value* (O

Viewer

Description*

Grafana read only Users

Do you want to enable this app role? O

Allowed member types * (O
(@

) Users/Groups

O Applications
O Both (Users/Groups + Applications)

Value* @

| Editor

Description * (&)
Grafana Editor Users

Do you want to enable this app role? ©

Review the manifest.xml file

The manifest.xmlfile must be reviewed to change the value of the key
"groupMembershipClaims" from null (default value) to "SecurityGroup,

ApplicationGroup".
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GrafanaCloud | Manifest =

I,D Search l « save X Discard 1_* Upload if Download RJ_"' Got fe
B overview . . e i ’ :
The editor below allows you to update this application by directly modi
& Quickstart
SO AS5Cllaulieu . I.I'I-IEJ
# Integration assistant 41 "lang”: null,
42 "origin”: "Application”,
Manage 43 "value™: "Admin"
44 ¥
B Branding & properties 45 1.
& Adhnticaiion 46 "oauth2AllowUrlPathMatching”: false,
47 "createdDateTime": "2023-12-18T13:13:47Z",
¥ Certificates & secrets 48 "description”: null,
49 "certification™: null,
{I' Token configuration 5@ "disabledByMicrosoftStatus”: null,
o 51 "groupMembershipClaims™: null,
"® APl permissions 52 "identifierUris”: [],
@ Expose an AP 53 "informationalUrls”: {
54 "termsOfService": null,
B App roles 55 "support": null,
56 "privacy”: null,
& Owners 57 “marketing”: null
&l Roles and administrators 38 b .
59 "keyCredentials": [],
l Manifest l 6@ "knownClientApplications”: [],
61 "logoUrl”: null,
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Home > App registrations > GrafanaCloud

GrafanaCloud | Manifest =

|/"«' Search | « Bl save X Discard T Upload ¥ Download &7 Got feedback?
B overview , . , ,
The editor below allows you to update this application by directly modifying its JSON represer
& Quickstart
4 Integration assistant 45 1.
46 “oauth2AllowUrlPathMatching”: false,
Manage 47 createdDateTime”: "2023-12-13T10:360:86Z",
48 “description”: null,
B Branding & properties 49 “certification™: null,
1] “"disabledByMicrosoftStatus”: null,
D Authentication 51 "groupMembershipClaims™: "SecurityGroup, ApplicationGroup™,
PR RPN AR 52 "identifieruris”: [],
s 53 "informationalUrls™: {
{I! Token configuration 54 “termsOfService”: null,
55 “support”: null,
® API permissions 56 “privacy”: null,
57 “marketing”: null
& Expose an AP cg 1
B App roles 59 “keyCredentials": [],
68 “"knownClientApplications™: [],
& Owners 61 “logoUrl®: null,
o ) 62 "logoutUrl”: null,
& Roles and administrators 63 “name": "GrafanaCloud”,
B Manifest 64 "notes”: null,
65 "oauth2AllowIdTokenImplicitFlow™: false,

Requirements

Once the application registration is done, the organization must provide the following
parameters to Flexxible so that they can create the configuration in Grafana.

* Endpoints

o OAuth 2.0 authorization endpoint (v2)
o OAuth 2.0 token endpoint (v2)

* App registration
o Application (client) ID
* Certification & Secrets

o Secret Value
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e Group ID to be configured

¢ Domain to authorize
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Portal / Guides / Execution of a
microservice after user login

Automatic execution of a microservice after a user logs in can be efficiently implemented
using Flows. This method is ideal for scenarios where specific validations or tasks need to

be performed once a day, as in the following example:
Requirement

Each day, when the user logs in, a validation or execution must be carried out through

a microservice.

Components of the requirement

e Condition: User login.
¢ Action: Microservice execution.

e Maximum Recurrence: Once a day.

Flow Configuration

To meet the requirement, a flow can be defined using the condition Presence of an

ongoing_process. This allows monitoring and acting upon the presence of specific

processes in the system using the following parameters:

Check every. Defines the timeframe for checking the process status.

Operator. Allows filtering processes by name using operators like Equal, Starts with,

Ends with, and Contains.

Value. The specific name of the process to monitor.

Period. The minimum time the process must be running for the condition to trigger.
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Existence of a process in progress

Check every *

minutes

Operator *

Equa

Value *

explorer.exe

Period *

5 minutes

i Delete < Cancel B Save

In the image above, the condition configuration indicates that every 5 minutes (Check
every), the existence of a process named Equal (Operator) to explorer.exe (Value) will be
checked and verified if the process has been running for a minimum period of 6 minutes
(Period).

Daily Recurrence Control

Although the previous configuration ensures the flow execution at each login, the user
might log in more than once a day. That's why it is essential to configure the Cooldown
Time, as it defines the minimum period that must pass before the condition can be
evaluated and triggered again, once the condition has been fulfiled and an action

executed.
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Edit flow

Overview

kol

Mame [english) = & Description {english)*

Show languages | | . Show languages

- Cacldawn *

D Derection o@

Notification

User notification m Betive

initial vext (english) &% Success vext fenglish) &

Shiw languages | | Shows languagss

Error text (english) &

Show languzges

Target

# Cancel B Save

By setting a cooldown time, the flow will execute the action the first time the condition
(login) is met but won't reactivate until 24 hours have passed since the last execution. This

ensures that the microservice triggers at most once a day, fulfiling the required recurrence.
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Portal / Guides / Use Cloudflare R2 as
storage for microservices

When executing a microservice it is necessary to "call" a file, whether to copy, download,
or write to it, it is very important to choose the correct location for this. In on-premises
work environments, without users working remotely or fromm home, the safest and simplest
option is to use storage accessible by all devices on the corporate network; however, in
scenarios where there are mobile devices that cannot remotely access the corporate
network repository, it may be necessary to opt for a secure and public access repository

design.

Suppose we want to install an application on all devices regardless of whether they are at
home, on the go, or on the office network. To help us meet these types of requirements,
there are multiple cloud service options, where Cloudflare acts as a security and
performance proxy between users and servers. Its main services (CDN and DDoS

protection) make anything on the internet faster, safer, and more reliable.

R2 is its cloud object storage service (similar to Amazon S3) distinguished by its policy of
zero egress fees, also allowing free accounts with more than sufficient conditions, even for

production environments.
In order to use it, you need to:

1. Create an account associated with an email by following these steps.

2. At the end, the associated email must be verified. If you haven't received the email,
remember to check your spam folder.

3. Once the account is created and activated, R2 must be activated from the user
menu/billing/subscriptions. A payment method will be requested for overages, but it's

free if certain conditions are met.
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@® INFO

R2 free accounts include:

Service
Storage
Class A operations
Class B operations

Egress (data transfer to the Internet)

For more detail, check this link.

Upload files

25.12 / FXXOne Documentation / FXXOne

Free

10 GB per month

1 million requests per month

10 million requests per month

Free 1

To host and use the uploaded files, the following is required:

1. Create a bucket.

2. Inside the bucket, there is a button called Upload that allows you to upload files.

E R2 Object Storage / repo O

Default Storage Class (1) Public Access () Bucket Size

Standard @ Enabled 9.89 MB

Objects Metrics Settings

Search objects by prefix

.

repo / (s

O Objects Type

Class A Operations (2 Class B Operations (2

30

Storage Class Size

@] exe application/octet-stream Standard 1.64 MB

@] exe application/octet-stream Standard 8.25 MB

¢ Drag and drop to start uploading
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Establish access methods

Cloudflare allows various access methods like:

e R2 Workers Binding API

e S3 API compatibility

¢ Public buckets

For demonstration purposes, this article uses Public buckets.

Accessing files from microservices

Each file uploaded to R2 generates a unique link in its properties. You can see it by clicking

on the file:
B R2 Object Storage / repo l-install.exe
install.exe & + Download [ [l Delete
Object Details
Date Created Type Storage Class Size
2025-09-29T17:03:38+02:00 application/octet-stream Standard 8.25 MB
URLs
Public Development URL
https://pub -install.ex (P

That link allows you to obtain the file from the microservice using, for example,
PowerShell's Invoke-WebRequest cmdlet or simply requesting a microservice created with

Al with instructions that include the download URL:
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{} Download and install for all users [T s B = B T

System microservice = Created on 9/29/25 at 5:55 PM

Prompt Created Microservice(s)
descarga el instalador de desde aqui: https://
x64.exe y lo instala para todos los usuarios

Version 1

Download and install ‘or all users

Created on 9/29/25 at 5:55 PM S
2L J
18
19 [CmdletBinding( )]
20 Param()
21
22 try {
23 # Define the download URL and local file path
24 $downloadUrl = “https://pub- .exe”
25 %installerPath = Join-Path $env:TEMP " exe" I
26
27 Write-Output “"Starting download and installation process...™
28
29 # Download the installer
30 Write-Output “Downloading installer from: $downloadurl”
31 try {
32 Invoke-WebRequest -Uri $downloadUrl -OutFile $installerPath -UseBasicParsing
33 Write-Output "Download completed successfully to: $installerPath” . .
2 } Improve the microservice
35 catch {
K . . Type your improvement...
36 Write-Output "Error downloading installer: $(%_.Exception.Message)™
37 throw
38 1
39
40 # Verify the file was downloaded
41 if (-not (Test-Path $installerPath}) {
432 | Write-Output "Error: Installer file not found after download™

It's always recommended, if not using Al-created microservices, to log milestones during

execution so that in case of any error or malfunction, identifying the problem becomes

easler:
Logs
Time Source Method
29/05/2025 17.58:54 Worker VDIWorkerClientService:UpdateRemoteOperationStatus
Detail

9/29/2e25 3:58:54 PM (UTC) - Executlon started...
9/29/2825 5:58:54 PM (UTC) - Output:

Starting download and installation process...
Downloading installer from: htips:/, -¥E4.BXE
Download completed successfully to: Cr\wWindows\TEMP' KB4, exe
Downloaded file size: 1.57 MB
Starting installation. .
installation completed successfullw
Installation verification successful - found at: C:\Program Files
Installed version infermation:

{x64) : Copyright (c)
Cleaning wp installer file...
Installer file removed successfully
installation process completed
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Portal / Billing

Billing allows you to view information about billing and service consumption of FXXOne on

devices with an active subscription. The access path to this data is Portal -> Settings -

> Billing.

The amount of information displayed by this option depends on the role of the user who is
viewing it and the type of organization. Users with the Organization Administrator role in a
partner-type organization can view consumption data of their tenants' service as well as
charts with details; however, a user with the Administrator role of a client-type organization

will only be able to access general subscription information.

Fle>ccible :i: '

& Softings Billing

ricrTiation Ovendew enant Consumption Datail:

aling

=] Subscription

| Consumption for

Oriai Tier: Amount
rigin -
< A c2sr
€135 / month § warkspaos
i i 7 My tanants consumption
Billing Period Sacure remots assstanca ¥
CH - Chesez 3
8 oS Automated support (L1 & L2)
utomatad support o ~
" Amount Consumgtion
Trial F
Eligible products Hortifications I .
. [ TRiAL £ang 0 workspices
Paiicios Trial ends Total tenants

07 Do 2024

Subscription started on
OF Now 2024

Unit Price

2

View from a partner-type organization

The Billing view for a user whose role is Organization Administratorin a partner-type

organization presents two types of information:

e Qverview

e Tenants consumption details

Overview
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Provides global information about the FXXOne subscription that the organization has

contracted. It is divided into four sections: Subscription, Consumption for

organization, My tenants consumption and Total consumption.

Subscription

.. Tier:
Origin A
€1.25 / month / workspace
up to 100 workspaces
Billing Period +  Secure remote assistance
Dec 01 - Dec 31
+  Automated support (L1 & L2)
Subscription started on ) )
14 Apr 2023 " Noftifications
Unit Price
€000

Subscription

m Consumption for —

Amount Consumption

€000 0 workspaces

,/m' My tenants consumption

Amount Consumption
€£579.87 720 workspaces
Total tenants

17

./uﬂfl' Total consumption

Amount Consumption

€£57987 720 workspaces

This is an overview of the subscription features. It provides information about the billing

period, subscription start date, unit price, and available services. The subscribed plan

name is highlighted in orange and Tier specifies the price for a device per month.

The Tier is set considering the service consumption of the partner-type organization plus

the consumption of its tenants. Regardless of the plans the tenants are subscribed to, they

will always be in the Tier of the organization that manages them.

Consumption for organization

It informs about the number of devices a partner-type organization has subscribed and

the billable amount it represents.
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@® INFO

A device that has uninstalled FlexxAgent will continue to count at the billing level as
long as it continues to appear in its reporting group. To delete it, check the steps to

remove a device from a report group.

My tenants consumption

It informs about the number of devices a partner-type organization has subscribed, the

number of tenants these are distributed in, as well as the billable amount they represent.

Total consumption

It informs about the total sum of devices the partner-type organization has subscribed,

including its tenants, and the billable amount they represent.

Tenants consumption details

This tab offers a dashboard that graphs the consumption by devices of each of the

organization's tenants during the current billing period.
The bottom part shows a table with detailed information about each tenant's subscription:

¢ Tenant: tenant name

¢ Plan: name of the FXXOne subscription plan they have

e Consumption: number of devices whose agents have reported in Workspaces
e Consumption date: date of maximum device reporting in Workspaces

 Unit Price: consumption price per agent on a device

¢ Billable period: subscription billing period

* Total: total billable amount for the subscription
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Flexccble e v

t  Home Billing

L Chentasny Terznt Consumnpiion Datalls

7|| Tenant Consumption Details
ll 2034

Microssndices

S Botfings

Informartion

It Teram Pian Consumpiion  Consumpiion date Uil Prics Riiakbs porice Tertad
Reporting groups Cirigen 16 [ e ] [Ridii] Diesc: O - b O £2E0
Siobly prodcty Cvign 14 Doz 03 CORD - e
Creign © Doz 03 Ll i Dhsc: (0 -l O €980
Crigin ) Doz 03 ED D O - Jar O 720

View from a client-type organization

The Billing view of a user whose role is Administrator within a client-type organization
can only obtain general information about the FXXOne subscription through the Overview
tab.

Overview

Provides global data about the FXXOne subscription that the organization has contracted.
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Fle>ccible

Billing
@ seftings

Ovearview
Information

Billing

(2l Subscription
. Tier:
Intelligence A
Products
€280 f month / workspace
Modules
Integrations Billing Period Soecure remole assistance
Dec M - Dec 3
Reporting groups Autornated support (L1 8 L2)
Trial
m Notifications
Eligible products
. Hardware & Sottwars Inventory
Trial ends
Policles 07 Dec 2024 Reports & Dashboards
Subscription started on End-user remediation

—
07 Nov 202 Auto remediation (fows)

Unit Price
€234

Security and Patch Management

Subscription

It provides information about the billing period, subscription start date, unit price, available
services and also the trial period of the service, if applicable. The subscribed plan name is
highlighted in orange and Tier specifies the price for a device per month. Regardless of
the plans the tenants are subscribed to, they will always be in the Tier of the organization

that manages them.

FlexxAgent consumption

FlexxAgent consumption is based on the maximum number of devices reporting in the

Workspaces module on the same day, for a billing period.

For a device to stop consuming at the billing level, it must not have FlexxAgent installed or
belong to any reporting group. If FlexxAgent is not uninstalled from a device that is not in

use, it will report to Workspaces again when it becomes active.
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If the user has uninstalled FlexxAgent from one or more devices and wants them to stop
appearing immediately in Workspaces, they must go to Reporting groups inthe
Workspaces module to remove them. If the user does not perform this action, the device

will be automatically removed 21 days after its last report.

Removal of a device from a reporting group

1. Access the Workspaces module -> Level 2 -> Reporting groups.
2. Select the corresponding reporting group.
3.Inthe Devices tab, select the device.

4. Go to Operations -> Delete workspace.

Fle>ccWORKSPACES Q Log Off

Q
Reporting groups \ VIP

Level1 >

Level2 ¥
G Download FlexxAgent... <

Alert notification
profiles

Reporting Group

Alert
suaerprons TR 1d FlexxDesktop license key @ Portal Update Date
VIP = B el @ 13/11/2024
Enable session analyzer Customer SID Region
e M oo <  EXXOne-WE-01

Proxy type

Notifications

Remote assistance

UNASSISTED

Copyright © 2024 Flexxible. Todos los derechos reservados. Pagina 565 / 652



25.12 / FXXOne Documentation / FXXOne
Workspaces

Workspaces is a unified support delivery solution and remote monitoring and management
(RMM), where various tools for device management and automation and user interaction
converge. Access to the module is segmented by levels, ensuring the provision of

appropriate tools to each technical or support team through role assignment.

Workspaces is ready to manage user sessions from any technology, because FlexxAgent

can identify the type of virtualization and brokering used in each session.

Interface and Access Segmentation

The functionalities available in Workspaces are segmented into two levels, so access to
them is granted through roles. Clicking on any level expands the menu options to access
specific features.

Level 1

It gathers the tools for the teams that have the most direct contact with end users.
Includes views for UX Panel, Workspaces, Sessions, Connection Logs, Jobs, Alerts, and
Profile Storage.

Functionalities available at this level:

e UX Panel
e Workspaces

e Sessions

e Connection log

e Jobs

Level 2

Offers tools that enable a more detailed diagnosis, such as monitoring, event log filtering,

server management, and more. Functionalities available at this level:
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e Eventlog

e Locations

* Networks

* Notifications
* Servers

e Wireless networks

List Views

From the list views, you can filter and select items in the Workspaces and Sessions
sections to get lists of, for example, devices with a certain uptime, with pending restarts for

updates, or those that haven't been used for a specific period, among others.

Based on filter results, specific tasks can be performed on devices or sessions, such as

executing microservices, power actions, remote user assistance, and more.

FIE>OCWORKSPACES Q Lo off

My Filters = el

06 @0 A0 | EaAN0 000 o

Platforms Machine RG Tenant Poeer slate Last user Session: CPU  RAM Uitirree Code Status Connedion

(= on 6% @ % 15haom ) =
D =- = Mot reporting 04 0% .
(]} =- (] Mol reparting 04 0% Y
miy on nw 6@ 281 @~ 7
ODBESOA on 19 349 4d 200 & = 7

In addition to filtering, list views also offer other options, such as exporting the listings and

saving the applied filters as user filters.

Filtering Options

To access the grouping and filtering options of the item list, right-click on the header of a

column. Below, options will be shown according to the sorting, grouping, visibility, and
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filtering of the columns.
Column sorting

The options Sort Ascending and Sort Descending allow you to arrange the values of a
column according to the letter or number they start with. For example, if the column % RAM
is set to sort ascending, the column values will be arranged so that the first row
corresponds to the device with the lowest percentage of RAM used and the last row with
the highest percentage. Or if the column Status is set to sort descending, the first row

will correspond to the device whose status is Not reporting and the last row will

correspond to the device whose status is Off.
To reset the column sorting, click on Clear sorting.

Grouping by Column

The options Group by this column and Group panel allow creating a group of records

for each value of the selected column field.

The difference between them is that Group by this column only considers the selected
column for grouping the records, while Group panel allows selecting more than one

column for grouping.

User Start | VM Machine name Device kind Machine Type Reconnection

[} Workspace Ve
@ Workspace N
[} Workspace o

Column visibility

The options Hide column, Show customization dialog,and Column selector allow

modifying the column visibility in the table.

If the user doesn't want to see a specific column, they need to go to its header, right-click,

and select the Hide column option. If they want to configure in detail the columns and
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records they want to see in the table, they should click Show customization dialog, but

if they prefer to add or remove columns, they can do so through the Column selector.

[ g @ ] == Q [:r[] } @ @ Export to - ] All - [ Today -
User Start VM Machine name Device kind Machine Type Reconnection

23/01/2024 8:11:10 ?if;jgggff'm Chatily (] Workspace v
23/01/2024 8:10:10 21 ;?;21625534275'5759' o Workspace 7
23/01/2024 8:05:10 232323?@;@?4&‘85'89(7 - (] Workspace v
23/01/2024 8:04:27 g;ﬁg:f;edt;g?ﬁa&beaL [} Workspace

23/01/2024 8:03:09 jgg;;:gézt;?a-ab73-9aa?- (] Workspace v
23/01/2024 8:02:07 232:229293(1&-:324-4509-aee1- o Workspace v b

Value filtering

The options Filter editor and Filter row allow setting filters according to the values
of the column fields. If a user wants to build filters by multiple criteria (inclusive and
exclusive), analyze the content of fields, and nest queries, they should click on Filter
editor. A user can also filter the field values based on the list shown by the table, to do

this they should select the Filter row option.

Copyright © 2024 Flexxible. Todos los derechos reservados. Pagina 569 / 652



25.12 / FXXOne Documentation / FXXOne

[ Q (fa) == Q Er‘[jj } E [ Exportto - All - Today -

Start VM Machine name Device kind Machine Type Reconnection
23/01/2024 5:32:05 32::;:;;;:;‘1’4322’9%8' &) Workspace

22/01/2024 19:30:12 Sggg;?g;ié‘g 4908k &) Workspace v
23/01/2024 8:02:07 g;:if;:gﬁ:gg:ﬁ"%og'aem B o Workspace v
23/01/2024 7:37:17 33;2:5:;2@8'4%6'“50 [} Workspace

23/01/2024 8:03:09 Zg;;z;;z;zﬁ“m}mm' (] Workspace v
22/01/2024 13:35:07 lfsgsss;ﬁ;%mbsrbe?f’ (] Workspace

23/01/2024 4:23:10 gg;;fgi-ff(g-@de-gdm- (] Workspace v
23/01/2024 7:58:46 3::33@2;8815401 839e (] Workspace

23/01/2024 8:00:10 3916D6e3-7358-45b6-a85¢- [} Workspace v

d24ac036469b

When the Footer option is selected, the total number of records found is displayed at the
bottom left of the table.

Detail Views

By clicking on an item in the table, you can access detailed information. The data is

organized into inventory blocks and tabs that facilitate navigation.
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Workspaces / Level 1

This level of Workspaces brings together tools for teams that have more direct contact
with end users. Includes views of UX Panel, Workspaces, Sessions, Connection Logs, Jobs,

Alerts, and Profile Storage.

Fle>XCCWORKSPACES v Log
Workspace
MyFiters = o
06 0@ AS00@ |HAN OO o
[0 Platforms Machine 1 RG Tenant Powes state Last wser Sessions CFU % RAM Lptirme Code Starus Connection
gy i on %% @K 15haom (SR
0 =- [m] Mot reporting b % =
Oomo Mat reparting B a% N
i L= on e @n e @~ L
OBMoeA on 19 343 4d 20h [ 7

Functionalities available at this level:

e UX Dashboard

* Workspaces
e Sessions

* Connection Log

e Jobs
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Workspaces / Level 1 / UX Panel

UX Panel allows you to graphically view the most relevant data of the environment, from

inventory information, usage, locations, monitoring, and much more.

Q

UX Dashboard

Level1 ¥

oo
(=] , mber-: - o o Add widget
UX Dashboard s i } e

(0=)

Current active sessions Average logon duration per day ©®

N N N N
FF F F S & A
& & & & « O A

30s

20s

20 10s
0

» S 5 5 A & & $ o os

&
F 5
[

%

KK

&

——Connected
Average boot duration per day ©® Current active alerts ©
Others 51e 53¢ 29e

Servers 0e 0 Oe
20s I IIIIIIIIIIIII Session hosts 0e 0 oe
105 el = -

The view is configurable and allows you to segment the data by organization, filter by
dates, and select the widgets that will be part of the panel.

The configuration of the widgets included in the panel, as well as their position and size,

persists between user sessions, so this configuration only needs to be applied once.

Organization filtering

By default, the organization selector located at the top right of the screen has the 'All
tenants' option enabled, allowing the aggregated information of all organizations the user
has access to in Workspaces to be viewed. To view the data of only one organization, it
must be selected.

@ INFO

The organization selector is only visible when the user has access to more than one

organization.
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Date filtering

The date selector allows you to apply temporary filters to the panel data:

¢ Predefined filters:
o Today

o Yesterday

o Last7 days
o Last 30 days
o This month
o Last month

e Custom filters allow you to select start and end date and time.

Widgets

The different information boxes within the panel are called widgets, which can be
repositioned, resized, or directly deleted by clicking the x that appears when hovering the

mouse over.

Default widgets

The widgets offered by default in Workspaces are the following:
Current active sessions

Aggregated concurrent active user sessions on the platform over time. This widget

displays data filtered according to the date selector.
Average boot duration per day

Organization average boot time (boot) of their devices. This widget displays data filtered

according to the date selector.

Average logon duration per day
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Organization average login time (login) of their users. This widget displays data filtered

according to the date selector.
Maximum concurrent sessions

Maximum number of simultaneous sessions on the platform during the last month, last
week, and today (connected and disconnected users). This widget displays data for a

specific time period. Not filtered according to the date selector.
Active alerts

Summary of simultaneous active alerts related to different environment elements.
Information alerts are shown in green, warnings in yellow, and critical alerts in red. This

widget shows real-time data. Not filtered according to the date selector.
Inactive users (last seven days)

Users who have ever connected to a session but did not connect during the previous
seven days. This widget displays data for a specific time period. Not filtered according to

the date selector.
Workspaces by Internet Service Providers (ISP)

A view of the different Internet service providers in use by the devices. Since these are

real-time data, date filtering is omitted.
Workspace by country

A view of the different countries from which the devices connect. Since these are real-time

data, date filtering is omitted.

Number of Workspaces per Operating system

This widget shows real-time data. Not filtered according to the date selector.
FlexxAgent version analysis

An analysis of the different versions of FlexxAgent used by the organization and selected
operating system, so there is a widget for each supported operating system. This widget

shows real-time data. Not filtered according to the date selector.
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Top 5 sessions by average duration by user

Top 5 average session duration by user on the platform over time. This widget displays

data filtered according to the date selector.
Current sessions capacity

Displays information about the number of sessions that can connect according to the

current load in AVD (Azure Virtual Desktop) environments.

* Number of session hosts. Number of session hosts in the host pool.
» Users per host. Number of users that can accept each session host.

* Total sessions. Number of maximum sessions according with the number of session

hosts and the configuration of each one.
¢ Available. Number of new sessions that can connect.
e Active. Current number of active sessions.
¢ Disconnected. Current number of disconnected sessions.

e Load. Current load percentage of the session host according with the current usage
and availability. This widget shows real-time data. Not filtered according to the date

selector.
Top 10 workspaces by current total used bandwidth

Top 10 devices with the highest currently used bandwidth in KB/s. This widget shows real-

time data. Not filtered according to the date selector.
Current session host availability

Displays information about session host availability by host pool in AVD (Azure Virtual

Desktop) environments.

* Session hosts. Number of session hosts.
* Available. How many session hosts are ready to accept new connections.
* %. Percentage of session hosts that are available.

e Sessions not allowed. Number of session hosts that are in drain mode and cannot

accept new connections.
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This widget shows real-time data. Not filtered according to the date selector.
Top 10 current most loaded pooled session hosts

Top 10 current most loaded pooled session hosts in AVD (Azure Virtual Desktop)
environments. This widget shows real-time data. Not filtered according to the date

selector.

Average logon duration per pool/catalog

Average logon duration of users in the group (Azure Virtual Desktop) or catalog (Citrix

environments). This widget displays data filtered according to the date selector.
Top 10 workspaces by current total sessions

Top 10 devices sorted by the current number of sessions. This widget shows real-time

data. Not filtered according to the date selector.
Average logon duration per operating system

Average logon duration per operating system. This widget displays data filtered according

to the date selector.

Top 10 recent alerts

Top 10 most recent alerts, sorted by severity. This widget shows real-time data. Not filtered

according to the date selector.

Top 10 workspaces by current total RAM used

Top 10 devices sorted by the currently used RAM in GB. This widget shows real-time data.

Not filtered according to the date selector.
Current AVD resources

The number of devices, host groups, and application groups created in Azure Virtual

Desktop. This widget shows real-time data. Not filtered according to the date selector.

Disconnected Sessions
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Aggregated concurrent disconnected user sessions on the platform over time. This widget
displays data filtered according to the date selector.

Workspaces per broker

Number of devices per agent, grouping by broker. This widget shows real-time data. Not

filtered according to the date selector.
Workspace by city

A view of the different cities from which the devices connect. Since these are real-time

data, date filtering is omitted.
Workspaces by wireless connection

A view of the different wireless connections in use by the devices. Since these are real-

time data, date filtering is omitted.
Workspace by public ip address

A view of the different public IP addresses in use by the devices. Since these are real-time

data, date filtering is omitted.

Workspaces per hypervisor

Number of devices per hypervisor. This widget shows real-time data. Not filtered according

to the date selector.

Workspaces by operating system and build number

A ranking of operating system and build number combinations sorted by number of

devices using each one. This widget displays data filtered according to the date selector.
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Workspaces / Level 1 / Workspaces View

The list view of Workspaces allows access to the list of devices that make up the
organization. From there you can organize, filter, search, and send operations to the

devices.
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Filtering

The information displayed on the screen can be customized by adding or removing

columns of information and saving the filters used for future queries in the user's profile.

Header filtering options

The top menu concentrates tools, icons for each attribute, which filter the list based on the

following criteria:

* Device technology filter:

o Device type: physical or virtual.
o Session broker used: Citrix, RDP or unknown.
o Hypervisor: Hyper-V, Nutanix, vSphere, physical or unknown

e Device state filter:

o The device has active notifications.
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o The device is off.
o The device is in an unknown state for the broker.

o The device is in OK state.

Once a device is selected, or through multiple selection, the Operations button gives
access to perform various tasks such as Power and Connection Actions or sending

Notifications to users.

In My Filters there are also additional filtering options.

Filtering Options

To access the grouping and filtering options of the item list, right-click on the header of a
column. Below, options will be shown according to the sorting, grouping, visibility, and

filtering of the columns.
Column sorting

The options Sort Ascending and Sort Descending allow you to arrange the values of a
column according to the letter or number they start with. For example, if the column % RAM
is set to sort ascending, the column values will be arranged so that the first row
corresponds to the device with the lowest percentage of RAM used and the last row with
the highest percentage. Or if the column Status is set to sort descending, the first row
will correspond to the device whose status is Not reporting and the last row will

correspond to the device whose status is Off.
To reset the column sorting, click on Clear sorting.

Grouping by Column

The options Group by this column and Group panel allow creating a group of records

for each value of the selected column field.

The difference between them is that Group by this column only considers the selected
column for grouping the records, while Group panel allows selecting more than one

column for grouping.
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User Start | VM Machine name Device kind Machine Type Reconnection
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Column visibility

The options Hide column, Show customization dialog,and Column selector allow

modifying the column visibility in the table.

If the user doesn't want to see a specific column, they need to go to its header, right-click,
and select the Hide column option. If they want to configure in detail the columns and
records they want to see in the table, they should click Show customization dialog, but

if they prefer to add or remove columns, they can do so through the Column selector.
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Value filtering

The options Filter editor and Filter row allow setting filters according to the values
of the column fields. If a user wants to build filters by multiple criteria (inclusive and
exclusive), analyze the content of fields, and nest queries, they should click on Filter
editor. A user can also filter the field values based on the list shown by the table, to do

this they should select the Filter row option.
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Filter management

The My Filters button offers the following options:

* Predefined filters. List of filters offered by default in Workspaces.

» User filters. Option visible when a user has saved a filter. Allows you to apply the

names of the filters previously created.

e Save current filter. If a user wants to return to a list of items later, after applying one or

more filters, they can do so from this option.

* Manage filters. Allows you to edit the saved filters.

* Delete filter. Useful when you want to delete the applied filters and reset the list of

items.

Workspace groups. Visible from the Workspaces view, allows you to select items from
the list and save them as Workspace Groups. More information here.

Filter by Organizational Unit (OU). Visible from the Workspaces view, filters by
organizational unit.

Filter by Operating System (OS). Visible from the Workspaces view, filters by operating
system type.
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* Filter by installed applications. Visible from the Workspaces view, filters by installed

applications.
In the top menu, the icons allow:

e Set predefined filters.

* Reset the default list view.

e Export the list in *csv or *xIsx format.

* Depending on the view from which it is activated, the button > -, will give access to

various microservices, such as clearing the browser cache or updating the operating

system.

e Depending on the view from which the Operations button is activated, different

actions will be accessible, such as shutting down devices or sending a notification.

Microservices execution

From the >- button, you can run any microservice enabled for the organization that has

System as a configured context. This allows the execution of microservices with
administrative permissions on the devices. The actions of enabling, creating, modifying, or

deleting microservices are performed from the Portal.

Available operations

Depending on the view from which the Operations button is activated (list view or detail

view), access to different actions will be provided.
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Operations from the list view

The following operations can be performed:

Power and connection actions

e Turn on (only available for devices with an associated broker).

* Power off the device.

* Reboot the device.

* Force shutdown (only available for devices with an associated broker).
e Force reboot (only available for devices with an associated broker).

e Turn on - Wake on LAN (Only available for compatible physical devices configured to

support remote power-on via Wake on LAN).
e Log off user.
e Force log off user.

¢ Disconnect user session.

FlexxAgent

Update the agent on the selected devices to the latest available version.
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Maintenance (drain mode)

Only available for devices with an associated broker, configure the maintenance mode

(Citrix) or Drain (AVD), which inhibits login for new users on the configured hosts.

Refresh device info

Refresh the data of the selected virtual devices with the Citrix and/or Azure broker, simply
update the device's brokering information and it is of great help in diagnosing Unavailable

or Unregistered states.

This operation does not act on physical devices. And it requires configuring a subscription

to the broker from Workspaces.

Force compliance check

Force the compliance evaluation of regulations and allows evaluating the compliance of
these on the device after making the necessary corrections, without waiting for the refresh

time configured in the regulations settings.

Force update custom fields

Forces the retrieval of custom fields configured in settings. This option allows updating on

demand, without waiting for the refresh configured in settings.

Remote Administration

Allows running the Microsoft remote connection, delivering an .rdp or .rdg file. This option
is only available for environments connected to Azure Virtual Desktop subscriptions and
with the Workspaces console deployment within the same subscription (also requires

network-level connectivity Workspaces -> Session Hosts).

Flexxible Remote Assistance

Allows launching three types of remote assistance:
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¢ [nteractive (Attended)
e Unattended

e Dynamic

@ INFO

On multi-session devices, dynamic remote assistance will only work if there is a single

concurrent remote assistance session on the device.

Device type

Define the type of device, so they can be organized into different views of the console.

Available options:

* Workspace. Type of physical device used by a user. It is visible in the Workspaces

section.

» Workspace (AVD Session Host). Type of virtual device hosted in Azure Virtual Desktop

used by a user. It is visible in the Workspaces section.

* Server. Type of physical or virtual device that serves multiple users of the organization

or its infrastructure. It is visible in the Servers section.

¢ Hidden. Allows a device to be hidden from all lists.

Notifications

Send notifications to the selected devices. They can be pop-ups or ones that reserve a

screen space.

Change the report group

Allows changing the report group of the selected devices, even when they are powered
off. When performing this action, the configuration of the target report group will be

applied, which includes:

* Configuration of Flexxible Remote Assistance
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¢ Organization users with access or visibility

e Associated update policy

If the user making the change has access to more than one organization, they can also

"move" the devices to a report group of another organization.

When changing the report group of a powered-off device, the operation is scheduled and

executed when the device is powered on.
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Workspaces / Level 1 / Workspaces / Detail
view

Clicking on the name of a device in the Workspaces list view opens the device details. The

interface is structured into four sections:

Available actions

General information

Detailed information

Tabbed information

Available actions

The detail view allows you to perform the same actions on the active device as in the list
view, except for updating FlexxAgent, as well as other actions that are only available in this

view.
Available actions:

* Microservices execution.

e Perform actions included in the Operations button.

Microservices execution

From the »>- button, you can execute any microservice enabled for the organization that
has System as configured context. This allows the execution of microservices with

administrative permissions on the devices. The actions of enabling, creating, modifying, or

deleting microservices are performed from the Portal.

Operations

From the detail view of a device you can perform the same Operations as in the list view,

as well as Edit, Session Analyzer log tracking and 0S Patching.
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Edit

This operation allows the user to assign an identification code to a device and/or a

description.

The code allows associating the device with an inventory item. To edit it, click on

Operations -> Edit -> Code.
The Description field allows adding free text as a description or notes to the device.

When the code and/or description are defined, they will be visible in the general
information block of the device, and it will be possible to filter by these fields in the list

views.
Session Analyzer trace logging

FlexxAgent Analyzer logs can be configured to include or exclude information by criticality
levels. From Operations -> Session Analyzer trace logging you can manage the log

level change for FlexxAgent Analyzer.
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Extended

These logs are stored in the directory %LOCALAPPDATA%\FAAgent\Logs.

Operating system update
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This option allows managing the update of the device that uses Windows as the operating

system.
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Available options:

¢ Get pending patches. Retrieves the patches available for installation on the device, in

list format.
* Getinstalled patches. Retrieves the patches installed on the device, in list format.

e Patch now. Installs pending patches on the device.

For all patches, Id, Installation/publication date, Severity,andthe Title or

name of the package are obtained.

Information obtained from the device

The general, detailed, and tabbed information collected by FlexxAgent varies according to

the device's operating system type:

Windows

°
3
[e)]
(@]
O
[0p]

ChromeQOS
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e Android
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Workspaces / Level 1 / Workspaces /
Flexxible Remote Assistance

Flexxible Remote Assistance is a feature designed to facilitate secure and efficient
technical support, allowing an operator to remotely access a device and take control of

the user's session to diagnose issues, apply changes, or execute administrative tasks.

The solution enables the management of any application visible to the user, including
those requiring privilege elevation or running under User Account Control (UAC), ensuring a

temporary operation with a strict focus on security and privacy.

Main features

e Compatible with user sessions on physical devices, VDI, shared desktops, and

virtualized application environments.
e Works with or without a proxy.
e Supports both end-user devices and unmanned devices (servers or kiosks).
e Compatible with Windows.

e Useful for occasional support sessions or as a remote access mechanism to

infrastructure (e.g., servers).

Privacy and security

¢ To minimize the attack surface and reduce vulnerability exploitation risks, FlexxAgent
does not install additional software, so there is no service "listening" for incoming
connections. Only runs (without installation) in real-time when requested from the

Workspaces module.

* Audio redirection is disabled by default to prevent the operator from listening to

conversations if the user is on a video call.

Flexxible Remote Assistance - Types
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1. Interactive (Attended)

Allows the operator to connect to a device and take control of the user's active session,
after obtaining their explicit consent. This connection mode provides secure and
supervised access to the user's environment, facilitating real-time issue resolution and

support actions.
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2. Unattended

Allows an operator to access and control a device without needing a user to be present. It

is aimed at server-type or kiosk devices.

When this type of assistance is initiated, FlexxAgent shows the operator the necessary

data to connect:

e Session ID. Session identifier.

e Password. Dynamic password that regenerates in each session (it is not

recommmended to store it).

e Download the activation file for the operator.
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Remaote Assistance Close

La sesion de Asistencia remota esta lista para conectarse.
Contrasefia: UgKPXUvDt211720102114 _(: LI:I

Para iniciar la sesidn de asistencia remota, descargar y abra el archivo de Flexxible Remate Assistance.

Mota: Es posible que deba autorizar la descarga en su navegador.

The operator must enter the password when executing the activation file to take control of

the device.
[ Fecibie Ramate Asistarce
(/] PSP —— B EES ¥ BODOB 4w =

Authorization

AnyDask password required.
Due to security settings on the remote device, the session request will only
show up there if the AnyDesk window is open.

[ Log in automatically from now on
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@® INFO

15 minutes after the end of the connection, the service is automatically deactivated

and the password expires. Neither the file nor the authentication data are reusable.

3. Dynamic

Allows the operator to access the device regardless of whether or not there are active

user sessions.

* If there is an active session, the interactive (attended) assistance process is initiated.

¢ If no active session exists, unattended remote assistance is launched, even allowing

login with other accounts without interfering with user data.

Considerations

* On devices configured for dynamic remote assistance, it will not be possible to initiate
unattended remote assistance on any session of the device from Sessions in the

Workspaces module.
e Requires the device receiving assistance to have FlexxAgent 24.9.2 or higher installed.

e Even though the report group to which the device belongs is configured for dynamic
remote assistance, the option to execute all three types of assistance wiill still be

shown in the Workspaces module, but only the dynamic one will be functional.

Requirements

* The device receiving remote assistance must have FlexxAgent 23.7 or higher (24.9.2

for dynamic assistance).

e Connectivity to https://ras.flexxible.com via TCP port 443.

@ INFO

Remote assistance will be interrupted if FlexxAgent is restarted during its execution.
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Settings

A device cannot receive remote assistance if it is not enabled for it from the FlexxAgent
Configuration (Flexxible Remote Assistance) of its report group. There you can define what

type of remote assistance it can receive.

Edit FlexxAgent settings X

Remote support

| Interactive v

y

Activation

The execution of Flexxible Remote Assistance can be done at the device or session level.

Appliance

1. Access the Workspaces module -> Level 1 -> Workspaces.
2. Select the device.

3. Click Operations -> Flexxible Remote Assistance.
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4. Choose the type of remote assistance you want to execute.
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Session

1. Access the Workspaces module -> Level 1 -> Sessions.
2. Select the session.
3. Click Operations -> Flexxible Remote Assistance.

4. Choose the type of remote assistance you want to execute.

When the operator requests to start assistance, FlexxAgent runs a process and notifies

the user.

Copyright © 2024 Flexxible. Todos los derechos reservados. Pagina 596 / 652



25.12 / FXXOne Documentation / FXXOne

Fle>cdble

wants o
perform sistanca ko this compuler

Wanling 1of the technician 1o miliate reme

Activation file

The operator must download an activation file to provide the service. This will depend on

whether the support-providing device has FlexxAgent installed or not.
Devices with FlexxAgent installed

The operator must download and run the Flexxible Remote Assistance file, which has the

extension fixra.

¢ Runs without installation, with user permissions.
¢ Remains active only during the session.

e Once finished, it stops and the file is automatically deleted from the system.
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REMOTE ASSISTANCE

Close
DESKTOF

The remote assistance sesslon Is ready to connect.

To start the remete assistance session, downlead andd open the Flexdble Remate Assistance file,
Mote: You may need (o authorize the download in your browser

If you don't have Flexxagent installed, instead of using .flxra wersion, you can download exe version

Flexxcible

Devices without FlexxAgent installed

The operator must download and execute the file with the extension .exe.

e Runs without installation, with user permissions.
¢ Remains active only during the session.

¢ The file is not automatically deleted after the session ends.
In both cases, the user's consent will be required before the operator can take control.

View from the operator's screen:
[ Fresnitie Remite Assistarce jonnecting as

] 2 E B % EED@%DUJEL

Connecting...

Please wait for the remote side to accept your session request.

Cancel
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View from the user's screen:

Flecrible Remote Assatance

The technician is waiting for you to 2
. Aooept

@ INFO

Even if the file is executed without administrative privileges, the operator will have

access to administrative tools through Flexxible Tools.

Generated Processes

Executing the activation file starts two processes:

* FlexxAgent.exe

¢ FlexxibleRA.exe

= Task Manager Iype a name, publisher, or PID to search

= Details

B  Processes Name . PID Status User name CPU Memory (ac..
FlexxAgent.exe 20292  Running SYSTEM 02 117,860 K

Performance FlexxibleRA.exe 22116 Running 00 6,736 K
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Operation through proxy

From the operator's point of view
When executing the activation file, FlexxAgent checks if the Proxy_Url key exists:

¢ |f it detects it, it uses it.

e |f not, it runs AnyDesk in autodetection mode.

From the end-user's point of view
FlexxAgent checks if the proxy is configured.

¢ |f it detects it, it uses it.

e If not, it runs AnyDesk in autodetection mode.

If the proxy configuration registry keys do not exist, it will detect if the operating system

has the proxy configured.

e |f it detects it and it is accessible, it uses it.

e If not, it runs AnyDesk in autodetection mode.

Flexxible Tools

The remote assistance file runs with user permissions. If the user does not have admin
privileges, the operator can use Flexxible Tools, available in interactive (attended) remote

assistances.
Flexxible Tools allows the operator to run administrative tools.

e CMD

PowerShell

Registry editor

Task Manager
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r Flesxible Remaote Assistance (connecting as LocalSystem) = O 4

|° Flesuible teots B * E

Settings

Flexxible Tools can be activated for users depending on their role in Portal. This can be

done in two ways:
From Product

1. Goto Portal -> Settings -> Organization.

2. In the menu, click the Products tab.

3. Click FlexxAgent Configuration in the record of the desired product.
This allows applying the change to all report groups.
From Report Groups

1. Goto Portal -> Settings -> Reporting Groups.

2. Click FlexxAgent Configuration in the record of the desired report group.

This allows enabling or disabling the functionality for one or more report groups.
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@® INFO

Flexxible Tools requires that both the operator's device and the assisted one belong

to the same FlexxAgent environment.

Connection Detection

The Jobs section in the Workspaces module allows identifying the start and end time of a
remote assistance session. The job status accurately reflects the operator's actual activity

and records all events related to their connection.

Job Start

When an operator presses the Flexxible Remote Assistance button, ajobis
automatically created with the status In Progress. From there, the system monitors

whether a connection is established by the operator.

Job Closure

¢ Automatic Closure. If no active connection is detected within the first five minutes, the
job is closed automatically. In this case, the following record is added:

The job has been closed. No active remote assistance connections
detected.

* Closure after connection ends. The job is closed if a remote assistance connection is
detected and it ends successfully.

Reconnections

If the operator reconnects to the same device, the job will automatically return to the In

Progress status. Once the new connection ends, the system marks it as Completed.
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Job Detail

The job details of each connection are displayed as follows:

09/10/2025 10:43:05 (UTC) - Remote assistance connection started from the
id 276790 to the id 941120

09/10/2025 10:41:49 (UTC) - Remote assistance started at ©9/10/2025
12:41:49 local time

09/10/2025 10:45:00 (UTC) - Remote assistance ended at ©9/10/2025
12:45:00 local time
09/10/2025 10:45:00 (UTC) - Connection duration: 191s

@® INFo

In unattended remote assistance where multiple operators work on the same device,

it may not be possible to accurately determine which job each connection belongs
to.
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Workspaces / Level 1 / Session View

The Sessions view allows you to organize, filter, search, and send operations to active user

sessions.

Fle>xcCWORKSPACES 9] Log o

RGTenant  Poal § Catalo Device Kind Machine nyp User Subsoription Session type Id Coennection s Start Date  CFU Rkl RTT Suatug

The information displayed on the screen can be configured by adding or removing
columns of information using the Column Selector and saving the filters used for future

queries in the user profile.

Header filtering options

In the upper right area of the screen, you will find tools and icons for each attribute that,

when clicked, allow you to filter the list based on the following criteria:

» Session device type. Physical or virtual.
» Session broker used. Citrix, RDP, or unknown.

e Hypervisor. Hyper-V, Nutanix, vSphere, physical or unknown.

Once the session is selected, or through multiple selection, the Operations button gives
access to perform various session management tasks such as Power and connection
actions or send Notifications to users. You can check the details of these

functionalities in the section Actions on devices.

List filtering options
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The filtering options for the list view are available at filtering-options-in-listings.

Filter management

Filters generated using the interface options can be saved as user filters. They are located

alongside predefined filters.

Available operations

The Operations button allows you to perform the following operations:

Session management

The first three buttons of the Operations menu allow you to perform session

management actions:

e Log off
e Force log off

e Log off

Flexxible Remote Assistance

Allows launching remote assistance to users in interactive mode, which requires user
consent to view and take control of their session; or execute unattended remote
assistance, which allows administrative access to server or self-service type devices that

do not necessarily have a user on the other side of the screen.

Notifications

Allows sending notifications to the selected devices. Notifications can be pop-up

notifications or notifications that reserve a screen area.
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@® INFO
On some devices with Windows 10 1903+, the Automatic Restart Sign-On (ARSO) can
create "ghost sessions" in the session view after an update restart. To adjust this

behavior, please refer to this guide.
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Workspaces / Level 1 / Sessions / Detail
view

Clicking on a record from the session list provides access to the details of the selected

session. The interface is structured into three sections:

¢ Available actions at the top

e General information

¢ Specific information segmented into tabs at the bottom

o - Operations
GENERAL
User Tl hire (0 Smasion type 0 Start Date (0 Conrected from (0 Conrected (1
4 ‘Workspace DH02024 Bi57:38 Yes
Davien kind 5 Sessian analyzer (1) Subreription) Braker (5 Feal / Catalag (1) Delivery graup (T
O physical Aunning
Connections  Perforrmance  Logoninfe  Motifications  Group Policy (GPO)
Last logon duration ™ User logon history ™
7 —
Legen Task Start Layout | —
G665 19s I
Group Folicy User Profile )
03l s 026 = 5
I
_ I
3 DSl AtiveSan e
A FRLE] a0l s 7 I
Otne 1 3
T

Available actions

From the device detail view, it’s possible to perform the same actions as in the list view for
the active device. This includes:

* Microservices execution.

* The actions included in the Operations button.

Microservices execution

Using the >- button, you can run any of the microservices enabled for the organization

that have Session as the configured context. This allows the execution of microservices
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under the user's identity. The actions of enabling, creating, modifying, or deleting

microservices are performed from the Portal.

Operations

From the Operations button, you can execute the actions detailed in Available Operations

for the active device.

General

The general information block of the device contains:

¢ User. Session user in domain\user format.
¢ Machine. Device hostname.

* Session Type. Session type, which can be Workspace or application for virtualized
application sessions.

e Start Date. Date and time of session establishment.

e Connected From. When the selected device is a VDI or similar, it displays the name of

the endpoint from which the virtual device is accessed.

¢ Connected. Indicates whether the user is actively connected to the session or if they

have disconnected from it.
* Device Type. Virtual or physical.
» Session Analyzer. Indicates whether the FlexxAgent session analysis process is active

or inactive.

» Subscription/Broker. If used, the Microsoft Azure or Citrix service that manages user
connections to the workspace (e.g., Microsoft Azure Virtual Desktop (AVD), Citrix
Daas, Citrix On-premises).

» Group/Catalog. If used, a collection of machines that defines the specifications of the
devices and how they are provisioned to users. e.g. host pools in Azure Virtual
Desktop or machine catalogs in Citrix).

* Delivery Group. If used, a collection of machines selected from one or more machine
catalogs. It specifies which users can use those machines, plus the applications and

desktops available to those users.
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Tabs

The tabs at the bottom show specific grouped information, including the following:

e Connections
e Performance

* Login information

¢ Notifications

e Group Policy (GPO)

Connections

Connections  Performance Loponinfo  Motifications  Group Palicy (GPO)

= | |: - | Today -

O seart | Emd Endpaint Reconnection

O r1oozozd 14:07:10 111 OVE024 00710 "

This tab contains information about the device's connections, i.e., each time a user starts
or reconnects a disconnected session.

The session end date is only reported for disconnected or closed sessions; while the

session remains active, the session end date will remain empty.

Performance
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This tab groups graphs of the main performance counters for the last two hours.

Conmections  Performance  Legoninfo  Notifications  Group Policy (GPD)

For more detailed information click here or visit the session analyzer portal.

Session CPU® Session Memory
cece
a 0GR
A3
o4GE
a0
0268
:
il

Session User Input Delay ® Session Round-trip time (RTT) @

Graphs are included for:

e CPU. Percentage of processor usage for the session, excluding resources used by

other sessions or system processes.

* Memory. Amount of memory used, excluding resources used by other sessions or

system processes.

» User Session Input Lag. The user's input lag refers to the time span between when a
user performs an action, such as clicking a mouse button or pressing a key, and when

the corresponding response is displayed on the screen or executed.

e Session Round-Trip Time (RTT). Time it takes for a data packet to travel from the

user's device to a server or remote destination and then back to the user.

At the top of the tab, a link allows direct access to the diagnostic view for the active

session in Analyzer.

Login information

This tab allows you to see detailed information about the user's login times. The view

consists of two graphs:

e Duration of last login

e User login history
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At the bottom, a table presents the details for each user login.

Notifications

Allows you to see if the session has any active notifications and their configuration data.

When there are active notifications, a warning is shown at the top of the page.

Group Policy (GPO)

This tab shows the information of group policies applied in the active session. It shows the

name of the applied policy both at the user level and device level.

Connectlons  Performance  Legon info  Motifications  Group Policy (GPO)

Ceplay name 1 Last application time

Type: Machine (Caunt=15)
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Workspaces / Level 1 / Connection Logs

The connection log allows you to view the historical session logs of users in the

organization.

g (E") == Q “'—Ij o = _I- - All . Today

User Srar Eried Machine mame Drewice kined Iachine type Endpoim Reconmection Subscription/Broker  Poald Caraleg

0
=
&

The information provided in this view is (by default):

* User. Username of the session account.

e Start. Date and time of connection start.

¢ End. Date and time of connection termination (an empty field means the session is still
open).

¢ Machine Name. Device the user is connected to.

* Device Type. Type of device, virtual or physical, used for session connection.

¢ Machine Type: Type of machine, device, or session host, serving the connection.

e Terminal. Host name of the physical origin connection equipment.

* Reconnection. Checks if the current session is a reconnection of the previous one.

» Subscription/Broker. Name given to each supported subscription and broker.

* Group/Catalog. Name of the host group containing the device.
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Workspaces / Level 1/ Jobs

Every action performed in Workspaces generates a Job. These allow you to analyze the
outcome of the executions performed; for example, by checking the output of a
microservice execution. Jobs collects all the jobs performed in the organization, which also

provides historical execution records, allowing it to be used as an audit log.

List view

Fle>xcCWORKSPACES & Log Off

My Filiers = | 0 |
IsaRE-; q < - | Today . |
Inifz Status Creation date Startrirms End time Owner
Micromenyic
P @ completed 1A0r2024 12:03:00 117102024 1 20300 11102024 120305 Automatic operation trigger
d by o Completed 111072024 115758 111002024 11:57:58 111102024 11:56203 Autmatic operation trigger
Microsenvice an
{LS_disk_cleanupl r V ° Completad 1102024 11:56:50 1171052024 11:56:55 112024 11:571 AULHMALIC operation triggar

‘Autormatic operatic

The jobs view consists of the following elements:

¢ Options at the top of the interface

¢ Job list view

Top options

¢ Refresh the job list and show updated values.
¢ Resets all settings made for the jobs view.
e Filter jobs by age:

o Today (default filter)

o This week

o This month

o This quarter
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o This year

Cancel allows you to cancel pending jobs.

Notify allows you to subscribe to a specific job to receive an email notification when

it's completed.

Export to allows you to export in the selected type.

My filters allows you to access Predefined filters or user-created ones.

Jobs can be filtered by any parameter in the list in the Search box.

Jobs list

The job list, like all list views in Workspaces, allows multiple filtering and customization

options as defined in Filtering Options in Listings.

Detail view

Fle>xccWORKSPACES Lag Off
|obs 4 Microservice on (LS_disk_cleanup) requested by 'Automatic operation trigger’
G Show Cmdlets L | >
JOB INFORMATICN
10:0%: Feame Seatus SLart time Endd tirmwe
—
Micraservice on 15 disk_cle @) completed 1171072024 12:03:00 1112024 12:03:05

anup) reguested by 'Automatic operation tngge

Duration: 000005 P

= Scheduled date

Autcmatic aperation trigger 1171002024 12:02

The detail view includes a progress bar indicating the percentage of the job that has

already been executed.

Statuses

Pending. The task is pending to start.

In progress. The task has started and is still ongoing.

Completed. The task is finished.

Error. The task has not finished correctly or has ended with errors.

Copyright © 2024 Flexxible. Todos los derechos reservados. Pagina 614 / 652


https://docs.fxxone.com//en/workspaces#filtering-options

25.12 / FXXOne Documentation / FXXOne

e Cancelled by user. When a user cancels the task.

* Completed with errors. When the task is completed, but at least one step failed with

non-critical errors.

If a job takes too long in the In progress status without logging any information, its status
will automatically change to Error. However, this does not mean that the job will not be
completed successfully, but that the timeout was exceeded due to an activity block during

task execution.

Available information

In all cases, jobs include the following information:

* Change to be made (INFO)

» State

* Created date

» Start Date

* End Date

e User who made the change (OWNER)

At the bottom of the screen, depending on the type of job, the following tabs may appear:

* Logs

e Workspaces

Logs

The logs tab allows consulting the data of each step in the execution; for example, when a
microservice is executed on a device and you want to check the script execution output.

This information is saved in the corresponding step (log line in list).

To improve the visibility of script outputs, it is recommended, in the case of

PowerShell scripts, to use the Write-Output command instead of Write-Host.

Workspaces
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The Workspaces tab allows you to easily see the information of the devices that executed

the job, in case of multiple executions.

Job subscription

This feature allows subscribing to specific jobs, that have not yet started or are in progress.

The system will notify by email when they are completed.

To subscribe, select the jobs from the list and activate the Send notification button.
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Workspaces / Level 2

This level of Workspaces groups functionalities to expand the range of available actions.
Includes access to configuration functions that allow sending alerts externally, accessing

the unified Windows event log, notifications management, and servers.
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Functionalities available at this level:

e Event Logs

* Locations

* Networks

* Notifications

* Reporting groups
* Servers

o Wifi networks
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Workspaces / Level 2 / Event Logs

Event Log is a diagnostic tool designed to centralize the events generated by the system. It

shows exclusively those of type Critical and Errorin Windows environments, from the

Application, Security, and System logs.

FIE>XCCWORKSPACES Al tenans

Lag O

My Filters
%] = xf - Taday
Event log data collection is enabled. Event types: Errar and Critical, Frequency: 10 minutes.
Event date Leweal Source Machine name Message
[Mhread I ¥ Ther gecution request Notifications is not
CuLken request Notfications is not infarmed.
2Exacut ue( Exes onRequest requesty

Machire name: Process names Flexccgent (24.5.7.00

The Servicio de Google Update (gupdate) senvice fadled to start due ta the following error:
The service did ot respand to the start or conerol requeest in a timely fashian,

@ INFO

Events are logged every 10 minutes, although this time can be manually configured

from the Workspaces settings.

nforried,

At the top of the interface, you will find the organization dropdown. If a user has access to

more than one tenant, they can choose to view the event log for the selected tenant.

Y Log Off

All tenants

SR B || ot ,
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Filtering options

Event filtering allows you to view and select only the items that meet specific criteria,

temporarily hiding the rest. The event list supports the same filtering options available in

the Workspaces view.

An example would be to filter by an event with a specific ID to obtain a list of affected

devices, subsequently applying corrective actions.

My filters
In the top menu, the option My filters allows access to three filter configuration options.

Save the current filter

Opens a modal window with a form that prompts for the necessary information to assign a
name to the filters applied to the event list so that it is available whenever you want to use
it.

My Filters -

8 -

Save current filter

Manage Filters oday N ‘

Clear filter

When the filter is saved, it appears as a new dropdown option.

My Filters - Text to search... ,D
3 User filters C Filter Docs
I
) Save current filter View all of my filters

Manage Filters

Clear filter

Copyright © 2024 Flexxible. Todos los derechos reservados. Pagina 619 / 652


https://docs.fxxone.com//en/workspaces/level1/workspaces-view/#filtering-options

25.12 / FXXOne Documentation / FXXOne

Manage filters
Allows you to apply value filtering on the event list and also edit or delete user saved filters.
Delete the filter

Allows you to delete the filters applied to the registered event list.

Temporary filter

In the top menu is the temporary filter, which by default shows the events recorded on the

current day.

{ My Filters - Text to search.. ,O

All

This week
Process name Occurrer This month
This quarter

This year

Available filters

e Today

* This week
* This month
e This quarter

e This year
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If the option All tenants is selected in the organization dropdown, only events from

the current day (7oday) can be seen.

Detail view

The detail view contains detailed event information:

* Event date. Date of event logging in day and time format.
* |Level. Severity of the event.

* Source. Source of the event.

e Event ID. Numeric identifier of the event.

* Logfile. Event log file hosting the event.

* Machine name. Hostname of the device logging the error.

* Message. Content of the event message.

Event log information on a device

The detail view of a Windows device allows viewing of event logs for a specific device.

Sessions  Performance Jobs  Alerts Eventlog Connection logs  Windows services Disks  Boot history  Notifications Security Compliance  Group Palicy [GPO) PP Devices  Systi b

Event log data collection is enabled. Event types: Error and Critical, Event

Dhate Lewvel Sauroe Event ID Message

Failed 1o parse element: VersionOverrides

Storeld={null)
P1: apps for Office

O e Microsoft Office 16.Mlers 300 d !
Pad; Mew Docurment
Falled to parse element: VersionOverrides
StoreType=Linknown, Storeld={rull)
P1: apps for Office

Q oo Microsoft Office 16 Alerts 300 " H

Additional event settings
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Users with the Organization Administrator role can add events that do not meet the default
filtering conditions to, for example, add events with a specific ID that, although they have
an informational severity level, are relevant to the organization, as well as change the log

update time.
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Workspaces / Level 2 / Locations

Workspaces supports physical locations as a grouping entity for devices and networks, to

which coordinates can be linked for geolocation.

List view

Fle>c<WORKSPACES & Log Off

Wy Filters. = jol

Networks allow associating one or more wireless networks to them, and locations allow

associating multiple networks.

Detail view

A location consists of the following information:

Name. Friendly name of the location.

Address. Postal address.

Latitude. Numeric value of latitude.

Longitude. Numeric value of longitude.

At the bottom, you can see the tabs:
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Networks. Networks identified by FlexxAgent included in this location; contains two
options:
o Link. Allows linking a new network to the policy.

o Unlink. Allows unlinking a network from the policy.

Workspaces. Devices included in the location
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Workspaces / Level 2 / Networks

FlexxAgent collects multiple network information from devices. When more than five
devices report the same network in the same organization, the network is automatically
created in Workspaces. These help to automatically maintain an inventory of all networks

detected in devices to get an accurate location mapping based on network data.

FlexcCWORKSPACES & Log Off

Only metworks in use by a minimum of 5 workspaces are displayed i this list

O nName CIDR Public IF Gateviay WLAN Location

List view

The list view allows you to see the relationship of networks discovered by the agent. It

allows searches, filtering, sorting, showing or hiding columns, and more.

It also allows you to select a network from the list and delete it; in that case, if FlexxAgent

detects that network again on more than five devices, it will recreate it.

Detail view
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Fle>c¢WORKSPACES 9] Log Off

Q
v

CIDR Pukske P Gty VLAN Lagatian

Workspaces  Wireless networks

|6 -

Machine name Current subnet Public IP address Current machine IP Merwork changed

At the top block of the detailed view of a network, there is a list of collected fields:

* Name. Name of the network; by default the CIDR followed by the public IP. Allows
customization.

* CIDR. Network CIDR.

e Public IP. The public IP used for internet access from the network.
* Gateway. IP address of the network gateway.

e VLAN. Identify VLAN, if any.

* Location. Location associated with the network. Preconfiguration required.

At the bottom of the interface, there are two tabs:

* Workspaces. Shows the list of devices connected to the network.

* Wireless networks. Displays the list of wireless networks linked to the network. It
allows linking or unlinking wireless networks previously discovered by FlexxAgent on

the devices with the link or unlink buttons at the top of the list.
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Workspaces / Level 2 / Notifications

Notifications are a powerful tool for communicating directly, securely, and effectively with
users. Due to their versatility, they are especially useful in service disruption scenarios as
they allow communication with users effectively, even when the company's

communication infrastructures and tools are not functional.

Types of notifications

Workspaces offers two types of notifications to effectively communicate messages to

users.
* Pop-up messages

¢ Notifications

Pop-up messages

They display a window to the user that appears over the interface and can be closed with
just one click. They are useful for conveying brief or specific information without

permanently interrupting work.
Sending pop-up messages

1. Access the Workspaces module -> Sessions or Workspaces.
2. Select the target sessions or devices.
3. Click on Operations -> Notifications-> Send pop-up message.

4. Write the message and click 0OK.

Copyright © 2024 Flexxible. Todos los derechos reservados. Pagina 627 / 652



25.12 / FXXOne Documentation / FXXOne
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The user in the session will receive the message through a pop-up window.

This type of notification is based on Windows system tools. If all devices or sessions are
selected and a pop-up message is sent, it will only reach users who are currently working
(in session). If any user enters their session after the message is received, it will not be
visible.

@ INFO

In Windows, the pop-up message will remain visible until the user closes it or the
session reaches a maximum of three days active. The time does not count while the
session is locked or disconnected.
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Remember Lo close your session! 3

Notifications

The notifications are designed for critical situations, such as service interruptions, where
other corporate channels might not be available. Their goal is to ensure the message

reaches users as soon as possible, reducing the risk of overwhelming the support team

with simultaneous requests.

Notifications have many additional features aimed at maintaining effective

communications and protecting the information transmitted to users.

While on screen, notifications reserve that space in such a way that the user can no longer
occupy it with their applications. This is a mechanism to ensure that the user has the

message visible.
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Fle>odadble

U ENG 506
AW e e

Notifications can be set for time intervals, so that all active and future sessions receive the

notification during the defined period.
Sending notifications

1. Access the Workspaces module -> Sessions or Workspaces.
2. Select the target sessions or devices.
3. Click on Operations -> Notifications-> Send notification.

4. Fill in the fields:

¢ Time zone. Define a time zone.
e Start date / End date. Define the start and end dates and times.

e Severity. Allows choosing between three levels of severity:

o Informative. Will generate a gray notification.
o Maintenance. Will generate a yellow notification.
o Technical Issue. Will generate a red notification.

* Request Acceptance. Enables a button to allow obtaining feedback from the user;

once accepted, it closes for the user.

¢ Disable Minimize. Activated prevents users from minimizing the notification.
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¢ Message. Information you want to communicate through the notification.
* Information. Additional message that will appear when hovering over the notification.
* Link. Link to include a status page, if any.

* Intermittence. It's an advanced option. Allows you to configure intermittence in the

notification to increase its visibility.

Close notifications

In the Workspaces module -> Level 2 -> Notifications, the list view shows active and

scheduled notifications. To disable them, just select the desired entry and click Close

notifications.

As with all list views, you can filter the list content using the tools available in filtering

functionalities.
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Workspaces / Level 2 / Reporting groups
from Workspaces

Reporting groups allows you to download FlexxAgent in the reporting groups configured in

the organization, as well as access detailed information about the devices that are part of
it.

List view

Displays a table with the list of reporting groups detected in the organization. The columns

include:

* Id. Reporting group identifier.
* Name. Name assigned to the reporting group.

* Tenant. Tenant to which the reporting group belongs.

At the top of the table, you’ll find the following options:

‘ My Filters -

‘ Text to search... ,O ‘

‘ 8 ‘ ‘ n'q ‘ ‘ Download FlexxAgent... ‘ ‘ Download Linux/MacQOS config... ‘ ‘ -

* My filters. Allows managing filters for searching reporting groups.

e Text to search. Free search box to find reporting groups based on the entered text.

* Update. Reloads the list of reporting groups after applying filters.

* Reset all settings made for this view. Returns to default viewing parameters.

* Download FlexxAgent. Allows downloading the FlexxAgent installer for the selected
reporting groups.

e Download Linux/MacOS config. Downloads the configuration file necessary to install

FlexxAgent on Linux or macOS systems.
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e Export all items. Exports the complete list of reporting groups in .csv or .x1sx

format.

Download FlexxAgent
Steps to download FlexxAgent installer:

1. Access the Workspaces module -> Level 2 -> Reporting groups.

2. Select the desired reporting group.
3. Click Download FlexxAgent.

4. A window will open to download the installer.

OK Cancel

Download FlexxAgent Installer

Download a .zip file to install or repair FlexxAgent on machines communicating through this messaging service

Target processor architecture %64 - Generate standalone installer (offline)

Please refer to http.//5fthe840348819.helpdocsonline.com for information on the FlexxAgent-Installer.exe command line arguments.

If the Generate standalone installer (offline) option is checked, an installer
that does not require an internet connection for checking or downloading the binaries
will be generated. Otherwise, the minimum installation package will be downloaded,

which will need internet access to check and download the most recent binaries.

For more installation options, check the FlexxAgent documentation.

Configuration file download for Linux and macOS

Steps to download the configuration file:

1. Access the Workspaces module -> Level 2 -> Reporting groups.

2. Select the desired reporting group.

3. Click Download Linux/MacOS config.
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4. A .zip file will download containing the configuration file with the .conf extension,

needed for installing FlexxAgent on devices running Linux or macOS.

Detail view

When you select a reporting group from the list view, you'll access a detailed view that

includes:

Fle>CCWORKSPACES Log Off
HF['.-('.-’[ ng groups

] | | Download Flexxagent.. Dovnload LinwoMacos config. 14 >

Reporting Group

Name 1d FlexaDesktap license key 0 Partal Update Date

@ 1971142024

Enable session analyzer Custarmaer 50 Region

True <E» West Europe

Prowy type

Systermn proxy settings

Remote assistance ServiceMNaow coviranment Y510 0

DYMAMIC

¢ Name. Name of the report group.

¢ Id. Reporting group identifier.

* FlexxDesktop license key. If available, the installed product license.

* Portal update date. The date on which the reporting group was updated.

* Enable Session Analyzer. Indicates if it's configured to launch Session Analyzer in all

user sessions.
* Client SID. Unique identifier of the client.
* Region. Geographic location of the client's environment.

* Proxy type. Proxy configuration type: System proxy configuration or Configuration

detected by FlexxAgent.
* Remote assistance. Indicates if any type of remote assistance is assigned.

e SYS_ID of ServiceNow environment. The SYS_ID of the related ServiceNow

environment.
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Additionally, specific information is provided about the following elements:

Devices

List of devices included in the reporting group. If the report group was created using a

fishing pattern, the configured RegEx term and associated ID will be displayed.

Devices Devices history Users

*EquiposEstandar®

The Operations button allows executing actions on the selected devices.

Removal of a device from a reporting group

1. Access the Workspaces module -> Level 2 -> Reporting groups.

2. Select the corresponding reporting group.

3. In the Devices tab, select the device.

4. Go to Operations -> Delete workspace.

Fle>ccWORKSPACES

Q
Reporting groups \ VIP

Level1 >

Level2 ¥

Reporting Group

Download FlexxAgent...

| Qperations -

Log Off

Alert
subscriptions Name Id

VIP

FlexxDesktop license key @

@

Portal Update Date

13/11/2024

Enable session analyzer Customer SID

True o erssesessssssesiesssessiesssenses

R

Region

FXXOne-WE-01

Proxy type

Remote assistance

UNASSISTED
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Devices history

It records the name, date of incorporation, and assignment method (manual or automatic)

of devices to the reporting group, as well as their source and destination groups.

Users

List of users associated with the reporting group, along with information about the tenant

and the role assigned within the organization.

FlexxAgent version

List of operating systems on which FlexxAgent has been installed, as well as the version

configured in FlexxAgent Version, for both the Early and Production environments.

As indicated in the FlexxAgent Version documentation, Early is the testing environment and

Production is the actual environment.
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Workspaces / Level 2 / Servers

Servers allows access to the list of servers in the environment. When FlexxAgent is

installed on a device, it will by default appear in the Workspaces section. To move the
device to the Servers view, select the device from the Workspaces section and execute

the operation Machine Type->Server.
For more information, please review the documentation on Device Type.

FIe>CCWORKSPACES Y Log Off

O sermriype Sulbscription Mame RiE Tenant Pawer state CpU % RAM Code Uptime Connection

List view

The list view shows all servers configured on the platform. The menu options, located

above the table, allow you to perform the same operations available for devices in the

Workspaces section.

Available operations
The following are included:

e Filtering Options

e Microservices

e Operations

Filtering options

This view allows the same filtering_functionalities available in Workspaces.
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Microservices
From the >- button it is possible to execute any of the microservices enabled for the
organization that have System as the configured context. This allows the execution of

microservices with administrative permissions on the devices. The actions of enabling,

creating, modifying, or deleting microservices are performed from the Portal.

Operations

The Operations button allows executing the same device management actions as the

Workspaces view.

Detail view

The detailed view of a server contains the following sections:

FIe>CCWORKSPACES G Logoft

Narme Status Power stale FlexeAgent versien Fexxfgent status Flexsgent kst repert [
an an 24511 @ wiarking 1111012024 13:30:06

Damaln Coanection Subnet WIAC ackiress

B ethernet

Tags

General information

Extended information

Specific information segmented into tabs at the bottom

General

The general information block of the device contains:
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* Name. Device hosthame.

e Status. Power status (on-off).

* FlexxAgent Version FlexxClient version number.

* FlexxAgent Status. Execution status of FlexxAgent (Running or Stopped)

* Last FlexxAgent Report Date. Date of last report received from FlexxAgent on the

device.
e Domain. Domain to which the device belongs.
¢ Connection Type. Type of connection used by the device (Ethernet or Wireless)
e Subnet. Network addressing.
* MAC Address. MAC identifier.
e Code. Allows a string to be set as a code.

¢ Network Changes. Indicates if the device has changed its network configuration

recently.
* Tags. Allows associating identifying tags.

¢ OU. Organizational unit of the domain where the device account resides.

Extended

The extended information block of the device contains:

* RAM. Total amount of RAM.

e Cores. Number of processor cores.

* |P Address. IP Address of the device.

* Windows Edition. Operating system edition.
e OS Build. Operating system build number.

e Uptime. Duration the device has been running since the last start or restart; note that if

fastboot is enabled, the device only turns off when restarted.
e Fastboot. Indicates if the server has fastboot enabled.
¢ Last Windows Update. Date of last patch application.
e Last Boot Duration. Duration of the boot of the last start.
* Pending Restart. Determines if the device has a pending restart to apply updates.

e System Disk. Indicates the used space of the system disk.
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Public IP and ISP. If public IP data collection is enabled, it shows the public IP and

provider.

Region. If it is an Azure virtual machine, it will display the Azure region of the host.

BIOS Manufacturer. Manufacturer of the BIOS.

BIOS Version. Current BIOS version.
SMBIOS Version. Current SMBIOS version.
BIOS Serial Number. Unique identifier of the BIOS.

Session Analyzer. Indicates the status of the FlexxAgent Analyzer process:

(o}

(o]

Tabs

Not configured. FlexxAgent is configured not to start Session Analyzer.

Disabled. FlexxAgent does not start Session Analyzer because it has been
disabled via the 'AvoidLaunchAnalyzer' registry key.

Configured. FlexxAgent is configured to start Session Analyzer in all user
sessions.

Installed. FlexxAgent will not attempt to start Session Analyzer because Session

Analyzer is already installed on the device.

Not compatible. FlexxAgent does not start Session Analyzer because it is not

compatible with the device's operating system (e.g., a 32-bit version of Windows).

The tabs at the bottom show grouped specific information. The following are included:

Jobs

Jobs

Performance

Alerts

Event logs

Disks

Boot history

Security

Group Policy (GPO)

PnP Devices
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All actions performed from servers on one or more devices are audited in the job queue.
This tab allows you to check the jobs done for the active device, without needing to go to

the corresponding section.

Sessions  Performance  Jobs  Alerts  Eventlog  Connection logs  Windows services  Disks  Boot history Netifications Security Compliance Group Pelicy (GPQ)  PnP Devices Sysmx )

|| B -
nfo Status Creation date | Starttime | End time Owner
o Complated 250092024 1R:20:56 25092024 182956 25'09/2024 18:30:05
o Completed 190772024 10:38:47 197072024 10:38:47 19/07/2024 10:38:57
e ':.:Jmplete:l 19072024 9:30n45 19072024 9:30r45 19007/ 2024 9:31:02
\'"'.'J
1
- 20
Performance

In the performance tab, graphical information about CPU, memory, and bandwidth usage

is displayed.
Alert

Presents a table with the list of all active alerts on the device. When an alert is logged, a

notice is displayed at the top of the page.

Operaticns = | 4 | | >

Q
.M.,

Active alerts:
[Critical] Law storage free space % for Workspace: Drive: € Free space: 2 GB, Used Percentage: 8%

General

Event Logs

Information about the events present on the device. By default, errors are filtered to show
only those with Error or Critical severity level. FlexxAgent obtains this information in 10-

minute intervals.

The available settings allow you to modify the sampling time or include events by their ID.

Disks
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Displays a list of all partitions present on the disks identified in the system, as well as

statistics of their capacity and occupancy levels.

Boot history

Presents a graph on the duration of the last ten boots of the device.
Security (EDR)

From this section, you can check the name of the antivirus installed on the device, as well
as its version number, execution status, and a graph on its RAM and CPU usage. This same
information will be shown if FlexxAgent detects CrowdStrike as Endpoint Detection and

Response (EDR).

Sessions Performance Jobs Alerts Eventlog Connectionlogs Windowsservices Disks Boot history Notifications Security Group Policy (GPO) PnP Devices OS Patching Reporting groups history

EDR @ CrowdStrike version CrowdStrike status Antivirus Antivirus version Antivirus status
CrowdStrike 6.46.16010.0 ° Installed and working Windows Defender 4.18.1807.18075 ° Installed and working
CPU Memory
100 % 300 MB
0% i
50% 200 MB [ Pl
5
o 100 MB H
20% , l |
Il
0% o oMEB . b
il LT T NP & <l <] - I B A B o oA D DD & ) ] el ] <] n AL o
D D W W 9 o ": 5 J P ') ’7 ’7 B At Al P S SR A ‘q ‘q Qb0 5 5 ; P s ’7 "J & & L2 R
S & W\Q&&&\Q&&&&&&&@x\\\\\é%é* & S EE @ @\vss\v&'&&'&sf@s@@\\\N\'««cy &

Group Policy (GPO)

Displays information about the group policies applied on the active device. Allows you to

see the names of the policies as well as the verification time.
PnP Devices

Displays Plug and Play (PnP) devices that are in an error state, which may be due to

hardware failures or incorrect driver or device configuration.
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Sessions  Performance Jobs Alerts Eventiog  Connection logs  Windows services  Disks  Boot history  Motifications  Security  Compliance  Group Policy [GPO) PP Devices

Device manager entries with error state

ARAPPAT |a5T PP cediors U

TFMTIA024 1503044

[ mMame | Datection date
D Cisco AnyConnect Virtual Minipart Adapter for Windows x64 27172023 13:51:47
Count=1
FnF events
[ Action Date | Usar Caption
[ Pluggedin 1700712024 16:01:37 Generic PP Monitor
O unplugged 1 TROTIH024 1480022 Generic PP Manitar

Operations -

Class Devica 10
Met ROCOTNETWO000

Diewice 10

DISPLAYC 0BG 2301 CAOE0ELIDT

DISPLAVCTX0A660 281 232071 CAGE DR LD

At the bottom of this view, a table shows all events related to PnP devices, creating an

entry each time a peripheral is connected or disconnected.

Copyright © 2024 Flexxible. Todos los derechos reservados.

Pagina 643 / 652



25.12 / FXXOne Documentation / FXXOne

Workspaces / Level 2 / WiFi Networks

FlexxAgent collects network information from devices. When it detects the use of a
wireless network, it is automatically registered in Workspaces. These networks are part of

the detected networks inventory, allowing for more accurate location mapping based on

connectivity data. Additionally, they can be associated with Networks and Locations,
enabling the construction of a complete inventory that includes connected devices, active

network operators, and other relevant data.

List view

The list view allows you to see the relationship of wireless networks discovered by

FlexxAgent. You can search, filter, sort, show or hide columns, and more.

It also allows selecting a wireless network from the list and marking it as a trusted network;
in that case, if FlexxAgent detects the network again in more than five devices, it will
recreate it.

Detail view

FIE>XOCWORKSPACES Log OFF

Sl Fukic IP Srarce device

Rehable

Isp City Cauntr ¥ Hirwork

Madrid 3]

Machine name Liser name Power state

At the top block of the detailed view of a network, there is a list of collected fields:
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¢ SSID. Network name; by default, the CIDR followed by the public IP. Allows

customization.
e Public IP. The public IP used for internet access from the network.
* Source Device. Name of the device that first declared the wireless network.
* Trusted. Indicates if this wireless network has been marked as trusted.
¢ [SP. Connectivity provider.

e Population. Indicates the population from where the internet connection is
established.

e Country. Indicates the country from where the internet connection is established.

* Network. Allows associating this wireless network with a Network.

Connected devices to the network are displayed at the bottom.
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Workspaces / Workspace Guides

FIE>XOCWORKSPACES Q Log Off

My Filters = jel
O @ |9 JE 2| AmEQ0 D[ RO o
0 & = = = W0 Fa ) *
O Plaforms Machine RG Tenart Puwer state Last wser Sessions CRU WRAM  Uptime Code Status Conneion
O =- | on 265 o 6% 15h49m l\f\ Y
O =- [m] Mot reporting o 0% £
DEO Mot reporting o 0% -
O L] on i1 - o & [ =3
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OSSO A o 4 1ol 20t S~ 2

This section offers resources designed to maximize the use of Workspaces. It includes
detailed instructions on configuring and using functionalities, along with advanced settings

that will allow you to tailor Workspaces to specific needs.

Each guide has been created to facilitate its understanding and application, regardless of
the user's experience level. In addition to step-by-step instructions, you will also find

detailed procedures and solutions to common problems.
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Workspaces / Guides / Running Flexxible
Remote Assistance

Flexxible Remote Assistance allows an operator to access a device and take control of the

user's session to resolve incidents or make system changes.

1. Access the Workspaces -> Workspaces or Sessions module.

Workspaces lists available devices and Sessions allows searching for a specific user.

When performing remote assistance on a device, it will be conducted on the session
that is currently active.

2. Search and/or select the device or session for which remote assistance will be
provided.

FIE>XOCWORKSPACES - ¢ togor

My Filters = 0

oollo

(W

o @ o || |E-| |- Oreratians

Machine AG Tanant Pawer state Last user Sessions CPU H AN Uptime Code Status Connection

Ml reporiing 0% 0%

3. Open the Operations menu in the top bar and select:
Flexxible Remote Assistance -> Start remote assistance.

4. Click 0k to confirm the operation.

5. A floating panel will appear, indicating that assistance is being prepared.
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ASISTEMCIA REMOTA i
Cerrar
FLEXXIBLE'

Preparing...

6. Assistance information will appear.

ASISTENCIA REMOTA
Cerrar
FLEXXIBLEY

The remote assistance session is ready to connect.

Session Id; 0

You can start the remote assistance session from your AnyDesk client, or downloadand execute the Flexxible Remote Assistance client.

Mote: You may need to authorize the download in your browser.

7. This assistance is temporary. The operator must download an executable file from the

Download link in this floating panel.

Downloads Q- P

= FlxBA_S14ET4T44A6A423065547340314734443763646..

Open file

8. Download and run the file. This operation will run an application to provide remote
assistance. The operator will have to wait for the user to give permission to provide

the assistance.
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L] & B * D08 fm@@ i =

Connecting...

Connection in progress. Please wait.

9. Once the user grants their consent, the operator will have access to the user's

desktop.

If the operator is in a user session that lacks administrative permissions, they can use the

Flexxible Tools to act on the device with administrative permissions:
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Workspaces / Guides / Change Automatic
Restart Sign-On (ARSO) settings

On devices with Windows 10 1903+, Automatic Restart Sign-On (ARSO) is a Windows
feature designed to allow a user to sign in automatically after a system restart, especially

after installing updates.

Windows temporarily stores the user's credentials in the Credential Manager and uses
them to restore the session without manual intervention. However, to maintain security,
although the session is restored automatically, the device remains locked and requires the
user to unlock it with their PIN, password, or biometric authentication before fully

accessing the system.

This functionality can cause sessions to appear in the session view as if they are
established when no user is actually working on the device. To avoid this, it is possible to
disable ARSO.

Deactivate ARSO settings on a device

To disable ARSO, the following options are available:
GPO

Computer Configuration -> Administrative Templates -> Windows Components

-> Windows sign in Options

Registry editing

HKLM\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\DisableAu
tomaticRestartSignOn = 1 (DWORD)

Intune Policy

¢ Platform: Windows 10 and later

* Profile type: Administrative Templates
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* Path: \Windows Components\Windows Logon Options

More information: https://learn.microsoft.com/en-us/windows-server/identity/ad-

ds/manage/component-updates/winlogon-automatic-restart-sign-on--arso-#policy-1
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